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Abstract

The first wave of the COVID-19 pandemic hit North America in March 2020, disrupting personal
and professional lives, and leading to work-from-home mandates in many jurisdictions. The lock-
down measures started at the University of Calgary on March 13, 2020, and the university switched
to fully remote learning and working. Although the lockdown measures evolved over the following
months, the pandemic significantly affected how people used the campus network in both the short
term and the longer term.

In this dissertation, we use three years (i.e., 2019, 2020, and 2021) of empirical network traffic
measurement data from the University of Calgary’s campus network to study the effects of the
pandemic on our post-secondary education environment. The highlights from overall changes on
our campus include: changes to inbound and outbound traffic volumes; reduced traffic asymmetry;
significant growth in videoconferencing traffic; structural changes in workday traffic patterns; and
more global distribution of campus network users.

The research in this dissertation takes an applied approach, focusing on the performance im-
plications of these pandemic-related traffic changes as viewed through the lens of a campus edge
network. We first study videoconferencing applications and remote access services used during
the lockdown. We study their traffic volumes, directionality, and diurnal patterns and characterize
them as observed from our campus edge network.

Next, we investigate the increase in inbound scanning activities on our campus network during
the lockdown. We characterize this traffic, identify the legitimate and suspicious actors involved,
and discuss three specific examples of security-related incidents observed on our campus network.
The methodology used in these case studies could be used for similar studies.

We also study our campus community and analyze the pandemic effects on different sub-
communities. Our findings show that the network usage patterns are highly correlated with the

physical presence requirements on campus. Moreover, many asymmetries in connection counts
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and traffic byte volumes are evident, as the pandemic led to many shifts in application usage.
Lastly, we select Zoom as the most prevalent videoconferencing application adopted by our
campus community and further analyze its network traffic. We investigate connection-level and
packet-level Zoom traffic, identify its structure, and identify the root cause of performance prob-
lems with Zoom sessions on our campus network. To mitigate these problems, we propose multiple

solutions and evaluate them quantitatively using workload modelling and simulation.
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Chapter 1

Introduction

The COVID-19 pandemic affected everyone's daily life, both personally and professionally. Lock-
downs, travel restrictions, and stay-at-home orders were in effect in most parts of the world in
2020, and they had many consequences on people individually and socially. Travelling was very
limited [28], and prolonged isolation periods affected mental and physical health [35, 82].

The lockdown changed the nature of Internet usage for most people, and many daily chores had
to be done over the Internet. The way that people work and study changed quite drastically [52],
with many people relying much more extensively upon the Internet and online tools for their daily
tasks [32]. Many characteristics of the Internet and the well-known patterns in traf c were altered.
As an example of such, Feldmann et al. [32] observed that workday traf ¢ patterns rapidly changed,
and the relative difference between weekday and weekend patterns disappeared. Subsequently,
Internet Service Providers (ISPs) had to respond quickly to changes and add network capacity [14].

In this dissertation, we take an applied research approach, studying the effects of the COVID-
19 pandemic on the University of Calgary's (UCalgary) network traf c. Speci cally, we conduct
research using active and passive network measurement approaches on our campus network traf c.
We use captured network data to analyze the traf c and identify the patterns and pandemic-related
changes. We characterize the workload of videoconferencing applications and remote access proto-
cols, investigate some performance and security implications, study the pandemic-related changes
to different groups of our campus community, and identify several performance anomalies. Fur-
thermore, we focus on the most prominent videoconferencing application in our network traf c,
Zoom, for which usage surged during the pandemic. We characterize Zoom traf ¢, both macro-
scopically (session-level and connection-level) and microscopically (packet level), and present a

Zoom workload model and simulation. Our work provides key insights into Zoom performance on



our campus network, and offers practical suggestions to improve future support for remote work
and learning.

The rest of this chapter is organized as follows. Section 1.1 provides background on the
pandemic-related changes in our campus network traf c. Section 1.2 provides motivation for
this research, presenting a preview of our traf ¢ analysis results. Then, Section 1.3 discusses
our speci ¢ research objectives, followed by Section 1.4, which outlines our contributions. Lastly,

Section 1.5 overviews the structure of this dissertation.

1.1 Background

Emergency situations such as the COVID-19 pandemic remind us that understanding the character-
istics of the Internet ecosystem and being ready for sudden changes is always necessary. Applica-
tions, protocols, hardware infrastructure, policies, and security mechanisms must adapt to tolerate
crises [12]. With the nature of changes that happened to everyday life, some expect that even af-
ter the COVID-19 pandemic passes, traf ¢ patterns will not return to what they used to be [87].
Therefore, understanding the new patterns is critical for future planning.

In a broader sense, the pandemic has provided a glimpse into the possible Future of Work
(FoWw) [8, 98], a term used to describe a exible work-from-home society enabled by digital con-
nectivity, telepresence, and computer networks. Most people were aware of the possibility of work-
ing remotely before the pandemic, but relatively few have done so. At the beginning of the 21st
century, working in more decentralized workspaces and less standardized employer-employee re-
lationships was predicted [48], though adoption has been slow. However, the pandemic accelerated
the transition to FoW and made it real for many more people, changing some mindsets and possibly
in uencing the path forward [83]. Recent research on many aspects of the future of workforce and
the pandemic-related effects is conducted in [5], providing society-related, technology-related,
economy-related, and ecology-related insights, as well as recommendations for different entities,

such as industry, governments, academia, and professional organizations.



This dissertation looks at how different parts of our university community used the campus
network and applications before the pandemic, how they were affected during the pandemic, and
how the usage of network applications might change in the future. We use UCalgary's edge net-
work as a vantage point to collect ow-level logs of the inbound and outbound traf ¢ and study
and analyze them.

More speci cally, in this research, we provide a longitudinal traf c characterization study of the
UCalgary's campus network to identify pandemic effects on this network. UCalgary is a medium-
sized university with about 38,000 users, including undergraduate and graduate students, staff, and
faculty members. The academic schedule is semester-based, with the Fall (September to Decem-
ber) and Winter (January to April) semesters each having a full set of course offerings. There are
also Spring (May and June) and Summer (July and August) semesters, each with reduced course
offerings. However, the Spring/Summer course offerings were somewhat expanded in 2020 to ac-
commodate increased demand from students (domestic and international) who had limited summer
employment opportunities during the pandemic.

During the COVID-19 pandemic, the switch from in-person learning to remote online learning
took place quite abruptly on March 13th, 2020, during the Winter semester. The university leader-
ship team advocated the use of Zoom for remote teaching and learning, and Microsoft Teams for
work-related business meetings [103]. Online learning remained the norm throughout the rest of
the calendar year, though a small number of students (20%) were allowed back on campus in Fall
2020, mainly in capstone and/or lab-based experiential learning courses with limited enroliments.
With the relaxing of some lockdown measures by the provincial government, UCalgary adopted

hybrid learning mode in Fall 2021 as part of the transition back to normal.

1.2 Motivation

Figure 1.1 provides a high-level overview of our campus network traf ¢ volume in Terabytes (TB)

of data per day for calendar years 2019 and 2020. The horizontal axis shows the time in months,



Figure 1.1: Daily network traf ¢ data volume in TB for 2019 (green) and 2020 (red). Upper axis
is inbound traf c; lower axis is outbound traf c.

while the vertical axis shows inbound data on the upper part of the plot and outbound data on the
plot's lower (negative y—axis) part. The green lines are for the baseline pre-pandemic year 2019,
while the red lines are for the pandemic-affected year 2020.

There are several structural patterns evident in Figure 1.1. First, there is generally higher net-
work activity during the main semesters (Jan-Apr and Sept-Dec) than during the Spring/Summer
period (May-Aug). Second, there are distinctive weekly cycles. Third, our campus is a net data
consumer, with inbound traf ¢ far exceeding outbound traf c. Fourth, there is a general decline
in network traf c in late December when the university is closed for the holiday season, and few
people are on campus.

There are also several pandemic-related effects evident in Figure 1.1. The most prominent
of these is the sharp decline in traf ¢ volumes in mid-March 2020 when classes were cancelled,
people were asked to stay home, and remote learning began. Also notable is how the inbound
traf c for Fall 2020 (Sept-Dec) is about 25% below that observed for Fall 2019. In over a decade of
monitoring our campus network, this is the rst time that we have observed a reduction in network
traf c volume from one academic year to the next. Furthermore, this decline differs starkly from
the Winter semester (Jan-Apr), in which the 2020 traf c prior to the lockdown exceeds that of 2019
for both inbound and outbound (with about 84% growth in overall traf c).

These traf ¢ dynamics in Fall 2020 re ect the fact that most people were still away from
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campus, working and learning from home. This observation is further supported by the increases
in outbound traf ¢ volume in Fall 2020 (almost a 50% increase with respect to the prior year).

The campus community as a whole remained a net consumer of Internet traf ¢ for two main
reasons. First, many campus services, such as Microsoft Of ce365 and the Learning Management
System (LMS), are hosted in the cloud. That traf ¢ traverses our edge network only when users
are on campus. Second, our ndings show that video streaming and entertainment services signi -
cantly contribute to campus traf ¢, even in 2020. However, the increase in outbound traf ¢ volume
after the lockdown has reduced the degree of traf c asymmetry.

Figure 1.1 also shows several distinct outages in monitor data collection (e.g., a week in late
March, plus a few days in May, late July, and mid-October). These outages were due to intensive
scanning attacks on the university network that crashed our monitor. These attacks were more fre-
guent and more extreme during the pandemic than in the previous year. As such, campus network
traf c has changed in both expected (e.g., the decline in inbound and increase in outbound) and
unexpected ways (e.g., increased scanning of our network).

These traf c changes motivated our research on the characteristics of this network. Speci -
cally, we studied the rise of videoconferencing applications and remote access protocols after the
lockdown and their traf ¢ characteristics. We also analyzed some security implications on the
campus network, particularly the increased inbound scanning activity. Then we studied the subnet
usage inside the campus and characterized the potential implications of pandemic effects on the

campus community.

1.3 Research Objectives

Several prior works have focused on how network service providers responded to Internet traf c
changes after the lockdowns in their countries or regions. The overarching question guiding our
research is how our campus network responded to the pandemic's effects and the shift to online

learning.



Three primary research questions that this dissertation aims to address are the following:

1. How has the campus network traf ¢ changed during the pandemic, and Wey/?
provide a longitudinal overview of the campus network traf ¢ over two years (2019
and 2020). Furthermore, the remote working and learning orders after the lockdown
led to an increase in the usage of videoconferencing applications, such as Zoom,
Microsoft Teams, and Google Meet, as well as remote access protocols and appli-
cations, such as VPN, Remote Desktop Protocol (RDP), and Secure Shell (SSH).
We analyze the traf ¢ data for these applications on our campus, provide a baseline
to show the pre-pandemic patterns, and identify the changes that happened during

the pandemic.

2. How has inbound scanning traf c on our campus network changdfiidence
showed us that the inbound scanning traf ¢ on our campus network signi cantly
increased immediately after the stay-at-home order. This traf ¢ overwhelmed our
monitor on numerous occasions, resulting in crashes that interrupted our data col-
lection. Prior works in other locations con rm a general increase in scanning traf ¢
during the pandemic [31]. We study the volume and frequency of these attacks and
identify some of the organizations whose IP addresses were used for the scanning

activity.

3. How have different subsets of the campus community been affected by the pan-
demic?Our campus community is extensive and consists of many different facul-
ties, departments, and entities that sometimes have distinct requirements for their
operations. In some cases, people need full physical access to the infrastructure on
campus for their work and research. At the same time, remote working or learning
is more feasible for some other community members. We categorize our campus
community into separate groups, study their network traf c usage, and identify the

pandemic-related changes in traf ¢ volumes, timings, and directionalities.
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1.4 Contributions

This dissertation makes six primary contributions:

1. Using active and passive measurement, we conduct a longitudinal workload char-
acterization of three videoconferencing applications, i.e., Zoom, Microsoft Teams,
and Google Meet, as well as three remote access protocols, i.e., VPN, RDP, and
SSH. Our results showed that Zoom's growth was the most noticeable change of
all. Teams' growth was also signi cant, but far less than Zoom's usage. VPN ex-
perienced a substantial increase in usage as well, but was smaller overall, and with
a lag of several months. The traf c volumes and pandemic-related changes in the

other three cases were relatively small.

2. We develop a data analysis and visualization pipeline to analyze captured network
traf c logs on our campus, identify the scanning activities, and pinpoint the promi-
nent scanners that heavily scan our network. In addition, our automated scripts

provide extensive and comprehensive daily reports of the campus network traf c.

3. We categorize our campus community into separate groups and map the campus
network subnets to them. Then, we characterize each group's traf ¢ in terms of
connection counts, byte volumes, directionality, and timings. We identify the pre-
pandemic patterns and the changes that happened during the lockdown. Further-
more, we study the changes in these groups when hybrid learning and working was
introduced at our campus. We provide a glimpse into the FoOW by analyzing these
patterns and changes. Finally, we develop a Web application containing interactive

visualizations of the results of our subnet analysis and campus community study.

4. We develop a software program that analyzes Zoom network traf ¢ and identi es
Zoom sessions and meetings. A Zoom session consists of many Transmission Con-

trol Protocol (TCP) and User Datagram Protocol (UDP) connections, and a Zoom
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meeting consists of sessions from multiple concurrent users. We use the result of
this software to characterize Zoom workload, analyze Zoom session quality, and

identify performance problems.

5. Using a collection and analysis Wfireshark [106] traces from different vantage
points, we pinpoint the root cause of the Zoom performance problems on our cam-
pus network, which is a congested external commercial Internet link. We also iden-
tify several characteristics of the Zoom application that exacerbate its performance

issues on congested and lossy networks due to multi-layer protocol interactions.

6. We develop a synthetic workload model for the Zoom network application based
on empirical Zoom traf c measurements on our campus network. We then use this
model to simulate Zoom network traf ¢ at the campus scale. The simulation results
show that hybrid learning places a substantial load on the campus network. Addi-
tional simulation experiments investigate the potential bene ts of locally-hosted
Zoom infrastructure, improved load-balancing strategies for Zoom servers, and
multicast delivery models for Zoom network traf c. The results show that the mul-

ticast approach offers the greatest potential bene t.

1.5 Thesis Structure

The rest of this thesis is organized as follows. Chapter 2 discusses background information and
related work. Chapter 3 provides the results of our study on videoconferencing applications and
remote access protocols. In Chapter 4, we discuss our ndings of the pandemic-related security
implications on our network. Chapter 5 presents our results of subnet analysis and discusses the
pandemic effects on our campus sub-communities. As we discuss in Chapter 3, Zoom usage
signi cantly increased on our campus network traf ¢, and we observed several performance issues

with it. Therefore, we dedicated three more chapters to studying and analyzing Zoom traf ¢ and



its structure. In Chapter 6, we discuss the Zoom session structure and present some cases of
performance issues observed on our campus which are quite common. Chapter 7 analyzes the
Zoom packet structure and provides more insights into the performance problems on our campus

network. Chapter 8 introduces a synthetic workload model and simulation of Zoom traf c. Finally,

Chapter 9 summarizes our conclusions and suggests possible directions for further research.



Chapter 2

Background and Related Work

This chapter rst provides background on network traf c measurement, common tools, and chal-

lenges, and then, it discusses the related work.

2.1 Background

This section rst discusses the background on network traf c measurement and workload charac-
terization approaches. We then provide a review of standard measurement tools and summarize
the mechanisms taken into account when studying, analyzing, and characterizing network traf c.

Furthermore, we state several technical challenges associated with this research eld.

2.1.1 Network Traf c Measurement

Traf c measurement involves the collection of network data packets. These captured packets are
analyzed using special mechanisms, and the resulting data are essential to get insights into the
structure of the network, devices, protocols, applications in use, and for management and optimiza-
tion purposes. ldentifying network traf c characteristics could also provide a basis for developers
to adapt their applications to the network properties.

Two main approaches in network traf c measurement are described below.

Passive Network Measurementin passive network measurement, there is a monitoring com-
ponent in the network, capturing and storing the traf c generated by other entities. The monitor
is usually located at an observation point that provides maximum visibility into the network. The
collected data could be analyzed in memory in real-time, and alerts could be generated for unusual
activities. Recording the logs for further analysis can provide more insights into the network. The

captured data can have various forms, such as access logs, packet traces, and activity counters on
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routers. However, passive network measurement has some limitations, such as privacy concerns
regarding activities conducted by others and the potentially massive volume of data to analyze.
Another limitation is that an activity of interest may not occur while the passive measurement is
conducted.

Active Network Measurement. Active network measurement sends probing data packets into
the network and then analyzes the responses. Using this technique, we affect the network by
injecting traf c into it. This approach usually involves a traf c generator and a traf c collector,
though both elements could be deployed in one device. Active network measurement provides
unique opportunities to gain insight into different aspects of the network, including identifying
entities, properties of devices, behaviours of applications and protocols, routing information, and
metrics regarding network performance. Unlike the case with the passive approach, it is possible
to generate the activity at a speci c time and restrict data collection to just that particular activity.
However, injecting probe packets into the network can sometimes create issues, such as extra load,
which may be undesirable. Further, it provides limited insight into the network, depending on
the perspective of the traf c generator. These shortcomings can often be addressed using passive

network measurement.

2.1.2 Network Measurement Tools

In this section, we review the standard tools associated with network traf c measurement.
Passive Network Measurement Toolstcpdumpis a Unix-based network utility that captures
packets. It can be con gured to capture just a small amount of information on each packet, just

capture certain packets, or capture entire packets (all or just those that match acfidgmpcan
pass the information to other tools or save its output in a le for future use.

Wireshark is similar totcpdumpin that it can capture or analyze packet traces. In fact, it
can store the captured packets usiogdumpgs packet capture librarylibpcap ). However, it
provides other bene ts too, such as its graphical user interface (GUI) and its built-in application

protocol analyzers. It is the most prevalent packet-level traf c measurement tool and provides the
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possibility of deep analysis and diagnosing into the network.

In addition to packet-level tools, there are ow-level measurement tools in which captured
packets that belong to the same logical connection are aggregated and stored as a ow. Each entry
corresponds to one particular network ow providing summarized dég¢aF-low from Cisco is one
such tool operating on routers, collecting TCRARS c statistics from the packets traversing their
interfaces, and exporting those records as uni-directional summaries to the analyzingZesier.
(formerly Bro) [88] is a connection-level, open-source network analysis framework that provides
bi-directional summaries [111]. It can use customized scripts for further analysis, extending its
functionality. For this reason, it is also used as an Intrusion Detection System (IDS).

Active Network Measurement Tools. The tools in active network measurement produce and
send packets to a network. Some leverage the Internet Control Message Protocol (ICMP), in which
messages communicate basic information about network connegpirty.andtraceroute are
the most notable examples of such togiéng sends ICMP Echo packets to the intended desti-
nation and receives the corresponding ICMP Reply packets in order to examine the connectivity
and measure Round-Trip Time (RTT) and loss rat@ceroute uses an iterative approach to
discover the route to a particular destination and measure the path delay. Based on the option
used with the command, it might us@MP ECHDCP SY,Nr UDRpackets [63]. Thdtcp (Test
TCP) [64] is another classic measurement utility that measures network throughput. In a sender-
receiver scenario, two machines establish a connection, and while sending data, the sender displays
the overall throughput of the network. There are multiple derivativetcpf, such asittcp [62],
nuttcp [86], netperf [61], and the most popular on®erf [42]. iPerf performs a similar ap-
proach with more customizability on the packet types and the transport protocol. A client connects
to a server establishing multiple connections, and they send out packets at the maximum possible
rate to estimate the available throughput and measure jitter anddapR2] is another tool with a
similar approach using UDP packets.

dig [39], nslookup [41], andhost9 [40] are command-line tools that query the Domain Name

ITransmission Control Protocol/Internet Protocol
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System (DNS) for IP address-name mapping. They are used for troubleshooting and diagnosing

purposes.

2.1.3 Challenges

A typical network traf c measurement study faces various technical challenges that we categorize
and discuss here. In Subsection 3.2.3, we describe how we address most of these issues in our

research to the best of our ability.

Vantage Point. The point where traf c is injected (in active network measurement)

or captured (in passive network measurement) critically affects the analysis pro-
cess and outcome. When studying a particular network, if the measurement tool
is located inside the network, it might not have a view of the connections between
internal and external nodes. Therefore, it is usually placed on an edge network
where it can observe traf ¢ from both incoming and outgoing connections. How-
ever, there might be issues in this case as well. For example, the tool might not have

observability into internal connections that never traverse the edge network.

Data Volume. Data volume is often a challenge to address, especially when using
packet-level measurement tools. In fact, this is one of the key reasons for using tools
like NetFlow that summarize the observed network activity. High data volumes are

challenging, time-consuming, and expensive to store and process.

Encryption. The use of encryption to secure network communications has in-
creased over time. Secure Sockets Layer (SSL) and its successor Transport Layer
Security (TLS) are the most prominent security protocols that deliver end-to-end
encryption. With these security mechanisms in place, much of the connection infor-
mation is encrypted, making the measurement process and studying the application-

level characteristics more dif cult.
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2.2 Related Work

This section discusses three areas of related work. The rst section provides a review of no-
table research works in measurement and characterization of network traf c. Next, we provide
an overview of recent publications that studied the pandemic effects on the Internet. Finally, we

review some publications on measurements of videoconferencing applications.

2.2.1 Network Traf c Measurement

Network traf c measurements indicate how real-world systems are being used, and can offer in-
sights into how to improve these systems by eliminating performance bottlenecks. Traf c mea-
surement can also be used for workload characterization and security assessment. Measurements
can be done at any layer of the Internet protocol stack, but usually focus on the network, trans-
port, and application layers. The following subsections highlight selected examples of how these
techniques have been developed and applied in different network-based systems.

Researchers in academia and in industry rely on network traf c measurement as an increasingly
important methodology to obtain data, analyze Internet traf c, assess network performance, iden-
tify network security issues, and investigate different features of new protocols and applications.
The book by Crovella and Krishnamurthy [22] provides the technical underpinnings of this disci-
pline. It also discusses the role that this eld plays in different layers of the networking architecture
and for different applications.

Williamson [105] provides a tutorial on the role of network traf c measurement in the design,
testing, and evaluation of Internet protocols and applications. It brie y reviews four main reasons
for the usefulness of this methodology: network troubleshooting, protocol debugging, workload
characterization, and performance evaluation. Then a discussion of the methodology is presented
by classifying it into several different ways: hardware-based vs. software-based tools, passive vs.
active approaches, online vs. of ine analysis, Local Area Network (LAN) vs. Wide Area Net-

work (WAN) measurement, and protocol levels. Finally, the Top 10 observations from the traf c
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measurement literature of the time is presented.

A classic example of a workload characterization study on Internet web servers is provided
by Arlitt and Williamson in [6]. They studied six different data sets, including academic environ-
ments, scienti ¢ research organizations, and commercial Internet providers. They identi ed ten
workload characteristics common to all the data sets, focusing on the document type distribution,
document size distribution, document referencing behaviour, and the geographic distribution of
server requests. Another observation from this study is that while the median transfer size for the
documents is small, there is evidence of a heavy tail in the le size and transfer size distributions.

A tutorial on heavy tails associated with power-law distributions is presented by Mahanti et
al. in [73]. They discuss that a probability distribution, in general, is said to have a heavy tail
if the tail is not exponentially bounded. They introduce power-laws and describe two commonly
observed power-law distributions in the context of Internet measurements, namely the Pareto and
Zipf distributions, where the former is an example of a heavy-tailed distribution.

Callahan et al. [15] presented a longitudinal characterization study (3.5 years) of HyperText
Transfer Protocol (HTTP) traf c observed at a small research institute. They discuss different
aspects of the traf ¢, from client and server behaviour to object and connection characteristics.
Notably, they discuss that some aspects of Web traf ¢, such as distribution of transaction types,
remained relatively steady over time. GET transactions constitute 90% of all HTTP transactions,
while POST and other types account for 10% and 1%, respectively, and the number of GETs
and POSTs have a slight increasing trend over the observation period. Determining the top ten
hostnames per year reveals that only four hosthames are consistently on the list throughout the
years, while 17 hostnames appear only once across the four years. The distribution of the number
of requests per object is also similar across the years, and the request popularity ts a Zipf-like
distribution. About 90% of the objects are accessed only once, and a small number are fetched
more than ten times.

A recent study providing a longitudinal view (5 years from 2013 to 2017) of a nation-wide ISP
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in Italy is provided in [102]. They leverage a monitoring infrastructure that receives a feed from

a backbone tier-2 network, connected to hundreds of customer and peering Autonomous Systems
(ASes) and a handful of provider ASes. Their monitor then passively captures and analyzes the
traf c. They classi ed users based on two PoPs: Asymmetric Digital Subscriber Line (ADSL)
with 10,000 subscribers and Fiber-To-The-Home (FTTH) with 5,000 subscribers. They show that
the downloaded traf ¢ volume by an ordinary broadband subscriber increased more than 100%
during the ve years. Video services and social messaging applications are the main contributors
to this increase. They observe that on about 50% of the days, subscribers download (upload) less
than 100 MB (10 MB). However, a heavy tail is present, as on about 10% of the days, subscribers
download (upload) more than 1 GB (100 MB). They observe no difference between ADSL and
FTTH for the days of light usage, but during heavy usage days, FTTH subscribers download about
25% more data than ADSL subscribers (due to higher available bandwidth) and upload twice as
much per day (due to the 1 Mb/s uplink bottleneck on ADSL).

The usage of network traf c measurement and workload characterization techniques is broad

and extensive. Other classic examples include the characterization of wide-area TCP connec
tions [89], Web traf c [6, 13], peer-to-peer applications [9], and email traf c [93]. More recent
works have studied video streaming services [1, 36], as well as the growth and evolution of online
social networks [53, 81, 99]. Such studies offer insights into the changing nature of Internet traf c,
and its potential effects on network performance. We follow a similar approach in our work.

Traf ¢ on our own UCalgary network is quite well understood, based on prior characterization
studies of email [45, 112], le sharing [9, 71, 72], social media [50, 53, 77], and video stream-

ing [36, 51, 59] applications over the past 15 years.

2.2.2 Pandemic Effects on Networks

The COVID-19 pandemic has affected Internet usage dramatically. Since the onset of the pan-
demic, several research works have noted changes in the timing, volume, and directionality of

traf ¢, as many people switched to work-from-home scenarios. One of the rst was the weekly
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blog by Labovitz [54], analyzing data from several networks in Western Europe. As of March 9,
2020, this report noted 20%—-40% increases in traf ¢ during the evening peak hours, 3x growth
in teleconferencing apps (e.g., Skype, Zoom), and 4x growth in gaming traf c [54]. A later re-
port [56] indicated that aggregate traf c was up by over 25%, and that the normalized peak traf ¢
was 25%-30% above pre-pandemic levels. Also, Distributed Denial of Service (DDoS) attacks in-
creased by 40%-50% after the start of the pandemic [56]. Similar observations arise in our work,
along with insights that are speci ¢ to Zoom traf c.

The Broadband Internet Technical Advisory Group (BITAG) produced a detailed report on how
Internet traf c changed, and how network operators and providers managed the unprecedented cir-
cumstances [10]. Though focused on the US, this report provides valuable insights into network
operations from many different vantage points, including core, edge, and ISP locations. The report
states that the Internet, in general, was robust during the pandemic, and continued to perform well.
Several performance issues experienced by some users were attributed to end-user system con g-
urations and outdated wireless equipment. Dramatic growth in VPN usage by campus networks
is also reported in this document, along with the notable asymmetry in traf c growth between
upstream and downstream. The busy hours for the downstream were in the evening with 12%—
25% growth, while the upstream peak hours start in the morning and run most of the day until
about midnight. Our results also show that our campus network was under great duress during the
pandemic, particularly as Zoom usage increased.

Bottger et al. [11] provide a perspective of the scale of Internet traf ¢ growth and how well
the Internet coped with the increased demand, as seen from Facebook's edge network that serves
multiple social networks and apps. They analyzed how traf ¢ and product properties changed at the
beginning of the pandemic. They observed an initial time-limited traf ¢ surge, exhibiting regional
differences both in timing and growth that correlate with the spread of COVID-19 in different
regions and the regulations that were enforced. Moreover, they observed a surge in the popularity

of livestream and messaging services. Finally, they showed that the Internet did not cope with these
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increases in traf ¢ in the same way globally, with the more developed regions showing no signs of
stress in their networks, while other parts, such as India and South America, experienced issues.
Nevertheless, networks recovered relatively quickly by taking measures like traf ¢ rate-limiting or
video bitrate capping.

Feldmann et al. [32] studied a mobile network operator, an ISP, and three Internet Exchange
Points (IXPs) in Europe and the US to measure pandemic effects on Internet traf c. They found
that the traf ¢ volume increased by 15%-20% within a week after the lockdowns came into effect.
Despite this surge, they also observed that the Internet infrastructure could handle the new volume,
as most traf ¢ shifts occurred outside of traditional peak hours. When looking directly at the traf ¢
sources, hypergiants [55, 92] (i.e., the top 15 networks with the highest traf ¢, such as Google and
Net ix) still contribute a signi cant fraction of traf c, but an increase in traf ¢ of non-hypergiants
is evident, as well as the traf c increase in applications that people use when at home, such as
Web conferencing, VPN, and gaming. Furthermore, academic networks experienced major overall
decreases in network traf c, but substantial increases (beyond 200%) in traf ¢ for applications

associated with remote working and lecturing. We outline other insights from this study as follows:

Mornings and late evening hours saw increases in traf ¢ after the lockdown.

Workday traf ¢ patterns [43] changed, and the differences from weekend patterns

disappeared.
Online entertainment accounts for a surge in hypergiant traf c.

The traf c share for other traf c classes decreased substantially, e.g., traf c re-
lated to education, social media, and (for some periods) Content Delivery Networks

(CDNs).

At the IXP-level, link utilization increased, most probably due to higher traf ¢ de-

mand from residential users.
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Lutu et al. [69] focused on the cellular network of O2 UK and evaluated how the pandemic-
related changes in people's mobility affected this Mobile Network Operator's (MNO) traf ¢ pat-
terns. They used two metrics to measure user mobility: entropy and radius of gyration. While en-
tropy measures the repeatability of movements, radius of gyration is an indication of the distance
travelled. They observed that only the enforced government order was effective in signi cantly
reducing mobility, and this reduction was more effective in densely populated urban areas than in
rural areas. For example, in London, approximately 10% of the residents temporarily relocated
to the outside of the city during the lockdown. The changes in mobility have different effects
on network usage: in densely populated urban areas, a more substantial decrease in mobile net-
work usage is evident with respect to rural areas. They also showed that despite signi cant pattern
changes, the MNO provided service maintaining quality standards: the load was below common
values, and per-user throughput was likely application-limited. Another key observation in this
study is a 50% decrease in mobility in the UK during the lockdown. They also recognized a 25%
decrease in the downlink data traf c volume aggregated for all bearers during the same time. The
total uplink data traf ¢ volume, on the other hand, experienced minor changes (between -7% and
+1.5%). Additionally, they observed a spike of 140% in voice traf ¢ volume.

Liu et al. [66] studied the effects of the pandemic on Internet service providers in the US.
Analysis of interconnection data for a major ISP showed a 13%—20% increase in peak downstream
traf c and a 30% increase in peak upstream. In the early days of the lockdown (March-April
2020), high variation in performance and increases in utilization and latency across the two ISPs
under study were observed. However, ISPs responded quickly to the effects by adding capac-
ity, stabilizing traf c after April. There is also evidence of expanding infrastructure, such as the
size of Internet Protocol version 4 (IPv4) address space that ASes advertise. For example, video
conferencing applications more than doubled their advertised IPv4 address space.

Understanding network latency is important, since it affects the user-perceived experience

when using network applications [7, 29, 67, 95, 108]. Candela et al. [16] presented a network
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measurement study in Europe (focusing more speci cally on Italy), evaluating the impact on the
Internet latency caused by the increase in traf ¢ during the pandemic. They used raw latency data
collected by RIPE Atlas [94] for their measurement study. They observed high variability in net-
work latency, with signi cant changes in the evening, suggesting that remote learning and working
contributed less to the latency. They also estimated packet loss and showed that it increased after
the lockdown.

Favale et al. [31] provided an early study on the pandemic effects on a campus network at
the Politecnico di Torino (PoliTO). They observed that incoming traf ¢ decreased ten-fold af-
ter the lockdown in Italy, while outgoing traf ¢ more than doubled, due to the in-house online
teaching service deployed. Therefore, they mainly focused on remote working and online collab-
oration applications and platforms and showed a substantial increase in traf ¢ volume for VolP
communications, online conferencing applications, VPN, and remote desktop services. Finally,
they observed no major problem with bandwidth and reported that both the PoliTO network and

the Internet coped well with changes in users' connectivity and behaviour.

2.2.3 Videoconferencing Applications

Several studies have reported the rise of videoconferencing applications and online learning plat-
forms [90, 91]. A recent paper [19] studied three major videoconferencing systems: Zoom, Cisco
Webex, and Google Meet. They used a cloud-based emulated framework to generate videoconfer-
encing sessions on these applications and then measure, study, and compare them. They measured
streaming delay (lag), as well as a range of well-known objective Quality of Experience (QoE) met-
rics, including Peak Signal-to-Noise Ratio (PSNR), Structural Similarity Index Measure (SSIM),

and Pixel Visual Information Fidelity (VIFp). They found that these systems vary in terms of geo-
graphic location, resulting in different QoE. For example, sessions created in US-west are subject
to arti cial detours via relays in US-east, in ating their lags. They saw that high-motion video
feeds experience non-negligible QoE degradation on all three systems compared to low-motion

video streaming. Finally, systems react differently under bandwidth constraints.
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Another recent study [70] compared Zoom, Teams, and Meet in an experimental testbed. They
tried to nd the baseline level of Internet performance needed to support common videoconferenc-
ing applications for remote learning. Under simulated conditions, they measured the bandwidth
utilization, time to recovery from interruptions, and fairness under competitive circumstances.

Sandeeet al.[97] investigated the ow-rate fairness of Zoom congestion control. They showed
that Zoom uses two to three times the bandwidth of TCP in low-bandwidth scenarios. MacMillan
et al.[70] have also documented the bandwidth unfairness of Zoom.

In one of the more recent works, Michatlal.[78] studied Zoom traf ¢ at the packet level using
Wireshark. Their work is particularly relevant to our research in Chapter 7 (also published in [46])
and was conducted independently from our own, but did take place concurrently in parallel. Similar
to our work, they focused on the unencrypted UDP packet headers, identi ed the RTP/RTCP header
information, mapped packets to the associated media streams, and provided methods to calculate
some metrics such as delay and jitter. However, they took further steps and used this information to
analyze a 12-hour trace of campus network traf ¢ to assess Zoom performance in terms of media
bit rate. They also successfully detected P2P Zoom traf ¢, which is missing in prior approaches
(including our own in this dissertation). Finally, they established a methodology to identify Zoom
meetings based on packet header information and deployed it on campus.

Our approach, on the other hand, is mainly focused on investigating the experienced perfor-
mance problems with Zoom sessions on our campus network (we will discuss these issues in detalil
throughout this dissertation), using Zoom packet-level analysis. In that regard, we further analyze
and pinpoint the root cause of the quality issues with Zoom sessions and calculate other metrics,
such as Zoom TCP retransmissions.

There are also several Zoom-speci ¢ papers that focus on privacy and security issues [74, 75],
rather than network performance or QoE. Marczak and Scott-Railton [75] studied Zoom network
traf c to investigate potential security vulnerabilities with the platform. The authors found that

Zoom uses a 128-bit Advanced Encryption Standard (AES-128) key in Electronic Code Book
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(ECB) mode for all participants to encrypt and decrypt audio and video. ECB mode, the weak-
est form of AES, is not recommended since the patterns in the plain text remain present in the
encrypted data.

Mahr et al. [74] analyzed the types of data that Zoom sends in either encrypted or unen-
crypted form. The authors us&direshark to collect network traf c on their desktops, and used
Fiddler [33]to decrypt network traf c. In their paper, the authors primarily focused on authenti-
cation data and metadata sent and received through the Zoom client. Additionally the authors also

observed les, links, and search queries being sent through network traf c.

2.3 Summary

In this chapter, we provided background on network traf c measurement approaches. We intro-

duced common tools and challenges involved with these methods, and discussed the related work.
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Chapter 3

Longitudinal Traf ¢ Characterization

In this chapter, we provide a longitudinal overview of the campus network traf ¢c over two years
(2019 and 20203. We mainly focus on videoconferencing applications and remote access proto-
cols that our campus community used during the pandemic. This chapter is organized as follows.
Section 3.1 provides a brief introduction for the context of this study, research objectives, and
main contributions. In Section 3.2, we discuss our methodology, challenges, and limitations. Sec-
tion 3.3 discusses the primary measurement results, while Section 3.4 provides further results on

Zoom traf c measurement. Finally, Section 3.5 summarizes the chapter.

3.1 Introduction

We use a network-level viewpoint to study the pandemic-related changes within the context of our
post-secondary education environment. We do so by studying the changes in the Internet traf c
patterns into and out of our campus network. Speci cally, we examine two years of empirical
connection-level network traf ¢ data to identify changes in the volume, timing, and directionality
of traf ¢, as well as the application mix. Doing so also offers insights into how the pandemic
affected the work and study habits of our campus community.

A main focus in our study is on the use of Zoom video-conferencing software, which was
adopted by University of Calgary (UCalgary) as the preferred solution for remote teaching and
learning. Zoom has been adopted by many universities, companies, and other organizations for
remote communication purposes. Zoom is a popular and easy-to-use video-conferencing solu-
tion. Zoom offers a free account with some limitations, such as a maximum meeting duration of

40 minutes. However, many organizations (including UCalgary) purchased the corporate license

LAn earlier version of the material in this chapter was published as a full paper at the Passive and Active Measure-
ment (PAM) 2022 conference [47].
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for Zoom so that their members could use it for teaching and learning, as well as meetings and
conferences, without the duration limit.

Zoom, of course, is not the only video-conferencing solution on the market. Microsoft Teams
and Google Meet are two other online conferencing applications used by our campus community
for meeting purposes. Some features are free for the public to use, and the rest are accessible only
to licensed organizations. Other popular solutions include FaceTime, Skype, Vidyo, and Webex.

In our work, we focus on three videoconferencing applications and study their network traf ¢
on our university campus network. We focus on characterizing the network traf c from these
applications, as seen on our campus. As a baseline, we provide pre-pandemic traf c measurements
from 2019 and the early months of 2020, and compare 2020 traf ¢ with this baseline.

Our main objectives are to answer the following questions:

How has the campus network traf c changed during the pandemic, and why?

What are the usage patterns for Zoom as the most prominent online video confer-

encing application on our campus?

What other network applications and services are used to support remote work and

learning?

What are the potential implications of these changes on the future usage of our

campus network?

The main contributions of this chapter are as follows:

We compare empirical network traf ¢ data from 2019 (pre-pandemic) and 2020

(pandemic) to identify structural changes in traf ¢ patterns.

We con rm and quantify the emergence of Zoom and Teams as popular applications

for teaching and for meetings, respectively, and characterize Zoom usage.
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We identify temporal and geo-spatial changes in how our research and education

Community accesses and uses campus network resources.

Using longitudinal data analysis, we provide several key insights on the growth and evolution
of network traf ¢ for online learning, and the performance implications of such traf c on a campus
edge network. Table 3.1 summarizes our ndings in this chapter. The results from our work should
be of value not only to networking researchers, but also to educators, academic administrators, and

Information Technology (IT) professionals.

Table 3.1: High-level observations from our longitudinal study of our campus network.
| Item | Observation |
The pandemic caused substantial changes in the volume, timing, and directionality of traf g.
Remote work and learning reduced the asymmetry between inbound and outbound traf c.
Perceptible differences in the daily timing of network usage are observed.

An increase in internationally originated traf c is observed.

Pronounced shifts in some application usage are evident, mostly Zoom, Teams, and VPN.
Research traf c seems less affected by the pandemic than teaching and learning traf c.
Issues with Zoom performance and session management are experienced on our campus|network.

NOoO o~ WDNPE

3.2 Methodology

This section discusses the technical methods and technologies used for our network traf ¢ charac-
terization study, as well as some of the limitations of our approach. We start with introducing the
two common network traf c measurement approaches, Passiveand Active and our methods

for the research in this thesis. Any other method, tool, or application that we used for a speci c
part of the thesis will be discussed in their related chapter. Furthermore, we discuss the challenges

and ethical considerations in this work.

3.2.1 Passive Measurement

Passive measurement involves capturing ambient network traf c and analyzing it either online or
of ine. With this technique, no additional traf ¢ is produced, and the ordinary network traf c is not

altered in any way. We collected two years of empirical network traf ¢ data using this approach.
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Figure 3.1: Schematic illustration of network traf ¢ monitoring infrastructure.

Figure 3.1 presents our monitor setup on the campus edge network and the infrastructure that
we used for the research in this thesis. Our monitor uses an Endace Data Acquisition and Gen-
eration (DAG) packet capture card. The monitor is installed in the main data centre on campus,
and receives from the edge routers a mirrored copy of every packet entering or leaving the campus
network. Those packets are then sent @eak (formerly known as Bro) worker node [88]. For
privacy purposes and to reduce storage requiremgetk aggregates all the packets of the same
connection and stores a summarized entry for that connection in the connection (Conn) logs. This
summary consists of many elds, including a unique identi er of the connection, the connection’s
4-tuple of endpoint addresses/ports, the time of the rst packet, duration of the connection, and
the number of packets and bytes sent by both the originator and responder. For some of the most
common application protocols, such as HTTP, Simple Mail Transfer Protocol (SMTP), and DNS,
Zeekstores another log with the application name and writes additional information into them.

We used an existing High Performance Computing (HPC) cluster at UCalgary called Advanced
Research Computing (ARC), for storage, management, and script-based processing of our traf ¢
data. We also used the ELISA lab that contains two clusters, one uses the HP Proliant DL360 G7

servers, and the other uses three Dell PowerEdge R330 servers. We had iNgslEd on these
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servers, which is an SQL-based big data analytics platform, to analyze the captured data. Using
Vertica is fast and convenient for network traf c analyses, since it supports parallel execution of
SQL queries on structured data [57].

To visualize results, we used several tools in this research, inclgdimgiot andPlotly . We
installedGrafana? (an open source analytics and interactive visualization web application) [18]
on our ELISA serversGrafana can automatically run SQL queries dertica and provides live
visualizations. We also usd2hsh a Python framework created Byotly for creating interactive

web applications [26].

3.2.2 Active Measurement

Active measurement refers to establishing connections and sending data packets to identify enti-
ties in the network, characterize traf ¢, or measure different metrics. In this study, we used active
measurement techniques judiciously to identify hosts and servers associated with organizations
and autonomous systems under study, and their traf c attributes, such as port numbers. This in-
formation is most often essential in network traf c measurement and workload characterization
studies. For this purpose, we mainly conducted simple experiments using basic network tools like
nslookup andtraceroute and usedVireshark to capture packet-level traf c. We then analyzed

the captured logs and extracted the required elds, such as IP addresses associated with the target
organizations and the port numbers used by applications. This information may also be utilized in

the passive measurement when required.

3.2.3 Challenges and Limitations

As with any network traf c measurement study, there are challenges and limitations that affect the
completeness of our data, and hence the interpretation of results. We discuss these issues here.

First and foremost, it is important to note that our monitoring infrastructure is set up to ob-

2An introductory video abouBrafana is recorded and available to watchhatps://pages.cpsc.ucalgary.
ca/ ~mehdi.karamollahi/Presentation_Grafanal.mp4
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serve packet traf ¢ that is strictlpgetweerthe university and the Internet. Speci cally, the monitor
does not see traf ¢ that stays completely within the campus network (e.g., a student in residence
connecting to an internal server), nor does it see traf ¢ that is completely external (e.g., a home res-
idential user directly accessing Net ix). The pandemic has thus changed the visibility into Internet
usage by our campus community. Some traf ¢ that was not visible previously (e.g., accessing a
university Web server while at work) is now visible when people work and learn from home. Con-
versely, some traf ¢ that was visible previously (e.g., YouTube accessed from the campus WiFi
network) is no longer visible when these users directly access the Internet from home. For VPN,
however, remote users actually obtain a campus IP address, which is then used to connect to the
Internet. Therefore, a connection to the campus VPN contributes to both incoming and outgoing
connection counts as seen by the monitor.

A second challenge, as in any longitudinal traf ¢ study, arises from unexpected events that
disrupt data collection. Several such incidents occurred during the 2020 year under study. The
most pernicious of these were aggressive scanning attacks (horizontal and vertical) that exhausted
the memory resources on our monitor and crashed the system. These outages in data collection are
visible in several of the time-series graphs presented in this thesis.

To mitigate that problem, we disabled the scanning modufeek and recon gured our mon-
itor to do a software restart every 3 hours. While this strategy avoids crashes that lose substantial
amounts of data, it does limit visibility into long-duration connections. We subsequently exper-
imented with shorter (1 hour) and longer (6 hours) restart intervals as well, prior to settling on
6-hour intervals since July 2020 (see Appendix A for more details). The effects of these con gu-
ration changes are also apparent in several of our traf ¢ plots.

As mentioned in Subsection 2.1.3, a substantial portion of the traf c observed on our campus
network is encrypted. However, in this dissertation, we did not take any measures to decrypt

our captured traf c as it would violate the users' privacy. The information in the packet headers

SFigure 1.1 uses the direct information from DAGstats and not the logs capturddsy Therefore, it is not
affected by the monitor restarts and the recon guration in mid-July 2020. However, it is affected by the monitor crash
in late March 2020.
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recorded in the Conn logs and the information collected in other log les provide a substantial
amount of data that suf ce for our research purposes.

Another challenge regarding the videoconferencing applications is that (unlike the on-site pro-
prietary solutions studied by Favad¢ al. [31]) we have limited information available about the
server-side infrastructure and how the applications behave. In many cases, for the purpose of un-
derstanding observed network behaviors we had to reverse engineer their behaviour based on a few
documents. Furthermore, their deployments may have been changed during the pandemic. How-
ever, due to the wide adoption and availability of these applications across the globe, our analysis
and results should be generalizable to other environments with similar contexts.

Despite these issues, we still believe that our empirical dataset offers great research value.
Where appropriate, we exercise caution in our interpretations of results, and contextualize them

accordingly.

3.2.4 Ethical Considerations

Permission to capture network traf ¢ data was authorized via the ethics review process at UCal-
gary and was carried out with the cooperation of the IT centre. Our network monitor is installed in

a secure data centre with restricted physical access. A limited duratideesflogs is stored on

the monitor at a timeZeeksummarizes the packets in real-time, then transfers the summaries to a
secure storage server on a daily basis. All data is stored in logs as per-connection summaries. Data
analysis is done at an aggregate level, and not on a per-IP level. Furthermore, our monitor collects
data from the network edge (not the users' end systems), and most users get transient IP addresses
from Dynamic Host Con guration Protocol (DHCP) and/or Network Address Translation (NAT)
when connected to the campus network. Any identi cation process in the active or passive mea-
surement is limited to the hosts and servers associated with organizations and applications under
study, not individual users. Access to the log data is restricted to those speci cally authorized to
conduct networking and security research. Any security-related vulnerabilities (e.g., compromised

machines, ampli cation attacks) detected in these summarized data are reported to the campus IT
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team for subsequent follow-up.

3.2.5 Videoconferencing

With the shift to remote learning, the students, staff, and faculty members of UCalgary started
to use videoconferencing and screen-sharing applications to continue with the courses, academic
tasks, and regular or occasional meetings. The University of cially advised its community to
use Zoom for teaching and learning, and it has been the dominant way of teaching classes since
the lockdown. Microsoft Teams is offered for internal or external meetings. An organizational
license was purchased for Zoom, and Teams is an integrated application witl@ffite365

suite available via a campus-wide licence.

Meet, initially launched by Google in 2017, was a relatively new videoconferencing applica-
tion when the pandemic hit. Meet was released as part of an upgrade to Hangouts, which was
discontinued by Google on November 1, 2022, after being replaced by Meet and Chat. Prior
work [70] indicates that Meet usage increased during the COVID-19 pandemic, especially after

Google relaxed its meeting size constraints for unpaid users [37].

3.2.6 Remote Access

Being physically away from campus raised access issues for almost everyone. For example, many
faculty, staff, and graduate students needed to access computers in their of ces or labs to proceed
with their work or research. Even undergraduate students who used systems in different labs before
the lockdown needed to connect remotely to those systems. Furthermore, certain services require
access from a university IP address, augmenting the demand to connect to the campus network.
Three different remote access solutions were offered to resolve these issues: VPN, RDP, and SSH.
However, they are not equally available to everyone; there might be some limitations depending

on a person's role, and we will discuss them later in this thesis.
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Table 3.2: Top 10 external organizations by traf ¢ volume on Day2019 (2019-09-24).

| Rank| Organization| Flows | % Flows || Bytes (GB)| % Bytes|| Outbound| Inbound|
1 Apple 11,172,676 6.15 5,417 12.91 791 4,627
2 Net ix 519,633 0.29 5,094 12.14 82 5,012
3 Akamai 16,907,100 9.30 4,815 11.48 131 4,683
4 Google 33,788,336 18.59 3,536 8.43 470 3,066
5 CANARIE 500,082 0.28 3,238 7.72 38 3,200
6 Facebook 7,505,585 4.13 2,891 6.89 130 2,761
7 Microsoft 37,201,566 20.46 2,034 4.85 935 1,098
8 Amazon 25,083,071 13.80 1,941 4.63 210 1,731
9 Fastly 2,934,594 1.61 1,386 3.30 45 1,341
10 | UChicago 3,400 0.00 1,185 2.82 16 1,169

3.2.7 Authentication

Our campus network uses an authentication service that checks user credentials before accessing
enterprise resources, such as the wireless network, learning management system, email, and the
Office365 applications. The LMS at our university is Brightspace (also known as Desire2Learn,

or D2L), which is a cloud-hosted LMS based in eastern Canada.

3.3 Measurement Results

This section presents the results from our empirical network traf ¢ study. In Chapter 1 we pre-
sented an overview of the traf c on a year-to-year basis. We now provide a more structural analysis
of the pandemic-related changes on our campus network and then focus on speci ¢ applications

and services, including authentication, LMS, and VPN.

3.3.1 Structural Analysis

To better understand the changes in network traf c, we rst examined the traf ¢ volumes for
hypergiants, such as Google and Microsoft. Table 3.2 shows the Top 10 external organizations
based on total byte traf c volume (in Gigabytes) on a weekday in Fall 20E8/2019 2019-09-

24). This day represents common observed pre-pandemic traf ¢ patterns, and Table 3.2 illustrates

the pre-pandemic traf ¢ pattern for hypergiants. Apple tops the list at 5.4 TB/day, due to the
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Table 3.3: Top 10 external organizations by traf ¢ volume on Day2020 (2020-09-23).

| Rank| Organization|

Flows | % Flows || Bytes (GB)| % Bytes|| Outbound| Inbound|

1 Amazon 12,936,245 14.82 3,259 11.70 928 2,331
2 | Akamai 6,225,932 7.13 3,140 11.27 79 3,061
3 | Apple 3,950,781 4.53 2,545 9.14 392 2,154
4 Net ix 421,738 0.48 2,393 8.59 89 2,304
5 Microsoft 20,200,909 23.15 2,286 8.20 1,027 1,259
6 Google 15,818,810 18.13 2,268 8.14 744 1,524
7 CANARIE 328,570 0.38 1,551 5.57 21 1,531
8 Facebook 1,548,066 1.77 1,094 3.93 56 1,038
9 Shaw 145,454 0.17 924 3.32 585 339
10 | Oracle 37,193 0.04 853 3.06 241 612

multiple services it offers, such as iCloud and Apple TV. Net ix (5.1 TB/day) is second with a large
number of subscribers and high popularity. The other organizations are popular hypergiants, with
some primarily offering their own services, such as Facebook, Google, and Microsoft, and others
providing network infrastructure and CDNs, such as Akamai, Amazon, and Fastly. CANARIE

is Canada's national research and education backbone network, connecting Canadian universities,
educational institutions, and research organizations to each other and to the Internet.

Table 3.3 shows the results for the corresponding day in 2D29Z020 2020-09-23) to illus-
trate hypergiant traf ¢ during the lockdown. Signi cant changes in usage patterns are evident in
this table, with Amazon and Akamai now at the top, and signi cant declines for Apple and Net ix.
The latter declines are attributable to fewer users on campus. Table 3.3 also shows Shaw (a major
ISP in western Canada) that was not even in the top 20 on Day2019.

One interesting observation when comparing Tables 3.2 and 3.3 is that while traf ¢ for most
organizations declined signi cantly from Day2019 to Day2020, Amazon's traf ¢ increased sub-
stantially from 1.9 TB/day to 3.3 TB/day. One contribution to this growth is Zoom, since its
services are mainly deployed on Amazon Web Services (AWS), and its use expanded during the
pandemic [3]. In particular, Zoom's traf c on our campus rose from 34 GB on Day2019 to 1,358
GB on Day2020, and represents about 4% of total campus traf c. The key takeawayZetmt

traf c, at over 1.3 TB/day, is now comparable to the traf ¢ of other hypergiants
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Figure 3.2: Hourly connections initiated to UCalgary authentication servers.

3.3.2 Authentication

Our next analysis focuses on the authentication-related traf c, as we study the network usage
patterns of our campus community during the pandemic. All faculty, staff, and students must
authenticate themselves with their credentials when using enterprise services, such as email, LMS,
VPN, and so on.

Figure 3.2 shows the authentication-related traf c for two selected weeks from our empirical
dataset: one in September 2019, and the corresponding one in September 2020. The graph shows
the number of connections initiated to the authentication servers in each one-hour interval during
the week.

There are two main observations evident from Figure 3.2. First, prior to the pandemic (Septem-
ber 2019), authentication traf ¢ tended to have two peaks per day on weekdays, with one peak in
the morning, and one in the evening. This pattern re ects users logging in from home (e.g., check-
ing email, accessing course Web pages) as part of their daily routine both before and after their
time on campusfor the workday. Second, there is a substantial increase in authentication traf c

in September 2020, as a new cohort of students joins the campus community, and many people are

4Recall that any authentication sessions initiated while on campus would not be observable from our monitor.
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(a) Countries with increased connections (b) Countries with decreased connections
Figure 3.3: Changes in authentication connections from September 2019 to September 2020 based
on the countries of origin. The maximum numbers in the legends (under the maps) indicate the
maximum change that a country experienced, i.e., increase (in Canada) for (a) and decrease (in
Hong Kong) for (b).
working and learning from home. There is a single peak to the traf ¢ each day, with most authen-
tications happening in the morning, and some sessions lasting severaP lifomws all day, since
there was no need to logout and commute to/from campus anymore. Weekend traf ¢ is substan-
tially lower than weekday traf c, as expected. The weekend peaks are also time-shifted to slightly
later in the morning. The main insight is thabrking from home shifts the usage patterns and
leads to prolonged sessions with campus authentication servers.

Figure 3.3 provides a geographical analysis of user authentication on our campus network. It
demonstrates the changes to the number of connections to the authentication servers, comparing
data from September 2019 to September 2020. Each bubble represents a country and shows the ab-
solute amount of change in the authentication connection counts. The size of the bubbles is relative
to the maximum change observed (i.e., increase in connections from ISPs and other organizations
across Canada). Figure 3.3(a) shows the countries whose number of authentication connections
increased, while Figure 3.3(b) shows the countries with a decrease in their counts. These maps

show that connection count increases were most prominent from locations in Canada, followed

5The mid-July con guration change to the monitor restart interval (now 6 hours) contributes to the observed in-
crease in connections as well.
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Figure 3.4: Hourly LMS connections (counted based on session logouts) during two weeks in
September 2019 and September 2020.

by the Netherlands, UK, and the US. For connection count decreases, Hong Kong had the largest

change, with Japan, Ukraine, and Indonesia next.

3.3.3 Learning Management System (LMS)

Figure 3.4 shows hourly connection counts to our LMS during a week in September 2019 and the
corresponding week in September 2020. UCalgary uses Desire2Learn (D2L) for LMS, and it is
hosted in Quebec, Canada. Despite being in the cloud (AWS), users are redirected to the campus
authentication servers at both the start and the end of LMS sessions, enabling counting of this
traf c.

Figure 3.4 shows signi cant changes in LMS traf ¢ patterns, similar to those observed for
the authentication traf c. In September 2019 (before the pandemic), students were regularly on
campus, so their LMS authentication traf c was not always visible from our monitor. A peak in
the evening when most people were back home is most evident on the green line. When working
from home, however, this traf c is more observable throughout the day, as re ected in the higher
activity levels in September 2020, with signi cant changes in its pattern. Diurnal patterns are still

evident, with a decline on weekends.

35



(a) Daily connection counts

(b) Daily byte traf c volume

Figure 3.5: Comparison of SSH, VPN, and RDP usage in 2020.

3.3.4 Remote Access

This subsection discusses the usage of three popular remote access protocols, namely SSH, VPN,
and RDP.

Figure 3.5(a) illustrates the daily connection counts for these protocols for the entire calendar
year of 2020, while Figure 3.5(b) shows the daily byte traf c volume associated with these connec-
tions. Note that the vertical axes are logscale (base 10) for better visibility of the activity for each
remote access protocol, despite the signi cant differences in volumes. Overall, these results show
the dominance of SSH (purple line) in terms of the number of connections (some of which may
be generated by scripts or automated processes), while VPN connections (orange line) account for
the most data bytes. RDP (gold line) has the lowest activity for both connections and data volumes

since it is only applicable for Windows users, and requires a registered system on campus in order
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to establish an RDP connection. Therefore, lower usage for RDP is unsurprising.

Our further investigation revealed that the increase in the number of SSH connections immedi-
ately before the lockdown is attributable to the increase in inbound scanning activity. Interestingly,
the SSH connection count remains pretty steady throughout the year and does not exhibit the typ-
ical human-driven weekly patterns evident in the VPN traf c. However, the SSH data volume
did increase 2x—5x compared to the pre-pandemic baseline in February, re ecting changes to the
monitor's visibility of this traf c after the July con guration change. The 6-hour restart interval
improves visibility into long-duration TCP connections (refer to Appendix A). This is important
for applications like VPN and SSH, which often last several hours, if not all day, and it explains
the larger proportionate increase in byte traf ¢ volume than in connection count. On our network,
SSH usage seems more research-driven rather than education-driven. This observation is based on
the absence of a diurnal pattern for SSH in Figure 3.5, and the evidence of automated activities
involving speci c research-related servers.

Daily VPN connections and data volume both increased after the lockdown by a factor of about
10x. This increase occurred almost immediately following the work-at-home mandate in mid-
March 2020. A later increase is also evident in mid-July 2020, when the change in the monitor
con guration enhanced observability of longer-duration connections. Although there are fewer
VPN connections than SSH, VPN connections tend to have longer durations and transfer more
data bytes than SSH connections. Figure 3.6 illustrates these effects.

The growth in VPN traf c is consistent with observations made by others [10]. For our campus
network, the VPN has a broader set of users than the other remote access protocols, since it is
available to the entire community. The VPN has greater exibility as well, since traf c from
multiple network applications can be transferred via its connection. Therefore, such an increase in
VPN usage is not surprising. In fact, after the lockdown, the primary option to access the campus
network was to use the VPN. Many students returned to their home cities or countries, and a lot

of newly admitted international students had to commence their programs from abroad. Using the
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(a) Connection durations (b) Traf c bytes

Figure 3.6: LLCD of connection durations and traf ¢ bytes for SSH and VPN connections during
two separate weeks (September 22—-28, 2019 and September 20-26, 2020).

VPN has been the primary means to facilitate this access.

A separate analysis (not shown here) of the origin cities of VPN connections con rms that the
increased connection count comes from a larger set of external IPs accessing the network from all
over the world. The main insight is th&fPN usage increased dramatically, in terms of connec-
tions, data volumes, session duration, IP addresses, and geographical distrib@ionfurther
investigations did not nd any evidence of VPN-related performance degradation on the campus
network or repercussions for the nearby clients. However, this is something an organization should

plan for when shifting from on-campus to remote work.

3.4 Zoom Measurement Results

This section provides an in-depth look at Zoom network traf ¢, motivated by the growth and vol-
ume of this traf ¢ as identi ed in the previous section. We begin with a look at videoconferencing

applications to provide a comparison point for the Zoom traf c.

3.4.1 Videoconferencing Apps

This subsection discusses the network traf c measurement results for three videoconferencing

applications (i.e., Zoom, Teams, and Meet). Meet is a relatively new video conferencing app
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(a) Daily Connection Counts

(b) Daily Byte Traf ¢ Volume

Figure 3.7: Comparison of Zoom, Teams, and Meet usage in 2020.

launched by Google in 2017. Prior work indicates that Meet usage increased during the COVID-
19 pandemic, especially after Google relaxed its meeting size constraints for unpaid users [37].
We identify Zoom traf ¢ based on the ports and IP ranges provided in their Web site documenta-
tion [113] (see Appendix B). Similar principles apply to our identi cation of traf ¢ for Teams and
Meet. We show graphs of daily connection counts and traf ¢ volume for each of these applications
and compare them accordingly.

Figure 3.7(a) illustrates the daily connection counts for the three applications, while Fig-
ure 3.7(b) shows the corresponding daily byte traf c volumes for each. Both plots show the entirety
of calendar year 2020, illustrating the traf c generated by on-campus users when accessing these
externally-supported applications. The gaps in the plots are due to the monitor outages mentioned

earlier in Subsection 3.2.3.
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Figure 3.7 shows the emergence of Zoom in our post-secondary learning environment in 2020.
Prior to the work-at-home order in March 2020, Meet (red line) was the most popular confer-
encing app, with almost 100K connections per day. At this time, Zoom (blue line) had only 1K
connections per day. By September 2020, however, Zoom had reached a level of connection activ-
ity comparable to Meet, while far exceeding Meet in data traf c volume. Similarly, Teams traf c
(green line) grew signi cantly for remote work and learning after March 2020, and has usage
patterns very similar to Zoom.

The number of connections to Meet has actually decreased after the lockdown. One reason
is fewer people on campus, and another is that Teams and Zoom were adopted as the of cial
online meeting and conferencing app for our university. In particular, the total number of Meet
connections from July onwards decreased by 60%—-70% with respect to that number in February.
However, the byte traf ¢ volume for Meet did not decline much at all, suggesting more prolonged
usage.

The daily connections to Teams, and its data traf ¢ volume, increased ten-fold immediately
after the lockdown. This surge re ects the shift of administrative meetings (for faculty and staff
still present on campus) to the remote format. On the other hand, daily Zoom connections and
traf c observed on campus declined after March 2020 since few students remained on-campus. It
was not until the Summer 2020 semester that Zoom usage grew, since more classes were offered
then.

In mid-July 2020, we made a con guration change in the monitor (as described earlier), which
enabled better tracking of long-duration connections. Consequently, there are increases observed
in connections and data volumes for both Zoom and Teams since then. With this change, we have
a more complete view to compare with the baseline before the lockdown. For example, comparing
the measurements in July, August, and September with February (baseline) shows that the total
number of connections to Zoom in July is about 9.5x that in February, and this ratio for August

and September is 11x and 20x, respectively. The corresponding ratios for the aggregated byte
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(a) Connections (b) Trafc

Figure 3.8: Hourly connections and byte traf c volume for Zoom on three selected weeks in Febru-
ary, July, and September, 2020.

traf c volume are 27x, 36x, and 48x. These numbers illustrate the pronounced effects of Zoom
following the lockdown.

The growth in traf ¢ for Teams is even more dramatic. The total number of connections in
July, August, and September are (respectively) 9x, 11x, and 14x that for February, while total
byte traf c volumes are 424x, 447x, and 448x that in February. This increase in Teams traf c
after the lockdown shows the prevalence of the application among staff and faculty who are still
on campus after the lockdown. In February, Zoom traf ¢ volume was 27x larger than the Teams
traf c. However, this dominance decreases to 1.6x, 2x, and 2.6x in July, August, and September,
respectively. These trends may re ect different bit rate, video resolution, or compression settings
in the two applications [70]. Even with fewer people on campus, there hasasgmni cant
increase in Zoom and Teams traf c on our campus network

Figure 3.7 shows a strong weekly usage pattern for Zoom and Teams, both in the connection
counts and the data traf ¢ volume. Every hump represents ve consecutive working days of net-
work activity, while the valleys show the weekends where those activities are reduced. However,
this weekly pattern is less prominent in the Meet traf ¢, especially for connection counts, which
implies the system-generated nature of many of these connections.

Figure 3.8 takes a closer look at diurnal usage patterns in Zoom traf c at a ner-grain time
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(a) CDF (b) LLCD

Figure 3.9: Distribution of connection durations for three applications (September 21-25, 2020).

scale. Figure 3.8(a) illustrates the hourly counts for Zoom connections in three separate weeks
from February, July, and September 2020. Figure 3.8(b) shows the hourly byte traf ¢ volume
(in GB) for the same weeks, with inbound and outbound traf c combined. In both plots, there
is a clear diurnal pattern, with increases in connections and byte traf ¢ volume during normal
working hours, and a decline overnight. Recall that the week in February was pre-pandemic, and
the Zoom traf c was negligible. Nonetheless, the connections were established during working
hours. The week in July represents the lockdown period. Although many restrictions were lifted
by that time, it was after the monitor's con guration change, and the data is more complete. The
week in September is after Fall 2020 classes began, and we see increased traf ¢, as expected.

Figure 3.8 shows two notable peaks per weekday in the selected weeks from July and Septem-
ber. The rst one is in the morning and the second is in the afternoon, both during working hours.
On some days, there is a third peak in the late evening, especially in the traf c volume graph. All
these peaks in the network traf ¢ represent diurnal patterns from human-driven behaviour.

Figure 3.9(a) illustrates the Cumulative Distribution Function (CDF) of the connection dura-
tions for each of the three meeting applications under study during ve working days of September
2020. For Zoom, 80% of the connections are less than 50 minutes. For Teams, 90% of the connec-

tions last less than one hour. For Meet, the vast majority of connections have very short durations,
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(a) Monday, Wednesday, and Friday (b) Tuesday and Thursday

Figure 3.10: Distribution of Zoom connections durations (September 21-25, 2020).

often less than a minute, once again suggesting the machine-geRevatie of them rather than
human-generated. However, the tail of the distribution for all three applications extends well to
the right, with some connections lasting up to 5.5 hours, as can be seen in Figure 3.9(b). The main
takeaway from Figure 3.9 is thZibom connections tended to have longer durations than Teams
and Meetre ecting usage of Zoom for classes and workshops with prolonged durations.

We next analyze connection durations for Zoom traf c in particular. At UCalgary, most courses
are offered on either the Monday/Wednesday/Friday (MWF) schedule with 50-minute lectures, or
the Tuesday/Thursday (TuTh) schedule with 75-minute lectures. Since most classes were delivered
via Zoom after the lockdown, we expect to see some evidence of that in the distribution of Zoom
connection durations.

Figure 3.10 shows the empirical distribution of Zoom connection durations for ve consecutive
working days from Fall 2020. Figure 3.10(a) for MWF con rms the expected peak around 50
minutes. Figure 3.10(b) for TuTh shows a small peak near 75 minutes duration, with a wide range
of other values observed. Note that for courses with labs or tutorials, the timings may be different.
For example, tutorial slots are usually 50 minutes, regardless of which day of the week they occur.
These observations are congruent with our expectationssaggesting the widespread usage of

Zoom for class delivery at UCalgary

6A more detailed analysis shows that some of these are for Session Traversal Utilities for NAT (STUN) [38, 79, 80]
protocol traf c on UDP port 19302.
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Table 3.4: Breakdown of transport protocols of Zoom connections on 2020-09-23.
| Protocol| Connectiong Outbound| Inbound|

TCP 308,688 6.16 GB| 9.18 GB

UDP 20,461| 361GB| 981 GB

3.4.2 Detailed Traf c Analysis

Via active measurement experiments, we have gained further insights [20] into the structure of
Zoom sessions. Note that there are several different ways to set up Zoom, depending on the client
application, server deployment, or cloud solution in use. Our university uses the default approach
with remote Zoom servers, and no Zoom Meeting Zones located inside the campus.

The connection process to initiate or join a meeting depends on the client's application (e.g.,
desktop app, mobile app, or Web browser). When using Zoom apps for one-on-one meetings
between two parties, direct peer-to-peer (P2P) connections are often used to carry the media pack-
ets. For meetings with more than two participants, a client-server architecture is used, with a
cloud-hosted media server as the central point for collecting and distributing media packets for all
participants in the Zoom session. Furthermore, such a typical Zoom session involves four logical
connections: one TCP connection for control and management of the session (including chat in-
teractions), and three UDP connections, one for audio, one for video, and one for screen sharing
(if used). If the Zoom client is unable to connect via the usual procedure, they are directed to use
the Web client, which uses TCP only. More information about the Zoom architecture, connection
setup, and server types are provided in Appendix C.

To measure Zoom connections and client application usage on our campus, we picked a rep-
resentative day (Day2020) and examined transport protocol usage based on the number of con-
nections, as well as inbound and outbound data traf c volumes. Table 3.4 shows this information.
TCP accounts for only 1.67% of outbound traf ¢, and 0.93% of inbound traf c, indicating that
few people use Web access to join meetings. Rather, they use the standard procedure of a Zoom
meeting connection using client applications.

For a typical Zoom session, a client should have three UDP connections for every TCP con-
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Figure 3.11: LLCD of connections durations tdrigure 3.12: Hourly TCP traf ¢ of Zoom con-
Zoom on 2020-09-23. nections on 2020-09-23.

nection. However, the results in Table 3.4 show that the number of TCP connections is 15x larger
than the number of UDP connections. There are two possible explanations for this discrepancy.
First, there might be network connectivity or performance issues when users connect to Zoom
from certain subnets (e.g., WiFi), causing TCP problems. Second, there might be many short-lived
TCP connections for administrative management of Zoom sessions. We explore both of these
possibilities next.

Figure 3.11 provides evidence to support these hypotheses. The plot illustrates the Log-Log
Complementary Distribution (LLCD) function for Zoom connection durations. Considering the
logarithmic scale of the y—axis, we can see a rather signi cant portion of TCP connections have
small durations (under 30 seconds) that cannot be attributed to typical meetings. UDP sessions
tend to have longer durations that re ect actual meetings, although the non-negligible portion of
relatively short-lived UDP sessions partly indicates the performance issues resulting in Zoom ses-
sion interruptions. Waiting rooms, a feature utilized in some Zoom meetings, can also be another
cause for the short-lived UDP sessions.

Figure 3.12 provides another perspective on Zoom session issues on our campus network. It
shows the hourly TCP traf ¢ of Zoom connections on Day2020. Connections with typical SYN-
FIN handshakes as seen by our monitor are deemed “Good”. During the peak hours of the day, less

than 40% of the byte traf ¢ (note the green dashed line and the right y—axis) is exchanged on Good

45



(a) Connections (b) Byte Traf ¢ Volume

Figure 3.13: IP pro le-rank plots for Zoom traf c on Day2020 and Day2021.

TCP connections, implying thatany connections suffer when too many users on the same network
connect to busy Zoom servendote that the administrative machine-generated TCP connections
are short-lived with only a few kilobytes of traf ¢, which do not contribute signi cantly to overall
traf c volume. Although this issue gives us insight into some implications of online learning on
our campus network, identifying its root cause requires further investigation, which we defer to

Chapters 6 and 7.

3.4.3 Zoom Session Management

To better understand Zoom sessions on our campus network, we have analyzed Zoom server usage,
as well as the administrative traf c generated between our campus VPN server and the Zoom
servers. These results are described next.

Figure 3.13 is a pro le-rank plot to show how connections and byte traf ¢ volumes are dis-
tributed across clients and Zoom servers. Figure 3.13(a) shows the IP frequency-rank pro le for
servers and clients on Day2020, as well as a year |&tayZ021 2021-09-22). Figure 3.13(b)
plots the corresponding IP volume-rank pro le for those two days.

Several key insights emerge from these two graphs. First, in 2020, four client IPs dominated the
Zoom traf ¢, while connections are more widely distributed among a larger set of IPs in 2021. This

change re ects the presence of more people on campus, with many using BYOD wireless devices.
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Second, the load increase on Zoom's servers is also evident in these graphs, both in connection
counts (2x—3x) and traf ¢ volume (1.5x). Third, although about 2,000 server IPs are seen on a
daily basis, most of the traf c is handled by only a couple hundred servers. Furthermore, two stand
out in the frequency-rank, re ecting roles in Zoom session management for the campus network.
Finally, the top 20 server IPs in frequency-rank do not contribute much traf ¢ volume, implying
the role of zone controllers, directing clients to selected Zoom MultiMedia Routers (MMRS). The
main takeway here is thatost of our campus Zoom traf c is handled by a relatively small set of
Zoom serversleading to possible load issues on those servers. Zoom and other vendors need to
provide more detailed information in their client-side dashboard to assist with customer support.
Within our own campus network, we have identi ed one speci ¢ server that is directly involved
in Zoom session management. This server has at least two different roles. First, it communicates
with Zoom servers at the start of each new hosted Zoom meeting to exchange a xed-size payload,
which might be a certi cate or authentication credential for licensed users. Second, it generates
ICMP “port unreachable” messages to Zoom servers when a Zoom session is aborted, or when an
authenticated participant departs prematurely from a meeting. The takeway message from these
observations is thaloom sessions are complex from the network point of view, and induce extra

administrative overhead.

3.5 Summary

The COVID-19 pandemic had a profound effect on many aspects of life between 2020 and 2022.
In this chapter, we provide a detailed look at the network-level effects on inbound and outbound
Internet usage on a large campus edge network with about 38,000 users. Our main observations
from this study were summarized in the earlier Table 3.1.

The main highlights from our study include the changes in the volume, timing, and direction-

"For example, a light (green, yellow, or red) on the client's view to indicate the performance of the Zoom server
from the server's perspective, and possibly tracking over time to summarize the percentage of total meeting time where
server performance was green, yellow, or red.
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ality of traf c. With fewer users on campus, we observed dramatic changes in the inbound and
outbound traf ¢ volumes, as well as a reduction in the degree of asymmetry in the traf c. That
is, inbound traf c still dominates outbound, but not by as much as it did prior to the pandemic.
There are some perceptible differences in the daily timing of network usage, since commuting to
campus is no longer the norm. Furthermore, a geographic analysis of the authenticated users for
our campus network shows an increasingly international spread.

Pronounced shifts are also evident in network application usage. The increased traf ¢ volume
for Zoom and Teams is dramatic (e.g., 20x—450x), and VPN usage is also much higher (20x) than
ever before. Most applications show strong daily and weekly patterns, consistent with the normal
workday schedule, even when working from home. Research traf c seems less affected by the
pandemic than teaching and learning traf c.

Finally, the results of our analysis reveal that there are issues with Zoom TCP connections and
session management on our campus network when many people on campus connect to a limited
set of regional Zoom servers during peak hours [20]. These problems manifest themselves with
a plethora of short-lived TCP connections, and compromise the user-perceived quality of Zoom
sessions. Furthermore, these problems only grew as UCalgary adopted a blended learning model

(i.e., a mix of in-person and online learning) in the following academic year.
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Chapter 4
Security-Related Traf ¢ Analysis

In this chapter, we investigate several security aspects of the pandemic effects on our campus net-
work traf c. We mainly focus on inbound network scanning traf ¢ and try to understand how this
traf c changed after the lockdown. We choose the rst seven months of 2020 for most of our anal-
ysis and identify the volume and frequency of scanning incidents during that time. We also discuss
other security incidents that arose after the lockdown and investigate if network infrastructure was
more vulnerable to attacks while fewer people were on campus.

The rest of this chapter is organized as follows. Section 4.1 provides an introduction to the
inbound scanning activity on our campus network. In Section 4.2 we discuss how we identify
scanning traf ¢ in our captured network logs and in Section 4.3 we explain our speci ¢ method-
ology for this study. In Section 4.4 we present three case studies and discuss our measurement
and workload characterization results. Section 4.5 provides additional investigations on security

implications on our campus network. Section 4.6 summarizes the chapter.

4.1 Introduction

Network scanning has been a signi cant part of the daily traf c we see in our logs for a long time.
Many actors are involved in this activity, both internal and external, causing particular patterns in
network data. As an enterprise network, our campus is always an interesting subject for external
scanners to scan and possibly exploit vulnerabilities. These actors usually scan a subset or all of
our IPv4 addresses for a subset or all port numbers. Generally, there are two types of scanners:
legitimate and malicious.

Legitimate scanners are usually security entities or organizations that scan all Internet addresses

targeting speci c services to identify vulnerabilities. They then report on the detected issues or
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communicate with the endangered networks to mitigate or resolve the threats.

Malicious scanners, on the other hand, try to detect and exploit network vulnerabilities. They
are usually individuals, groups, organizations, or even nation states trying to exploit a network, for
a nefarious purpose such as to steal intellectual property or to extort money (e.g., via a ransomware
attack). It is critical for any enterprise network to monitor its network for such inbound traf c, as
this activity may be the precursor to serious security attacks.

Our main objectives are to answer the following questions:

How did the inbound scanning traf c on our campus network change during the

pandemic?

Were there changes in the types of attacks, in addition to the changes in the volume

and frequency of attacks?

Were any new vulnerabilities created during the deployment of remote work solu-

tions?

Were existing computing resources on campus more vulnerable when unattended?

The main contributions of this chapter are as follows:

We develop an automated data analysis and visualization pipeline to characterize

the scanning traf c.

We identify the prominent sources of scanning traf c in the rst seven months of

2020 and characterize their traf c.

We choose the major security exposure of Log4j vulnerability and characterize its

traf c on our campus network.

Table 4.1 summarizes our high-level observations. Scanning activity is often the rst step that

malicious actors take to nd vulnerabilities in networks. The results from our work can provide
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Table 4.1: Summary of observations from our security-related analysis.
[ Name | Observation | Section|

Volume Our network experienced both horizontal and vertical scanning activities during pandemnid.1
Correlation| Activities from IP Volume, Library Genesis, and OOO Network were highly correlated. 4.4.3
Inference | A single actor is most probably behind the activities from multiple scanning organizatioAs4.3
CVEs We could not identify any relation between CVEs and the rise and fall in scanning traf c.4.5

Log4Shell | We could not nd any evidence of a successful attack related to the Log4j vulnerability 4.5.1
in the unencrypted traf c.

insights into this traf c, the actors involved, and their targets. This research can be generalized to
other enterprise networks and the methodologies are adaptable to studies on further security-related

incidents.

4.2 Detecting Scans

Scanning activities usually involve large numbers of unsuccessful connection attempts targeting
many hosts and port numbers. Therefore, each ow carries minimal byte volume. They might
originate from a single source IP, multiple sources within a single network, or multiple sources
across multiple networks in orchestration. The connection stai&saklogs that could be associ-

ated with such activity are “S0” (a connection attempt without a reply), “REJ” (a connection that
was explicitly rejected by the scanned system), or “RSTOSO0” (Originator sent a SYN followed
by a RST). The rst two are for scans that failed to identify open ports (the predominant case on
our campus network, fortunately), and with the third, whether the target was open for a connec-
tion or not, the connection did not establish due to the reset signal by the originator. Using these
connection states, we can detect the overwhelming majority of scans.

Our study revealed signi cant changes in the distribution of connection states after the lock-
down. Figure 4.1 is a Sankey diagram illustrating this change. It summarizes data from two
separate weeks, with February 2—8, 2020 representing the pre-pandemic pattern, and April 12-18,
2020 showing the pattern during the lockdown. To simplify the visualization, we have catego-
rized the thirteen TCP connection stateZetkdata logs into ve distinct groups: Unsuccessful

(unsuccessful connection attempts with either SO, REJ, or RSTOSO state), Successful (successful
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Figure 4.1: Sankey diagram comparing connection state groups for the week of February 2-8,
2020 (pre-pandemic) and the week of April 12—-18, 2020 (during pandemic).

good connections with either SF, S1, S2, or S3 state), Half-Open (looks successful but missing one
side of the opening or closing handshake with either SH or SHR state), Reset (either party reset
the connection with either RSTO, RSTR, or RSTRH state), and Other (midstream traf ¢ only with
OTH state).

Figure 4.1 shows that the number of connections in the Unsuccessful category was 70% higher
during the week in April 2020 compared to the one in February. Furthermore, their proportion of all
connections increased from 68.5% to 82.9%. This growth is even more signi cant considering that
the number of connections in three other categories (Successful, Half-Open, and Other) decreased,
while Reset connections only saw a very slight increase of 0.29%.

Connections categorized as Unsuccessful are primarily associated with scanning activities
where we see large numbers of ows attributable to unsuccessful connection attempts. They might
also be associated with miscon gurations or networking issues. However, our analysis did not nd
any evidence supporting the latter two indications. Therefore, we consider these connections as
network scanning attempts.

Figure 4.2 shows the dominance of connections with Unsuccessful states throughout the rst
seven months of 2020. For a better visibility, the maximum value on the y—axis has been set to 100
million, while a spike on March 24 is clipped and tagged with its value of 168.9 million. This graph

illustrates how scanning activity has consistently been a signi cant part of our network's traf c
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Figure 4.2: Hourly connection states in the rst seven months of 2020, categorized in ve groups.

before and after the lockdown. It also provides another perspective on the substantial increase in

scanning traf c after the lockdown.

4.3 Methodology

Figure 4.1 summarizes the volume of a massive number of events involved in the inbound scanning
activity. The volumes are far too great to analyze manually. To handle the volume of events, we
once more used Vertica as the data analytics tool to process the captured network logs. To iden-
tify the trends and nd signi cant changes and important incidents regarding scanning activities,
we automated the work ow to process our daily captured logs and generate daily reports, using
combinations of Bash scripts, Python scripts, and Vertica queries. These daily reports, on average,
include more than 130 summary tables of statistical analysis of the network traf c, protocol-based
measurements, measurement of directionalities, characterization of source and destinations, and
many more types of analysis. Every table in these reports provides speci c insights into the net-
work traf c. We then automated the work ow to visualize certain aspects of the reports.

Experience has shown that certain organizations are constantly scanning the Internet. Our ex-
ploration aims to nd a concise, intuitive way to visualize the scanning activity and detect when
changes happen. It then provides meaningful grounds to investigate the activities of an organiza-

tion, and unless something changes noticeably, we can refrain from constant investigations of the
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(b)

Figure 4.3: Similarity metrics of the daily list of top 20 external scanners over (a) the rst seven
months of 2020 and (b) February, 2020.

same organization.

4.3.1 Similarity Metrics

The objective in this section is to identify one or more similarity metrics that work well for iden-
tifying changes in scanning activity. The daily reports contalBcanning Summarsection that
provides analysis, measurements, and characterizations of the daily scanning activity. We used the
results of this section in daily reports for the analyses in this chapter.

Figure 4.3(a) shows a sample Grafapanel of one set of statistical analyses of the daily list
of top 20 external scanners over seven months. Figure 4.3(b) shows a zoomed-in view of this panel
in February. This panel is generated based on an automated work ow that uses the table regarding

the characterization of external scanners in the daily reports and calculates eight different statistical

LA video presenting th&rafana dashboard created for the research in this chapter is recorded and available to
watch athttps://pages.cpsc.ucalgary.ca/ ~mehdi.karamollahi/Presentation_Grafana2.mp4
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metrics. The input table to this process is the top-N external scanners, with N=20 in this panel, and

their relative activity. We brie y explain these metrics here:

Set-similarity versus day 0: This metric compares the set of top 20 scanners on
each day against day 0. For every entity that is on the day O's set, no matter the
ranking, it adds one point to the sum value, normalizing by 20 at the end to produce
a fractional value between 0 and 1 (inclusive) showing the fraction of overlap (in-
tersection) between the two sets. Therefore, zero means the set of top 20 scanners

has completely changed since day 0, and one means that the set is similar to day O.

Set-similarity versus previous day:This metric is the same as the previous metric

but compares each day's set against its previous day instead of day 0.

Rank-similarity versus day 0: This metric compares the rankings within the top

20 scanners on each day against day 0. For every entity that is on the day 0's list
with the same rank, it adds one point to the sum value, normalizing by 20 at the end
to produce a fractional value between 0 and 1 (inclusive). Therefore, zero means the
list of top 20 scanners has completely changed in terms of either entities' presence

in the list or their ranking, and one means that the list is identical to day O.

Rank-similarity versus previous day: This metric uses the same logic as the pre-

vious one but compares every day's list against its previous day.

Absolute Ranking Difference versus day 0This metric nds entities that appear
in both day 0 and the current day's list and adds the absolute value of the difference
in their rankings to a sum value, normalizing by 20 at the end. The bigger the value

of this metric, the more displacements have happened to entities' rankings.

Absolute Ranking Difference versus previous daylt is the same as the previous

metric but compared against the previous day instead of day 0.
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Relative Ranking Difference versus day 0This metric uses the same logic as the
Absolute Ranking Difference metric, but instead of summing the absolute value of
the differences in the rankings, it calculates a relative value based on the ranking of
the entity in the current day's list. Therefore, it provides a metric for displacements

relative to the ranking of entities.

Relative Ranking Difference versus previous day:lt is similar to the previous

metric but compared against the previous day instead of day 0.

Radical changes in this panel help identify important incidents in the entities involved in scan-
ning activity over time. A rise or drop in a metric's plot could point to signi cant changes in the
activities of one or more scanners. For example, when a new actor comes into play leveraging mul-
tiple networks to scan our network, it substantially affects the metrics' plots, and by identifying
these changes, we can dig deeper into the results for further measurements and characterizations.

We have generated similar panels for other characterizations, including internal scanners, in-
ternal targets of inbound scanning, target ports of scanning, and many other categories related and
unrelated to scanning activities. These panels, as mentioned, help us identify the interesting points

in time for further investigations.

4.3.2 Bump Charts

Another type of panel we generated using our automated processes is the bump-chart panel of the
top-N list. Figure 4.4 shows an example of such a chart for the top 20 external scanners over
February 2020. This type of chart shows changes in the rankings and can illustrate the trends
and radical changes. It is important to note that Grafana graphs are interactive, and we can zoom
infout and view the lists and rankings by hovering over each data point. However, the quantitative

magnitude of activity is not represented in this chart.
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Figure 4.4: Bump chart showing the daily rankings of external scanners over February 2020. The
top two scanners that were consistent through all or most of the month are annotated. The rest are
short-lived transient scanners.

4.3.3 Prominent Scanners

Figure 4.5(a) shows the chart for hourly connection counts for the rst seven months of 2020, while
Figure 4.5(b) shows the corresponding byte volumes. Several observations emerge from these two

charts:

First, there are multiple outages evident in these graphs. In particular, there was
the long-lasting outage between March 24 and April 4 (seen in earlier chapters) and
two shorter ones, between May 6 and May 8 and between May 22 and May 25. We

study them in Section 4.4 and seek to identify their causes.

Second, the byte volume chart illustrates diurnal and weekly patterns of human-
driven usage. The connection counts chart shows these patterns, too—however,
there are multiple spikes throughout the plot that are not re ected in the byte vol-
ume plot. These are interesting to us for this chapter's objectives, since they are

candidates for signi cant scanning activities.

Third, as expected, the byte volume chart declined overall after the lockdown in
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(a) Hourly Connection Counts

(b) Hourly Byte Volume

Figure 4.5: Hourly connection counts and byte volume as seen by our monitor in the rst seven
months of 2020. For visibility purposes the hourly connections plot has been limited to 100 million
connections, but please note the high peak on March 24, labeled with 205.7 million connections.

mid-March due to fewer people on campus and the frequent restaisedfto
mitigate the overhead @eeKs scan detection module, which limited our visibility
into longer-duration connections. However, the connection counts chart grew with

higher peaks and valleys— another indication of the increase in scanning traf c.

Lastly, with the change iZeeKs restart interval in mid-July, a signi cant increase
in byte volume is observable, with no corresponding changes in the connections
chart. As explained, the recon guration improved the monitor's data collection of

the long-lasting connections, which might have higher byte counts per connection.
Figure 4.6 shows thprominentexternal scanners identi ed daily in the rst seven months of
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Figure 4.6: Scanners identi ed as “prominent” in the rst seven months of 2020. Each point
represents a daily ow count for a scanner.

2020. To map IP addresses to ISP networks or organizations, we used a MaxMind database [76].
The termprominenthere refers to the organizations generating more than 100 million scanning
ows daily. Itis distinctly observable that the number and activity levels of the prominent scanners
increased after the lockdown in mid-March. This observation is consistent with other changes
our network experienced, such as increased connections with Unsuccessful states, higher overall
connection counts, and increases in inbound connections.

In addition to identifying the prominent scanners in Figure 4.6, it is also essential to know
how quickly the scanning ows were launched, how many IP addresses were targeted, which and
how many ports were scanned, and at what time of the day the activity was conducted. Therefore,
we need to cross-reference the data from this chart with other information, such as the hourly
connections plot to select the subset of the data that we need to analyze deeper.

Only a handful of organizations are identi ed as prominent scanners during the rst seven
months of 2020, as seen in Figure 4.6. In the next section, we study several of them, characterize
their traf ¢, nd common patterns, and possibly identify their objectives. We start with the scanner
involved in the major monitor outage on March 24, 2020, which also seems to be the most active

scanner in these seven months.
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(a) IP Volume

(b) Library Genesis

Figure 4.7: IP Volume and Library Genesis's scanning ows, target IPs, and ports per minute on
March 24, 2020.

4.4 Case Studies

4.4.1 Case Study: IP Volume

As mentioned earlier, UCalgary switched from in-person learning to remote online learning quite
abruptly on March 13, 2020. On March 24, 2020, at precisely 07:22 Zd&k on our monitor
crashed. Our investigation found rapid growth in memory utilization, which eventually resulted in
the OS crashing.

High memory loads irZzeek are usually caused by rapid growth in connection volumes or
many connections (or connection attempts) not terminated (e.g., “S0” states) hence remaining in
the memory for later aggregation. Both incidents are mostly associated with scanning activities.
Our further investigations found more evidence for this hypothesis.

An entity identi ed as “IP Volume” accounted for most scanning activity at that particular time.
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(a) IP Volume (b) Library Genesis

Figure 4.8: Distribution of ows per ports for IP Volume and Library Genesis's scanning activity
on March 24, 2020.

In fact, in the seven hours of data collected by our monitor before crashing on March 24, 2020, IP
Volume launched more than 319 million ows toward our campus network, which, compared to
the previous scanning peaks, is massive.

The volume of this activity is exacerbated by another scanner, which surged with more than
86 million ows (hence not categorized as a prominent scanner) during the same period. The
activity from this scanner, which is a particular network address of 185.39.10.0/24 and identi ed
as “Library Genesis”, highly correlates with IP Volume's activity. Library Genesisis a le-sharing-
based shadow library website for scholarly journal articles, academic and general-interest books,
images, comics, audiobooks, and magazines, enabling free access to content that is otherwise
paywalled or not digitized elsewhere. Figures 4.7 and 4.8 show the correlation between activity
from Library Genesis with IP Volume

At exactly midnight on March 24, 2020, IP Volume started its activity, producing about 4K-5K
Ows per minute on average, with infrequent peaks that reach 65K ows per minute (Figure 4.7(a)).
These occasional peaks targeted the same number of internal IPs per minute, focusing on a small
subset of services (around 400). This behaviour lasted about four hours, and implies that some

client IPs started their scanning sooner than the rest (which presumably were still busy scanning
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Figure 4.9: Target IPs rank pro le plot (blue) and number of scanned ports per each IP plot (red)
for IP Volume and Library Genesis's scanning activity on March 24, 2020.

other networks).

At around 4:05 AM, the heavy scanning launched, releasing about 2.2 million ows per minute,
targeting all of our network's IP addresses (65,536), and focusing on a slightly larger set of services
( 650 ports per minute). At this same time, Library Genesis also engaged in this activity with
about 550K ows per minute, also targeting our entire network, and focusing on about 320 ports
per minute.

Although the average number of scanned ports per minute is low compared to the entire range
of possible port numbers, the overall number of scanned ports in the course of this particular
activity is 7,979 ports for IP Volume and 2,420 ports for Library Genesis. These numbers show
thatour network was experiencing both horizontal and vertical scanning activities, meaning that
not only the entire assigned IP address range was scanned, but also a relatively large subset of
ports was targeted

To better comprehend the signi cance of these numbers, we can calculate that each IP address
in our network was scanned about 20 times per minute. This activity suddenly stopped at 5:17
AM, but resumed at 6:27 AM at even higher levels with about 7 million ows per minute from
both entities. It continued until our monitor crashed at 7:22 AM.

Figure 4.8 shows the distribution of ows based on the target services, providing further insight
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Table 4.2: Top 20 IPs scanned by IP Volume
| Rank|| IP | Flows | Ports|

1 136.159.X.229 12,563 6,270
2 136.159.X.226 12,344| 6,183
3 136.159.X.236 12,229| 6,198
4 136.159.X.235 12,187 6,148
5 136.159.X.238 11,988/ 6,150
6

7

8

136.159.X.224 11,939 6,132
136.159.X.231 11,859| 6,102
136.159.X.233 11,842| 6,132
9 136.159.X.228 11,543| 6,090
10 136.159.X.230 11,476| 6,108
11 136.159.X.225 11,373| 6,077
12 136.159.X.227 11,277| 6,057
13 136.159.X.234 11,260| 6,057
14 136.159.X.237 11,203| 6,031
15 136.159.X.239 11,172| 6,022
16 136.159.X.232 11,122| 6,025
17 136.159.Y.1 6,097 | 4,952
18 136.159.Z2.242) 6,097 | 4,945
19 136.159.W.34 | 6,089| 4,945
20 136.159.V.167| 6,087 4,931

into this activity. Figure 4.8(a) shows IP Volume's ows per port number for the entire duration of
this activity, and Figure 4.8(b) shows the corresponding gure for Library Genesis's activity. This
gure shows the focus was on port numbers between 14,000 and 20,000.

Although IP Volume and Library Genesis targeted all IP addresses on our campus network,
Figure 4.9 shows that they focused on a small subset of IPs. This gure illustrates the IP rank
pro le of the destination IPs (internal hosts). Each of the rst sixteen IPs has been scanned almost
twice as often as the subsequent IPs in the list, and they all belong to the same subnet. However,
we are unaware of the role of these systems at that time.

Table 4.2 shows the top 20 scanned IPs (subnet anonymized) with the relative ow counts and
the number of ports scanned. There are two observations of note from this table. First, the volume
of scanning is almost uniformly distributed across the top sixteen IPs. Second, the top sixteen IPs

being scanned are 224-239 for the last octet, which correspond to four contiguous bits in the IP
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Table 4.3: Breakdown of IP Volume's activity on March 24, 2020, by connection states and sorted

by number of ows.

| State | Category | Flows | Flows(%)| Targets| Ports| Trafc |
SO Unsuccessful| 312,406,155 97.11| 65,796| 7,714| 34.75GB
REJ Unsuccessfu 6,437,494 1.94| 4,167| 7,620, 2.11GB
RSTO Reset 2,476,079 0.76| 36,337/ 7,405 1.12GB
RSTOSO| Unsuccessfu 322,493 0.10| 4,005| 7,289| 43.76 MB
S1 Successful 56,316 0.02| 1,845|6,769| 13.70 MB
SF Successful 2,007 0.00 324 21| 6.90 MB
RSTR Reset 1,587 0.00 580| 202| 2.26 MB
RSTRH | Reset 222 0.00 189 63| 206.44 KB
SH Half-Open 91 0.00 31 11| 25.53 KB
OTH Other 72 0.00 67 32| 50.21 KB
S3 Successful 17 0.00 16 3| 88.01KB
S2 Successful 16 0.00 13 9| 64.48KB
SHR Half-Open 16 0.00 8 4 3.94 KB

address space. These both suggest a well-structured scan, with possible use of parallelism across
the many (source) IPs from IP Volume.

A breakdown of connections reveals that 99.1% of all the connections coming from IP Volume
on that day were Unsuccessful connections, with either SO or REJ states. Table 4.3 illustrates this
analysis clearly.

The scanning activity on March 24, 2020 from IP Volume and Library Genesis created a hefty
load on our monitor and exhausted its memory leading to the crash of the monitor. When we
restartedZeek on March 30, 2020, it quickly crashed due to this massive scanning activity still
in progress. The short-lived restarts of the monitor are observable in Figure 4.5(a) as isolated
peaks. We eventually recon gured the monitor to restart every hour on April 4, 2020, in an attempt

to avoid memory saturation and further crashes. These changes helped the monitor handle the

scanning traf c.

4.4.2 Case Study: OOO Networks

The second prominent scanner, which was active many times in the rst seven months of 2020, was

“O00 Networks of data-centres Selectel” in Russia. It is the organization that caused the next peak
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Figure 4.10: Scanning ows, target IPs, and ports by “OO0O Network” and associated entities on
May 6, 2020.

Figure 4.11: Target IPs rank pro le plot (blue) and number of scanned ports per each IP plot (red)
for the scanning activity of OOO Network and associate entities on May 6, 2020.

in the connection counts plot in 2020, which led to another monitor crash. It happened on May 6, at
2:31 PM. At about 12:50 PM, a large number of scanning ows were launched toward our network
from multiple networks associated with multiple organizations. There was, however, only one
organization, the OOO Network, that we characterized as prominent since it produced more than
100 million ows. In less than two hours of its activity before the monitor outage, OOO Network
generated more than 138 million scanning ows toward our campus network. Other contributing
entities in this period of activity were “Veles LLC” and “Romanenko Stanislav Sergeevich”, also
both in Russia. Our analysis shows that the activities of these organizations are heavily correlated

to OOO Network, so we use the aggregated values for the charts in this section.
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Table 4.4: Breakdown of the activity of OOO Network and associated entities on May 6, 2020, by

connection states and sorted by number of ows.

| State | Category || Flows | Flows(%) | Targets| Ports| Trafc |
SO Unsuccessfull 138,719,883 97.54| 65,796| 65,531| 12.02 GB
REJ Unsuccessfu 2,623,593 1.84| 4,243| 65,511| 667.17 MB
RSTO Reset 568,423 0.40| 30,696| 63,268| 435.76 GB
RSTOSO0| Unsuccessfu 241,360 0.17| 2,560| 62,595| 39.88 MB
RSTR Reset 27,643 0.02| 1,469 145| 36.19 MB
S1 Successful 208,55 0.01 585 13,437| 10.96 MB
SF Successful 5,281 0.00 972 12| 60.02 MB
S2 Successful 2,613 0.00| 1,861 6| 24.83MB
OTH Other 1,580 0.00 965 70 2.32 MB
RSTRH | Reset 1,222 0.00 324 112 | 589.27 KB
SH Half-Open 453 0.00 178 7| 778.18 KB
S3 Successful 42 0.00 34 3| 619.43 KB
SHR Half-Open 12 0.00 4 3| 56.00KB

Figure 4.10 shows the number of ows, target addresses, and port numbers per minute. This
activity highly resembles the one discussed in the previous section from IP Volume and Library
Genesis. It also had a pause for about half an h&@m. average, more than 2.5 million ows
were generated per minute, and they scanned all IP addresses on our network and all 65,536
possible port numbers every minut€his horizontal/vertical scanning activity has other similar
characteristics to the one in March. It had a slight focus on sixteen IPs, as illustrated in Figure 4.11
which were precisely the same as the ones we saw in the previous analysis. In addition, more
than 99% of the connections had connection states associated with scanning, very similar to the

previous case, as seen in Table 4.4.

4.4.3 Case Study: Scanning Growth

Another monitor outage happened between May 22 and May 25, 2020. We have had long-lasting
technical challenges acquiring remote access to the monitor's remote management console. In
addition, the campus data centre policy is to have a physically locked front access panel on servers.
So when the monitor needs a restart, it is only accessible by us (ELISA group) to unlock the front

panel and power cycle the server. Moreover, one of the technical downsides of the pandemic for
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us was that since most people were working remotely, it was dif cult to access the data centre in a
timely manner. All these reasons combined, monitor outages took longer to be resolved, and this
particular outage was no exception. The cause of it, however, remains a mystery to us. As can be
seen in Figure 4.5(a), there is no evidence of high activity prior to the outage, and according to
Figure 4.6, no prominent scanner was identi ed on May 22. As of this time we have not been able
to attribute this outage to a change in network traf c.

A substantial increase in connection counts is evident in Figure 4.5(a) when the monitor came
back up again on May 25. Based on Figure 4.2, the connections with Unsuccessful states are the
main contributors to this growth. In addition, based on Figure 4.6 more prominent scanners with
signi cant activities are identi ed between May 26 and June 10, 2020. In this section, we brie y
study the activities around that time to characterize the changes in the network traf c. In particular,
we look at data from May 30 and May 31 as representatives of all days since IP Volume and OOO
Network are the most prominent actors for the whole period.

Figure 4.12 shows the activity of four major scanners during the two days under study. As
can be seen, the top three plots ( ows, target IPs, and ports) are correlated for the three scanners.
There are also small hiccups every fteen minutes, especially in the ow graphs, with two bigger
ones on May 30, 10:00 PM and May 31, 5:00 AM. The numbers of scanned IPs and ports per hour
by the three actors are also very close. All these observations indicatbehais most probably
a single source unit (individual or a related group) behind the activities of these organizations,
leveraging multiple networkd-igure 4.12(d) shows the activity from another scanner identi ed as
“OVH SAS” that we are quite familiar with, as we have stumbled upon its traf c multiple times in
our studies. There is no evident visual correlation or similarity between this plot and the three plots
in Figure 4.12. Therefore, we can say thia behaviour of OVH SAS is different than the source
of these other three scannefBhis is an example of a threat actor that leverages multiple network
organizations to conduct their scanning, and that there are multiple different actors continuously

scanning the Internet.
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(@) IP Volume

(b) OOO Network

(c) HostSlick

(d) OVH SAS

Figure 4.12: Per-minute scanning ows, target IPs, and ports from IP Volume, OOO Network,
HostSlick, and OVH SAS on May 30 and May 31, 2020.
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Figure 4.13: Daily CVEs published in the rst seven months of 2020.

4.5 Additional Investigations

As explained in the previous sections, enterprise networks are constantly being scanned by actors
to identify security vulnerabilities. Finding these common vulnerabilities can lead to compromises.
Unfortunately, there will always be new security vulnerabilities in systems and networks that are
identi ed and announced, for example announcements published in the form of Common Vulnera-
bilities and Exposures (CVESs). The discovery of new vulnerabilities will result in a sudden rise in
scanning activities and an increase in certain traf c types, as actors rush to nd systems vulnerable
to the new CVEs. There are many attributes associated with each CVE, including a unique ID for
identi cation, a score (from 1 to 10) to determine the threat level, and a complexity class (low,
medium, and high). We hypothesized that CVEs with high scores and low complexity might result
in scanning from a broader set of actors. We test this hypothesis next.

We gathered the CVE detailed data and created a panel in Grafana (Figure 4.13) showing the
number of new CVEs announced daily, categorized by their rating into three groups: less than 7 (in
yellow), between 7 and 9 (in orange), and more than 9 (in red). We then tried to pinpoint the days
with a high number of CVE releases or CVEs with high scores and low complexities and looked
for any signi cant changes in scanning traf c that might be associated with one or more CVEs.
We also tried to cross-evaluate the signi cant changes in scanning traf ¢ explained earlier with the
CVEs released around those dat€sir investigation, however, could not identify any particular

relation between CVEs and the rise and fall in scanning activity during the rst seven months of
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2020Q It is important to note that many other aspects are involved when a CVE or a large number

of CVEs could considerably affect traf ¢c volume.

45.1 Log4j

In December 2021, an extremely severe zero-day vulnerability relatiecgiy [85, 107], a Java
logging framework, was revealed, which affected many services and applications, directly and
indirectly, causing a substantial increase in targetted scanning traf c. Although the timing and
causality of this vulnerability were not related to the pandemic, we investigated it due to its sever-
ity and prevalence, and use it as an example of how an organization can use threat intelligence
(e.g., CVESs) to guide a hunt through a massive volume of events to determine if an adversary has
discovered any actionable information about one's network.

Log4j is an open source logging framework within Apache Logging Services that facilitates
logging various information in Java programs. Log4j has been used by many applications and web
services. A zero-day vulnerability within Log4j was identi ed by the Alibaba Cloud Security Team
and was announced on December 9, 2021. On December 10, 2021, NIST published a critical CVE
(CVE-2021-44228) with the highest Common Vulnerability Scoring System (CVSS) of 10 since it
allows Remote Code Execution (RCE) without authorization. It affects many products, even from
technology giants such as Apple, Amazon, Cisco, IBM, Cloud are, Minecraft, VMWare, and many
more. The CVE Details website published a long list of affected products and versions [23].

The way that this Log4j vulnerability may be exploited has been extensively explained in on-
line sources [4, 25, 84, 107], but we brie y discuss it here. There are multiple separate features
available in Java that, when put together, form this vulnerability. First, as mentioned earlier, Log4j
provides logging of expressions. Second, Java Naming and Directory Interface (JNDI) allows stor-
ing Java objects in remote locations and serializing them into the Java Virtual Machine (JVM). An
active directory link, or Lightweight Directory Access Protocol (LDAP) Uniform Resource Loca-
tor (URL) (e.g.:ldap://192.168.0.1:8000/0=User,C=US) can be invoked, and a series of Java

objects can be returned. Third, a JNDI URL could be passed to Log4j logging as a parameter, and
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Log4j will lookup the link if the parameter has th&f*” expression in it. For example, a line of code
such as lbgger.error("Looking up the link: fg", " $fjndiildap://... g"); ” when
executed, is going to look up the link in the second parameter and insert the returned value in the
curly brackets. Another example in which an environment variable is looked up and the value in-
serted in the logging message Iedger.error("Looking up the environment variable:

fg", " $fenv:ENVVALUE); "

With this mechanism in place, a severe vulnerability arises in which an attacker can insert a
message to be logged that links to a malicious le on a malicious server. The JNDI on the target
web server or application will then look up, retrieve the le, and execute it, hence the RCE. Because
of this particular structure that allows attackers to execute any le they want on the target's JVM,
the Log4j vulnerability is often calledog4Shell .

LDAP is the most common transport vector used for this attack. However, usage of other
vectors such as DNS, Remote Method Invocation (RMI), and LDARS also been identi ed.
LDAP is an open standard application protocol for storing, maintaining, and accessing distributed
directory information, such as usernames and passwords. In Log4Shell, JNDI facilitates LDAP
requests, leading to downloading and execution of malicious les.

After the release of the Log4j vulnerability, actors started scanning networks on the Internet
to identify vulnerable systems. The most common vector to insert a malicious JNDI string into
an application or web service is HTTP(SRlthough less prevalent, other vectors, such as DNS
lookups and SMTP, have also been used. We exploredZeek logs to nd and characterize
Log4j-related incoming traf ¢c and to discover successful exposures.

A JNDI URL string to be looked up by Log4j on the target server starts viitiridi ”. There-
fore, we searched through our HTTP and DNS logs (as these are the only unencrypted vectors)
to nd connections with this pattern. We then identi ed the sources, destinations, and timings of

these connections, as well as the URL's address. At this stage, we have successfully characterized

2LDAP over SSL
SHTTP or HTTPS (HyperText Transfer Protocol Secure)
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Figure 4.14: Daily HTTP connections withffhdi” pattern (2021-12-09 to 2022-01-25).

the Log4j-related scanning activity. However, to identify the successful attacks, we need to gure
out if any of the internal targets of scanning has made further connections to the servers speci ed
in the JNDI URL and downloaded a le. If such a connection has happened, the probability of
exposure is very high, and we can characterize it as a compromise.

Figure 4.14 shows the daily count of HTTP connections with indications of Log4j vulnerabil-
ity scanning between December 9, 2021, and January 25, 2022. The black plot shows the overall
count, while the blue and green plots show the scanning coming from two security-related com-
paniesQualys andAlpha Strike Labs , respectively. The activity from these companies could
be characterized as legitimate scanning for vulnerability detection within networks. The red plot,
on the other hand, shows the activity from a set of sources identi ed and reported by Microsoft as
Indicators of Compromise (1oCs).

Several insights emerge from studying Figure 4.14. First, the giant peak on December 12
is associated with thAlpha Strike Labs . This company started scanning our network in late
December 11 and scanned most of our network to detect any instance with Log4j vulnerability.
Second, three smaller peaks on December 10, 18, and 20 are associated with 1oCs. We later discuss
our attempts to identify any possible compromise within our network. TiQuehlys started its
activity relatively late, on January 4, and scanned our network for instances of this vulnerability
for more than eleven days, when there was very little activity from other sources.

Our investigation into logs prior to the Log4j vulnerability announcement (December 9) could
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Table 4.5: Top 20 organizations with Log4j scanning activity (2021-12-09 to 2022-01-25).

| Rank|| Organization | Connectiong Connections(%)
1 Qualys 67,329 23.60
2 Alpha Strike Labs GmbH 41,767 14.64
3 DigitalOcean 27,553 9.66
4 Shenzhen 10,189 3.57
5 Guangdong Mobile Communication Co.Ltgl. 8,983 3.15
6 Inter Connects Inc. 7,795 2.73
7 Red de Interconexion Universitaria 7,450 2.61
8 PJSC MegaFon 7,394 2.59
9 OO0 Network of data-centres Selectel 7,220 2.53
10 | Chinanet 6,617 2.32
11 || Amazon 6,397 2.24
12 || OVH SAS 6,222 2.18
13 | Linode, LLC 5,424 1.90
14 || China Mobile Communications Corporatign 4,965 1.74
15 || China Unicom Beijing Province Network 4,785 1.68
16 || Hengyang 4,465 1.56
17 || Rostelecom 4,429 1.55
18 | 1.116.59.0 4,057 1.42
19 | CDSC 4,011 1.41
20 || Microsoft 3,908 1.37

not identify any such scanning activiguggesting that the exploit was not widely known prior to
the CVE being published. As mentioned earlier, many were indirectly affected due to the preva-
lence of Log4j within systems, and xing the problem has not been a simple task. Reports say that
many systems remained vulnerable for a relatively long time [24, 110], with some still remaining.
However, the amount of scanning on our network signi cantly decreased after mid-January 2022,
as can partly be seen in Figure 4.14.

Table 4.5 shows the top 20 organizations that scanned our network for the Log4j vulnerability.
As mentioned earlier, some entities are legitimate security organizations, while others are either
suspicious (since they might be attackers who are leveraging cloud providers, such as DigitalOcean
and Amazon) or organizations with a history of malicious activity (such as OOO Network, Chi-
nanet, and OVH SAS). The average number of connections from these entities is low compared to

overall scanning activities that we discussed before. The Log4j scanning activity has been obtained
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Table 4.6: Connection states Log4j scanning activity (2021-12-09 to 2022-01-25).
| State | Category | Connections

SF Successful 39,045
S2 Successful 22,136
RSTR Reset 17,535
S3 Successful 3,669
RSTO Reset 3,559
S1 Successful 1,490
SH Half-Open 1,305
SO Unsuccessfu 1,058
REJ Unsuccessfu 566
RSTOSO| Unsuccessfu 59
OTH Other 5

from ZeeKs HTTP logs, and these logs are associated with successfully established connections.
Out of 39,145 internal hosts scanned overall for this vulnerability, only 3,494 were scanned more
than once. Table 4.6 provides another perspective into this observation. Connection states that are
associated with successfully established connections are dominant in Log4j scanning activity, and
it shows that this activity was more purposeful.

In the next step, we tried to nd the HTTP connections containififjridi ” pattern which
led to subsequent connections from the internal targets downloading les from the servers that are
speci ed in the JINDI URL. However, by cross-referencing HTTP logs, File logs, and Conn logs,
we could not identify any such connections. Based on our observdhiere is no evidence of
a successful Log4Shell attack using HTTP on our campiswvever, we do not have visibility
into HTTPS traf ¢ and if it was used we could not seé. itNevertheless, some enterprise net-
works are able to monitor HTTP activity within HTTPS communications, in which case the same

methodology could be used.

40ur estimated analysis shows that the number of HTTPS connections in Fall 2021 are about 7x the HTTP
connections.
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4.6 Summary

In this chapter, we discussed how scanning traf ¢ (SO, REJ, and RSTOSO states) substantially in-
creased shortly after the onset of the pandemic. We then described our methodology to categorize
the scanning traf ¢ and identify the prominent scanners daily. We showed how we used multiple
tools, including Vertica (an analytics database platform), Grafana (an interactive visualization plat-
form), Python, and Linux Bash scripting, to set up and run automated work ows that analyze daily
traf c and produce result tables. Each daily report consists of more than 130 summary tables of
diverse types of statistical analysis, providing a wide range of perspectives on the network traf c.

Additional automated work ows perform further statistical analysis of the reports and generate
visualizations. We showed examples of eight different similarity metrics and discussed how they
could help identify speci ¢ points in time for deeper investigations. We also illustrated an instance
of bump charts in which we can trace rankings (e.g., external scanners). We introduced the daily
prominent scanners and how we identify them. Having all these types of analyses and visualiza-
tions at our ngertips provide us with multiple perspectives on the scanning traf ¢, and we can
select speci ¢ points in time for further investigations and analysis (see Table 4.1 for main results).

We studied the rst seven months of 2020 and chose three speci ¢ cases of signi cant increases
in scanning traf c. The rst case study was on March 24, 2020, where a major peak in scanning
traf c led to a prolonged monitor outage. We identi ed two particular organizations named IP
Volume and Library Genesis as the infrastructure providers used by a single actor in this activity.
We showed time series of their activity, their target hosts on our campus, and other aspects of their
traf c.

The second case study that also led to a monitor outage happened on May 6, 2020, and the or-
ganization involved was OOO Network in Russia. We performed a similar analysis on their activity
and discussed that although there are different infrastructure providers, there are high correlations
between the activities of these two case studies in terms of the timings, target IPs and ports, and

connection states. The plausible conclusion is that some of the distinct batches of scanning ac-
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tivities might be originated from one real actor that leverages multiple networks from different
organizations, most probably for concealment purposes.

The third case study was the substantial growth in the scanning traf ¢ after another monitor
outage between May 22 and 25, 2020. We identi ed three prominent scanners involved in this
increase (IP Volume, OOO Network, and HostSlick). We analyzed them and showed how their
activities are highly correlated, suggesting one unique actor behind all of them.

Both legitimate and suspicious entities may scan a network for all or a speci ¢ range of port
numbers, and we saw evidence for that earlier in the chapter. When encountering a legitimate
source, it is usually easily identi able, and they tend to avoid burdening networks in a short time
period. However, in the cases of suspicious sources, they might overwhelm a network or compo-
nents within a network, possibly leading to further outages.

Our prior studies showed that both legitimate and malicious actors have constantly scanned our
network, and our analysis in this chapter provided more details and insight into this. In our passive
data capturing and analysis, it is also evident that a single actor with similar behaviours may scan
our network from multiple source networks for extensive times. An enterprise needs their security
monitoring to be robust to whatever adversaries throw at it. They also need to be able to extract
actionable information from massive amounts of data in a timely fashion, if they want to prevent
bad actors from exploiting their networks.

Finally, we discussed the security incident of Log4j vulnerability since it affected many net-
works. Although the Log4j vulnerability was unrelated to the pandemic, we examined it to assist
in protecting the university's network, and we included it in the thesis as evidence of the exibility
of our measurement and analysis framework. We brie y described the vulnerability and how it
worked and introduced a method to identify the related scanningeéklogs and possible ex-
posures. We could successfully characterize the legitimate and suspicious actors involved in this
scanning activity. Fortunately, at least for communications involving HTTP or DNS, it appears

that no systems on campus were compromised as a result of this activity.
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Chapter 5

Subnet Analysis

This chapter studies UCalgary's campus community and the pandemic effects on how different
sub-communities accessed the campus network and continued their work during the pandemic.
This chapter is organized as follows. Section 5.1 provides an introduction for this study, and states
our research objectives and contributions. In Section 5.2, we discuss our methodology for this
study, identify separate sub-community groups, and explain how we map each subnet to a speci c
sub-community group. In Section 5.3, we present the results of our subnet traf c analysis and in

Section 5.4, we analyze each sub-community and characterize their traf c. Section 5.5 summarizes

the chapter.

5.1 Introduction

When the University of Calgary entered lockdown on March 13, 2020, people within the campus
community were affected in different ways. While most students, faculty members, and staff tran-
sitioned to remote learning and working, some still had to attend campus regularly or occasionally.
Researchers in particular disciplines, such as biology or medicine, had to visit the labs to perform
their work and use the tools and infrastructure on campus. In contrast, many others could work
remotely without signi cant issues. The differences also depended on the time frame, since the
lockdown rules evolved several times throughout 2020 and 2021.

In this chapter we analyze the traf ¢ on different subnets of the campus network, from the per-
spective of the campus edge network, in order to study the campus community and the pandemic's
effects on the sub-communities. Within our campus network, different IP subnets are assigned to
different groups on our campus. For example, IP subnets allocated to the users in the Department

of Computer Science differ from those assigned to the Schulich School of Engineering. Therefore,
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Table 5.1: Top 10 internal subnets by traf ¢ volume in the week of February 2—8, 2020.

| Rank| Subnet| Name |

Flows | % Flows |

GB | % Bytes| GB-Out| GB-In |

1 | 213 | WiFi | 583,379,988 58.58] 126,495 67.29] 13,678] 112,817
2 | 160 |Science| 147,431,235 14.80| 14,304| 7.61| 2,630 11,674
3 | 243 | WiFi | 38115927  3.83| 10,914 581 971 9,944
4 | 16 | CcPSC| 6,013,671 060| 2858 ~ 152| 2453 405
5 | 49 | VPN | 24246210 243| 2035 1.08| 457| 1,578
6 | 161 | WLAN | 2,364,889 0.24| 1427 0.76 91| 1,336
7 | 142 | PHAS 721,542  007| 1418 075 1,357 60
8 | 112 | Admin | 2,096,924  0.21| 1,395 0.74 74| 1,321
9 | 123 |RezNet| 2242316 0.23| 1,205 0.64 75| 1,130
10 | 79 | ARC 649,394  007| 1,155 061 32| 1,123
| Sub-total [ 807,262,096 81.06] 163,206] 86.81[ 21,818[ 141,388

Table 5.2: Top 10 internal subnets by traf ¢ volume in the week of April 12—18, 2020.

| Rank| Subnet| Name |

Flows | % Flows |

GB | % Bytes| GB-Out| GB-In |

1 | 213 | WiFi | 144,303,768 30.33[ 65,017| 55.88| 6,069] 58,948
2 | 160 | Science| 135,840,918 28.55| 21,526/ 18.50| 4,126/ 17,400
3 | 243 | WiFi | 11,165614  235| 4,279| 3.68| 316 3,963
4 | 49 | VPN | 19,793,799  4.16|| 1,882 1.62|  420| 1,462
5 | 210 | VPN 60,558|  0.01| 1,451| 125| 1,084| 367
6 | 143 | Afs 2,057,761  0.43| 1,230 1.06 77| 1,153
7 | 46 | RezNet| 664544/ 0.14| 912 0.78 32| 880
8 | 229 | WLAN | 1,333,544  028| 856 074 40| 816
O | 161 | WLAN | 1,659,691 035| 811 0.70 77| 734
10 | 169 | Medical| 653,498 0.14| 796 068 209 586
| Sub-total [ 317,533,695 66.74] 98,760] 84.89] 12,450] 86,309

analyzing the traf c for internal subnets on an appropriate timespan can give us insights into how
different groups were affected by the pandemic-related changes.

Traf ¢ analysis on our campus network shows that subnet-level network activity, traf c vol-
ume, and directionality changed signi cantly after the lockdown. There is also evidence of the
emergence of some subnets associated with particular applications highly used during the pan-
demic, such as the campus VPN, and subnets associated with the administrative units that handled
pandemic-related communications.

Table 5.1 shows the top 10 subnets in terms of overall traf ¢ volume in the week of February

2-8, 2020, as a representative week of the pre-pandemic pattern when the Winter semester was
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fully underway. In this table, only the third octet of the subnets is shown to conserve space. All
subnets belong to the UofC's main IP range, i.e., 136.159.0.0/16, except for the third entry, which
is 198.161.243.0/24 that is associated with the AirUC-Guest WiFi.

In the pre-pandemic dataset, the WiFi network dominates the overall connection counts and
traf ¢ volume on the campus network. A subnet from the Faculty of Science ranks second with
more than 7% of the overall traf c. The third entry, as noted eatrlier, is for the AirUC-Guest WiFi
for guest users on campus. The remaining subnets in this list are associated with the Department
of Computer Science (CPSC), VPN, WLAN, the Department of Physics and Astronomy (PHAS),
administrative network (Admin), the residential network (RezNet) which is the network for on-
campus residences, and ARC.

Table 5.2 shows the corresponding network traf ¢ data in the week of April 12-18, 2020,
during the lockdown. This table, compared to the previous one, shows a substantial decrease in
connection counts and traf ¢ volume (both inbound and outbound) for most of the subnets in the
list. However, some subnets experienced traf ¢ growth during the lockdown. For example, overall
traf c on subnet 160 increased by about 71% showing more traf c-consuming activities from some
units in the Faculty of Science. While subnet 16 associated with the CPSC Department disappeared
from the top 10 list during the lockdown, some subnets from VPN, the Faculty of Arts, and Medical
Campus emerged with traf c growth.

Furthermore, the traf c volume changes for inbound and outbound differ for some subnets.
For example, the inbound volume on VPN's subnet 49 was about 3.5 times the outbound, and for
VPN's subnet 210 in the second week, the outbound was about three times inbound. Changes such
as these provide insights into how the pandemic affected people's use of the campus network.

Some characteristics of our campus network are critical to bear in mind when studying and
analyzing the internal subnets. First, subnets allocated to the departments, faculties, and other
campus sectors are usually assigned to the on-campus infrastructure, such as desktop computers

that connect via wired connections. To the best of our knowledge, mobile devices, such as laptops,
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tablets, and cellphones, connect via the WiFi network’s speci ¢ subnets. Second, there are limited
ways to connect to the internal systems remotely: (1) VPN, (2) RDP, and (3) SSH.

VPN connects all users to the VPN-associated subnets. Our study shows that RDP (which is
used to connect remotely to Windows systems) was used on our campus to a limited extent, as
there are some technical dif culties in setting it up due to rewall con gurations and user man-
agement. SSH, most commonly used for connecting to Linux systems, is also not broadly used on
campus; only some researchers and faculty members use it. In addition, for security reasons, some
resources, such as ARC, allow SSH service from internal UCalgary IPs only, limiting access from

the Internet.

5.2 Methodology

This section discusses our approach and methodology to study the pandemic effects on our campus
community using subnet analysis. We picked four different weeks from 2020 and 2021 to identify

different patterns with respect to the evolving lockdown rules and the pandemic peaks:

Week 1: February 2-8, 2020.This week shows the pre-pandemic pattern when

the Winter 2020 semester was fully underway.

Week 2: April 12-18, 2020.This week represents the early lockdown period when
all classes and meetings were remote in the last week of lectures during the Winter

2020 semestér

Week 3: September 20-26, 2020This week shows the pattern of the Fall 2020

semester when most classes and meetings were still fully remote.

Week 4: September 19-25, 2021This week represents the hybrid mode when

classes in the Fall 2021 semester were partly in-person and partly still online.

1The data from the previous weeks after the lockdown were incomplete due to the prolonged monitor outage.
Therefore, this week was our only option to study the immediate effects of the lockdown on the campus network,
while the classes of the Winter 2020 semester were still underway.
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These four weeks can show how our community used the campus network before the lockdown,
how it was affected soon after the lockdown, how things changed months after the lockdown when

almost all collaborations were still remote, and how hybrid learning changed things.

5.2.1 Traf c Pre-Processing

The next step is the traf c measurement and characterization of all 256 subnets of the campus net-
work. We analyzed all the logs captured in the weeks mentioned above and picked the connections
that satisfy speci c criteria. As noted in the earlier chapters, a large portion of connections in our
logs are associated with scanning traf ¢, mostly inbound activities. In order to obtain a proper
perspective of how the sub-communities were affected, we decided to exclude the connections
identi ed as unsuccessful scanning activities.

FurthermoreZeek when aggregating the packets into one entry in the connection logs, uses
some internal heuristics to decide the connection direction when it does not see the proper con-
nection establishment and termination, particularly for TCP connections [111]. However, we ob-
served false positives in many such cases. In other wZ@ekkincorrectly identi ed the direction
of many connections, and our measurements showed that these cases could have a non-negligible
effect on our analyses. Nonetheless, most of these cases are associated with short-lived and/or
unsuccessful connections. Therefore, we selected only the connections with “Good” states (i.e.,
“SF”, “S1”, “S2”, and “S3”) and excluded connections that in total (the sum of sent and received
bytes) exchanged less than 1 KB of data.

We then divided the connections into two groupgomingandoutgoing External hosts ini-
tiate the incoming connections toward the internal hosts on campus, and the internal hosts initiate
the outgoing connections toward external destinations. For each of these groups, we characterized
the sources and destinations of the connections separately. We characterized them based on eight
metrics: (1) number of connections, (2) outbound traf ¢ volume, (3) inbound traf ¢c volume, (4)
total traf c volume, (5) number of distinct IPs in that subnet, (6) number of distinct target IPs,

(7) number of distinct source ports, and (8) number of distinct target ports. Similar metrics were
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used to characterize the target organizations of the outgoing connections, as well as the source
organizations and the target subnets of the incoming connections.
These classi cations provide a more detailed picture of the changes in the subnet traf c and

how people used the campus network at different times during the pandemic.

5.2.2 Subnet Categories

The next important step is to categorize the campus community into different groups associated
with different faculties, departments, and services and to map each subnet to these categories. We

de ned twelve groups based on their association, network usage, and signi cance:

1. WiFi Network. The WiFi network is the most prominent and common internal net-
work, accounting for more than half of the campus traf ¢ daily. It consists of only
two /24 subnets: one associated with the AirUC-Secure, the campus-wide wireless
network available for the entire community with a UC credential, and another for
the AirUC-Guest, which is for guest users. The IPs within these subnets are dy-
namically assigned to users via DHCP with private IPs and NAT with public IPs.

Each NAT IP can be shared by multiple users simultaneously.

2. WLAN Network. This network consists of twenty-seven /24 subnets and re ects
older deployments of the WiFi network across the campus. It is available in several
teaching, research, and common spaces on campus, but is relatively lightly used

compared to the main campus WiFi network.

3. Services Network. We have identi ed sixteen /24 subnets encompassing cam-
pus services, such as Web servers, authentication services, student and employee
portals, library resources, LMS, and high-performance computing clusters. Char-
acterizing and measuring this network helps us understand how people's locations

changed and how they accessed internal services.
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4. VPN Network. The VPN provides secure access to campus resources from remote
users. There are three /24 subnets associated with this network. However, the Gen-
eral VPN server accounts for most of the traf c, since the entire community can use
it. The Admin VPN is another server, which is only accessible to the administrative

staff and faculty.

5. Faculty of Science.The Faculty of Science is one of the largest faculties on campus
and contributes signi cantly to the traf ¢ volume on our campus network. There
are fourteen /24 subnets allocated to this faculty. One of these subnets (160) is
the second largest contributor to the campus's total traf ¢ after the AirUC-Secure
WiFi (Tables 5.1 and 5.2). This faculty consists of six departments: Biological
Sciences, Chemistry, Computer Science, Geoscience, Mathematics and Statistics,
and Physics and Astronomy. However, we excluded the Department of Computer
Science and the Department of Physics and Astronomy and categorized them as
separate groups due to their speci c infrastructure and signi cance. As such, subnet
160 largely represents traf ¢ from Biological Sciences, Chemistry, Geoscience, and
Mathematics and Statistics, as well as the Dean's Of ce, which is the administrative

headquarters for the Faculty of Science.

6. Schulich School of Engineering. It includes eight major engineering programs
(Biomedical, Chemical, Civil, Electrical, Geomatics, Mechanical, Software, and
Engineering and Commerce) with a variety of teaching and research labs. We have

identi ed thirteen /24 subnets associated with this Faculty.

7. Medical Campus. This category includes the Foothills campus, which, about
a kilometre south of the main campus, is the home to the Cumming School of
Medicine, which spans the Health Sciences Centre, the Heritage Medical Building,
the Health Research Innovation Centre, and the Teaching, Research, and Wellness

building. This category also includes the Spy Hill campus, which hosts clinical and
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research centres of the Faculty of Veterinary Medicine. Thirteen /24 subnets are

characterized in this Medical Campus group.

8. Faculty of Arts. It is the largest faculty of the University of Calgary and consists
of fourteen departments and schools. It contains many programs from various dis-
ciplines, such as Communication and Culture, Fine Arts, Humanities, and Social

Sciences. There are nineteen /24 subnets forming this category.

9. Department of Computer Science (CPSC)As pointed out earlier, although this
department is part of the Faculty of Science, we categorized it as a separate group.
It houses various teaching and research labs with speci ¢ applications and network

usage. There are nineteen /24 subnets associated with this department.

10. Department of Physics and Astronomy (PHAS)Within the Faculty of Science,
this department houses advanced laboratories and a wide range of instrumentation
and facilities. Fourteen /24 subnets are identi ed for this department. Our initial
analysis showed substantial traf ¢ volume and particular patterns from this depart-
ment, and categorizing it into a separate group provides more insights into this

speci ¢ sub-community.

11. Residential Network (RezNet).UCalgary has the capacity to accommodate about
1,700 students in the residential buildings on and off campus. This category com-
prises fteen /24 subnets for the residential buildings. RezNet is particularly inter-
esting in this research study as it provides insights into how students moved away
during the lockdown, how much their network usage behaviour changed, and when

they returned to their residencés.

12. Administrative Network (Admin). Forty-eight /24 subnets are categorized in this

group, forming the network between campus administrative groups. This group

2Users in all departments, faculties, and different parts of the campus network are analyzed in aggregate. No
individual users, for any network, were directly examined.
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demonstrated substantial changes in traf ¢ volume during the lockdown. In partic-
ular, initial research results showed that outbound traf c on some subnets increased
signi cantly after the lockdown, re ecting increased administrative activities and

communications at the time.

We used a combination of passive and active measurement approaches to categorize each cam-

pus subnet into one of the groups above:

Passive approach:We processed the DNS logs that our monitor produced. As
mentioned in the previous chapters, for every connection on the campus network,
Zeekrecords an entry in the Conn logs encompassing a summary of information
from headers of all packets in that connection and other relevant data, such as the
time of connection establishment and a unique connection ID. For some of the most
common application protocols, such as DNS, it records another log with the appli-
cation name (e.g., DNS) and writes additional information into them. By analyzing
the DNS logs, we can nd entries with DNS queries in which IP-hostname conver-
sions for different subnets are recorded. We can map a subnet to a particular group

based on IPs in the same subnet.

Active approach: We conducted a lookup process for the entire IP range of the
campus network. There are 65,536 possible IPs in the campus network, and using
thedig command on a Linux-based Terminal within a simple script, we looked up

all these addresses at different times in 2020 and 2021 and recorded the answers.

These two approaches are needed from similar time periods for two reasons. First, with each
approach, there might be limited, or no information found for some subnets, such as those using
NAT. Using both approaches together provides the maximum possible information for all subnets.

Second, we can evaluate our ndings from each method by the other.
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Table 5.3: High-level summary of the observations from our subnet analysis.
| Item | Observation |

1 | When physical presence is needed, the connection and byte counts decreased
during the lockdown periods.
2 | When services are accessed remotely, the connection and byte counts increased
during the lockdown periods.
High asymmetries in inbound and outbound traf c are observed for many subnets.
Outliers in the data become more evident in smaller community groups.
Radical changes in some application usage are evident, such as VPN and Zpom.

g b~ w

By cross-referencing these two methods, we could map subnets into categories associated with
different subcommunities with acceptable accuracy. There is a caveat with this approach. There
is a possibility that at some point in the time frame under our study, the campus network manage-
ment recon gured parts of the campus network, changing the usage of some stuboetddress
this possible issue, we checked the DNS logs from different days, conducteibgolookups at
different times, and watched for mismatches. However, we did not nd evidence of a change in a

subnet's allocation.

5.3 Subnet Traf c Analysis

We developed a Web-based application udigtly Dash 4 framework that incorporates visu-
alizations used in this chapter. These visualizations are interactive and rich with features, and
expedite the research process and analy3able 5.3 provides a high-level summary of our main
observations in this chapter.

Figure 5.1(a) illustrates the pre-pandemic distribution of total traf ¢ bytes for all subnets on
the outgoing connections during the week of February 2—8, 2020. The subnets are sorted along
the x—axis based on their relative rank in total byte traf c volume. The y—axis uses a logarithmic

scale to more clearly illustrate hotlie traf c is highly skewed, with a small number of subnets

3We have requested to be kept in the loop on such changes, but it rarely happens.

“https://plotly.com/

5A demo video is recorded and available to watch hitps://pages.cpsc.ucalgary.ca/ ~mehdi.
karamollahi/Presentation_Dash.mp4
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(a) February 2-8, 2020.

(b) April 12—18, 2020,

(c) September 20-26, 2020.

(d) September 19-25, 2021.

Figure 5.1: Total byte traf ¢ volume for subnets on outgoing connections.
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accounting for most of the traf ¢ and one-third of the possible subnets contributing little or no
traf c volume at all Furthermore, there is a slight reduction in the number of subnets that generate
outgoing traf c after the onset of the pandemic.

The number of active IPs in the active subnets has a different distribution. For example, some
/24 subnets are fully populated with 256 active hosts, while others are only partly populated with
active hosts. We now present two examples.

Figure 5.2 shows the overall traf c for all 256 IPs in the AirUC-Secure WiFi subnet for the
four chosen weeks. The overall traf ¢ decrease for this subnet during the lockdown is evident
in this gure. In September 2021, with the hybrid mode in place, although some users were
still off campus, many of the on-campus students and faculty members used their laptops and
mobile devices to attend online courses and meetings on campus. This behavioural change led
to a signi cant traf ¢ increase over this subnet, with respect to the previous weeks. The increase
in Zoom usage is a signi cant contributor to this traf c growth. Furthermore, all 256 IPs in this
subnet are uniformly assigned to users, and as the number of active users grows, each IP's overall
traf c gets closer to the subnet's average.

Figure 5.3 demonstrates the distribution of active IPs in subnet 160, allocated to the Faculty
of Science, for the four chosen weeks. This subnet is only partially populated, with blocks of
IPs allocated to separate segments of the faculty, such as Biological Sciences, Geoscience, Dean's
Of ce, etc. Some of these IPs are also NAT IPs and are allocated to multiple users simultaneously.
Although the average traf ¢ on this subnet slightly increased during the lockdown (unlike the
previous case), different blocks of IPs might show diverse changes. For example, in April 2020,
traf c on all IPs in the 196—-203 block increased with respect to February 2020. However, the
traf ¢ from IP block 236—249 decreased over the same period. These distinctions in traf ¢c volume

changes show how various departments are affected differently by the pandemic.
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(a) February 2-8, 2020.

(b) April 12—18, 2020,

(c) September 20-25, 2020.

(d) September 19-25, 2021.

Figure 5.2: Total traf c on outgoing connections of all 256 IPs in the AirUC-Secure WiFi subnet.
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