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C o u n t e r f e i t  C r e d e n t i a l s

USE A DIRECT
TRANSMISSION SYSTEM

FOR ADMISSION
APPLICATIONS

1.

This has become a fairly normative industry
practice. When students apply, their grades

are electronically submitted via a portal,
therefore streamlining the admissions

process, and minimizing the potential for
tampering.

2. CONSIDER AN EVALUATION
SERVICE

A service will evaluate a student's admission
file whereby examining the transcript and

comparing with the program requirements. A
report will be issued. Need to weigh the pros

and cons of instituting a service versus
training staff, and keeping current with the

trends. 

3. KNOW-THE-SIGNS OF A
FAKE DEGREE

Is the institution real?
Are all the components present and in order?

Can you see through the watermark?
Are there spelling mistakes?

Is the language correct (i.e., is that how the year
is typically displayed in Chinese or Arabic)?

Do the data points match (i.e., signature and year
of president)? 

Reference: http://www.detectafake.com/viewProduct/?269624;
https://luminate.prospects.ac.uk/7-ways-to-spot-a-fake-degree-

certificate

4. EMPLOY A TRANSCRIPT
SHARING SERVICE

Receive and share transcripts directly with
other post-secondary institutions via a

repository. If a service is not used, always
insist on original documents, be wary of a

hand-delivered transcript, and become
knowledgeable on institutional nuances (i.e.,

in some parts of the world, handwritten
transcripts are still issued). 

5. DON'T SAY CHEESE
ENSURE STUDENTS ARE AWARE THAT POSTING THEIR DEGREE ONLINE

COULD RESULT IN FRAUDULENT ACTIVITY
REFERENCE: HTTPS://WWW.DAILYMAIL.CO.UK/WIRES/PA/ARTICLE-8592307/STUDENTS-MISSED-

GRADUATION-CEREMONIES-TOLD-NOT-POST-DEGREE-SELFIES.HTML

6. COMPARE INTERIM
GRADES AND FINAL

GRADES
= 

GOOD DATA INTEGRITY
PRACTICES

7. AUDIT YOUR SYSTEMS
ROUTINELY

= 
THINK LIKE A HACKER

8. Beware of strip mall schools:

This is a "type" of diploma mill. Some academic
content is provided, however, it is not

substantive. Some students may feel they are
completing a real degree. These are lucrative

businesses that are hard to detect, and are not
regulated in Canada. Create an internal database

to record suspicious cases.   

9. Take stock of your transcript paper and 10.
learn how to spot a bogus transcript:

Transcripts can be sold on the black market; take
careful inventory of your transcript paper. Mark
your transcripts with a unique serial number for

investigating fraud; likewise, this can also be used
by the receiving institution.

 Compare all submitted transcripts against each
other. Fakes can be spotted when the "final"

transcript has significant differences from a prior
transcript. 

 11. VERIFY EDUCATION
CREDENTIALS WHEN HIRING

Look for any usual patterns with the completion
of their education. Typically a linear progression

is noted within a given time frame (i.e., high
school, undergraduate degree, masters). Likewise,

if they were employed while studying, did they
both take place in the same geographic location?
Call and check the reference, don't be satisfied
with a simple website search. Websites can be
easily orchestrated to frame elaborate ruses. 

Reference: https://www.ftc.gov/tips-advice/business-
center/guidance/avoid-fake-degree-burns-researching-academic-

credentials)

12. INVESTIGATE WHISTLE
BLOWER CLAIMS

Students will, from time-to-time, report about
the wrongdoings of other students. Some of these
claims are legitimate, therefore, it is important to

review accordingly to discount the allegation.

13. Leverage your professional network to share
best practices, investigate cases or lobby for

regulatory change. 
Email: jamie.carmichael@carleton.ca; seaton@ucalgary.ca


