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Abstract

Misusing and benefiting from the development in technology for communication, criminal
and terror groups have recently expanded and spread into global organizations and activities.
Fortunately, it is possible to benefit from the technology to fight against terror and crimi-
nal groups by tracing, identifying, surrendering, and preventing them from executing their
bloodily plans. Indeed, it is very affordable to capture various kinds of data which could be
analyzed to predict potential criminals and terrorists. Data comes in various formats from
text to images, and may become available incrementally due to dynamic sources. This leads
to what has been recently classified as big data which has attracted considerable attention
from the industry and the research community. Researchers and developers involved in this
domain are trying to adapt and integrate existing techniques into customized solutions which
could successfully and effectively handle big data with all its distinguishing characteristics.
Alternatively, tremendous effort has been invested in developing new techniques to cope with
big data for situations where existing techniques neither individually nor as an integrated
group could address the shortcomings in this domain. Realizing the need for effective so-
lutions capable of dealing with criminal and terror groups could be mentioned as the main
motivation to undertake the study described in this thesis.

The main contribution of this thesis is an early warning system that uses different sources
of data to identify potential criminals and terrorists (hereafter both criminals and terrorists
will be meant when any of them is mentioned in the text). The process works as follows.
Criminal profiles are analyzed and their corresponding criminal networks are derived. This
automates and facilitates the work of crime analysts in predicting events that may lead to
disaster. We used face images as a data source and performed different studies to determine
the accuracy and effectiveness of current face recognition and clustering algorithms in identi-
fying people in uncontrolled environments, which are actually the environments encountered
in real situations when dealing with criminals and terrorists. We trained our own face recog-

nition algorithm using convolutional neural networks (CNN) by pre-processing the input
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images for better recognition rates. We showed how this is more effective than frontalized
profile face images. We designed a queuing system for surveillance camera monitoring to
raise an alarm when unknown people who pass through a monitored area turn into potential
suspects. We also integrated different data sources such as social media, news, and official
criminal documents to extract criminal names. We then generate a criminal profile which
includes the activities that a given criminal is involved in. We also linked criminals together
to build a criminal network by expanding the coverage and analyzing the collected data. We
then proposed several unique criminal network analysis techniques to provide better under-
standing and knowledge for crime analysts. To achieve this, we added more functions related
to criminal network analysis to NetDriller which is a powerful social network analysis tool
developed by our research group. We also designed an algorithm for link prediction which
better detects if a link between two nodes will exist in the future. All these functionalities
have been well integrated into the monitoring system which has been developed and well

tested to demonstrate its applicability and effectiveness.

Keywords: criminal networks, terror networks, early warning, link prediction, clustering,

classification, face recognition.
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Chapter 1

Introduction

Over history, humans felt the need to capture and keep various types and volumes of data
ranging from classical text, to images, voice, etc. Always, new sources and domains of
data/knowledge emerge as a result of the rapid development in personally or publicly used
equipment, e.g., telephone, television, washing machine, car, plane, satellite, hand-held de-
vices, sensors, etc. In response, researchers and practitioners realized the need to catch up
by developing techniques capable of maximizing the bene t from the enormous data gener-
ated by technology. Improving computing power and storage capacity are not to cope with
the rapid change and its associated needs. Thus, improve and powerful algorithms should
be seen as the major players who should dig deep in the data to capture and identify all
valuable nuggets. In this sense, my research focuses on developing an early warning system
capable of collecting data from di erent sources used to identifying suspects and predicting
events which require raising alarm for authorities to take timely action which may lead to
avoiding or preventing a disaster. Such a system is severely needed because criminals and
terrorists do exist and their number is increasing faster than ever before, whether based on
ethnicity, racism, religion, or a ected by economic crisis. Criminology and terror are global

problems that cannot be ignored nor any kind of tolerance is acceptable.



1.1 Problem De nition and Motivation

Recent development in technology has facilitated e ective and robust automated monitoring
of speci c locations, persons, instruments, etc. Automation is an attractive approach to
complement and sometimes replace the human factor in monitoring. For instance, a video
captured by a surveillance camera may be directly analyzed by a human expert who may set
alert as warning for certain exceptional or outlier cases which need further timely attention.
Also, a domain expert may manually trace and analyze a set of social media traces to identify
certain incidents or bodies who should receive further consideration; the same applies to
traditional media where the process mainly involves document analysis. It is even important
to use an image as input and locate as much as possible related data available in di erent
formats from various sources, including social media, traditional media, domain specic
archives, etc. It is equally important to use the latter sources to locate existing photos of a
speci ¢ person who should be investigated further. All these activities may be automated
by developing and integrating some advanced computing techniques from machine learning,
image processing, text processing and social network analysis.

Fortunately, huge amounts of data are collected and can be analyzed for knowledge
discovery. However, existing techniques are not advancing at enough speed to catch data
collection rate and volume. As a result, researchers and practitioners are still struggling to
develop new methods capable of better analyzing existing data for maximized benet. In
fact, developing new techniques is a continuous ongoing e ort which requires either adapting
and adjusting existing techniques or developing new techniques to serve new domains. In
other words, one technique which is popular and attractive today may become obsolete in
the near future. Accordingly, researchers and practitioners should be on duty to provide
timely replacement by techniques that satisfy emerging needs.

The objective of this PhD thesis is to develop a system capable of identifying potential
criminals/terrorists or suspicious subjects in order to avoid/prevent their actions which may

lead to a disaster. Keeping in mind that data is streaming from a variety of sources and
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in di erent formats, a robust system should be capable of integrating various data types,
including images captured by surveillance cameras, social media data, traditional media
data, data from domain specic archives, and domain experts knowledge. In particular,
this research will concentrate on identity resolution based on some initial data available to
discover all possible information that will help in understanding, to the best level possible,
the character and behavior of a specic person or group. One possible scenario may be
described as follows. Given an image of the face of a person who has been withessed more
than expected in a scene, it is required to investigate existing data sources to nd more
information related to the speci c person.

In case of a crime, it will be possible to identify speci ¢ suspects with a higher degree of
con dence based on the amount of information captured and analyzed. Finding others who
are connected to a given suspect is also important for a comprehensive study by authorities.
Once a network is constructed, it is possible to incrementally adjust the network as more
information becomes available. It is also possible to identify within a network key actors
at various levels. Then, authorities may become interested in studying the behavior of the
network once key actors at each level are removed from the network. This allows authorities
to understand how the network restructures and what could be done to dissolve or disconnect
actors in the network as quick as possible.

Combining data from a variety of sources is very attractive and highly contributes to
a more robust outcome despite di culties associated with the process, e.g., heterogeneous
domains, di erent scales, missing values, noise, etc. These obstacles and the like could be
overcome by utilizing some advanced machine learning techniques. Once the data is ready
for processing, it becomes possible to produce some valuable results which may guide and
shape the decision making process. Techniques to be used in the analysis will be borrowed
from a variety of disciplines, including machine learning, image processing, text analysis,
and social network analysis.

This research has the following components:



1. data collection from various sources, including social media, traditional media, surveil-

lance cameras, etc.

N

. image analysis and recognition,

.

intelligent data analysis using clustering, classi cation and frequent pattern mining,

4. search and matching of images and information,

ol

. link prediction for possible connections to exist or disappear in future,

o

studying network structure and restructuring after certain actors are removed.

My research focuses on identifying in uential actors in a social network and will then inves-
tigate how a network will restructure in case rst, second, third, etc. level in uential actors
are removed from the network. This will guide authorities to develop speci c strategies to
deal with in uential actors at each level and within the network as a whole.

Images are captured and normalized by concentrating on faces captured by surveillance
cameras. Then, the features of each face are extracted to form a feature vector. All feature
vectors of existing faces can then be clustered to help in speeding up the matching of a new
face once captured.

Text collected from social media, archives, traditional media, etc. is processed to identify
key terms and persons. Clustering and frequent pattern mining based techniques have been
developed to analyze text. For instance, we construct an adjacency matrix where each tweet
is a row and each term, word or entity is a column. Such a matrix is analyzed using clustering
or frequent pattern mining techniques to nd the relationship between tweets or between

terms. This would reveal important knowledge related to relevant tweets, terms, etc.

1.2 Contributions

This research has the following contributions:



An early warning system capable of highlighting potential threat and hence avoiding,

preventing or at least reducing the possibility of attacks leading to disasters.

Capturing a face image and locating related information from the available sources,

e.g., social media, archive, traditional media, etc.
Performing a study on applying face clustering with a di erent clustering method

Improving the Netdriller tool by adding more capability to analyze criminal networks,
the same new features could be used to analyze any other type of network which has
some common characteristics with terror networks; these include biological networks,

co-workers networks, etc.

Capturing and analyzing text, whether tweets or traditional documents, to identify

some relevant terms, keywords, entities, etc.
Improving face recognition rate by re-training models with pre-processed face images

Employing machine learning, image processing, text analysis, and social media analysis
techniques in a fully working system to help authorities in handling cases related to

terror and criminology.

1.3 Organization of the Thesis

The rest of this thesis is organized as follows. Chapter 2 lists the background and relevant
literature related to di erent parts of the developed system . In Chapter 3, we perform a
study on clustering algorithm and feature vector extraction techniques which work the best
on the problem of clustering faces. In Chapter 4, we evaluate the performance of using
di erent face detection and recognition techniques; we also evaluate their performance in
an uncontrolled multi-view environment. In Chapter 5 we study the e ect of applying face

rotation to reconstruct faces from pro le views to frontal ones using di erent frontalization



methods to achieve a better face recognition rates on the pro le views by training our own
CNN model to extract features from faces. In Chapter 6 we developed a link prediction
algorithm to nd and predict hidden links between entities in a social graph. In Chapter 7
we cover NetDriller which is a social network analysis tool we extended by adding: (1) func-
tionalities to construct social networks from di erent social media sources (2) more analysis
components to help in building networks to guide analysts in visualizing and analyzing crim-
inal networks. In Chapter 8, we developed an early warning system that recognizes people
automatically in a surveillance camera environment using a queuing bases system. We also
analyzed social media text of a recognized person to then construct the person's network
from individuals mentioned with him/her in the text. Further analysis will allow security
experts to mark this person as a suspect or innocent. In Chapter 9, we propose a system
that extracts criminals' information and their corresponding network using Web sources,
such as online newspapers, o cial reports, and social media. Chapter covers a summary,

conclusions, and future research directions of this thesis.



Chapter 2

Background and Relevant Literature

2.1 Text Mining and Analysis

Traditional applications have focused on retrieving and processing raw data or data available
from database systems [3]. With the surge of data and information in the web, text mining
has been employed for information retrieval to facilitate information access rather than
merely analyzing existing data. Moreover, text mining is used to further process the retrieved
data [78].

In this thesis, we used text mining to analyze criminal data collected from di erent sources
such as newspapers, online social media, and police reports. The purpose of applying text
analysis on these data sources is to extract from the text criminal incidents and criminal
personnel involved. The extracted information is then used to create criminal pro les based
on their involvements along with their criminal graph.

Several frameworks had been implemented to provide the basic functionality used to
analyze text. These frameworks use natural language processing (NLP) which is concerned
with using computational learning techniques to understand text [63]. Frameworks such
as Stanford CoreNLP [108], GATE [35], NLTK toolkit [17] provide a standard NLP pre-

processing pipeline which includes the following:



Sentence Segmentation: Usually, the rst step in NLP processing is identifying sen-

tences and analyze them individually.

Tokenization: After identifying the sentences, tokenization is used to identify individual

words in the sentence.

Part-Of-Speech (POS) Tagging: For every identi ed word, POS tagging will label the

word as its corresponding POS tag, whether it is a noun, verb, adjective, etc.

Named Entity Recognition (NER): This is an important step in the NLP toolkit to

identify named entities such as people (criminals), places, and organizations.

2.2 Clustering

Clustering is an unsupervised classi cation of patterns or observations into their correspond-
ing groups (clusters) [73]. Clustering had been addressed and used in many elds where pat-
tern analysis is needed to distribute similar or same data categories into one group without
knowing in advance what the labels of the data points are.

Clustering has been applied in pattern recognition and has been successfully used in many
di erent elds. Face clustering analysis has not received enough attention as the clustering
of faces not only depends on the clustering algorithm used, but also on the feature extraction
techniqgue employed. A variety of feature extraction techniques described in the literature
can be applied as a preprocessing step for face clustering, but there is no widely accepted
feature representation technique for face representation.

Several studies (e.g., [64], [180]) have evaluated the performance of a feature representa-
tion technique in association with a single clustering algorithm. For instance, Hoe et al. [64]
used Spectral clustering to evaluate the performance of local gradients with pixel intensity
as feature vector for face representation. Zhao et al. [180] used Hierarchical clustering to

cluster photos in a personal gallery. They used a combination of features to represent a face



image based on information extracted from faces, bodies and context information. Zhu et al.
presented a new clustering algorithm speci cally for face clustering [182]; it is called Rank
Order distance clustering. Clustering is achieved by measuring the dissimilarity between two
faces based on their neighborhood information.

Other studies investigated the e ect of using feature representation techniques in combi-
nation with clustering algorithms. For instance, Heisele et al. [59] classi ed faces using Sup-
port Vector Machine (SVM) to evaluate three di erent feature representation techniques,
namely component-based method and two global methods for face recognition. In their
evaluation, they used the ROC curves of these feature representation techniques for formal
and rotated faces. They determined that the component based method outperformed the
two global methods. While in [121] they presented analysis similar to our study by check-
ing the performance of dierent feature extraction techniques and clustering algorithms.
They used component based features and compared with a commercial face matcher. Af-
ter extracting features from a face, they then applied three di erent clustering algorithms,
namely K-means, Spectral clustering, and Rank Order distance which we have used in this
study. They used two datasets for their experiments, namely Pinellas County Sheri 's O ce
(PSCO) and Labeled Faces in the Wild (LFW) dataset. Their results show that commercial
face matcher outperformed component based for rank order clustering, but they couldn't run
the commercial face matcher on K-means nor Spectral clustering because the feature vectors
are not provided by the commercial product. They also showed that Rank Order clustering

performs better than K-means and Spectral clustering.

2.3 Criminal Network Construction and Analysis

A criminal network/graph shows interactions between criminals as present in the analyzed
domain or text. A criminal graph is de ned asG = (V; E; W), whereV s the set of vertices

representing criminals. For the work described in this thesis, we used text as the main



source to extract names which form vertices in the graph. For every name detected by NER,
a vertex is created in the graph with the criminal's name as the labeE is the set of edges
representing the existence of a relationship between criminals. An edge is created between
two criminal nodes if they are mentioned in the same article or post. Several other works,
e.g., [9, 29], used \mentioned in the same document” to create an edge between two nodes.
W denotes weights of the edges in the graph. Weights are important to show how strong is
the tie between two nodes. Methods such as co-occurrence is used to get the weight between
two criminals; it is the number of times two criminals have been mentioned in the same text.
Modeling criminal interaction and mentions in text is important because it provides analysts
with network visualization. They will see a criminal network and associated interactions in
a clear way, and they will further investigate people in the network by applying network
analysis techniques.

Anwar et al. [9] proposed a framework to extract criminal information using text mining
from chat logs data. In their method, they bene ted from chat log data collected from
a criminal computer seized by a forensic investigator from a crime scene. After collecting
and normalizing the chat data, their framework applies n-gram technique to extract the
set of vocabulary in the logs. Then they extracted key information from these n-grams by
identifying sets of key terms and key users who have a dominating role in the chat logs. As
a result, they built a social graph based on the interaction of users in the chat log, where
nodes in the graph are criminal names mentioned in the chat logs and edges in the graph
represent whether criminals were mentioned in the same chat session. They analyzed the
constructed social graph to determine communities which exist in the criminal network. For
this, they applied several clustering techniques, such &smeans, hierarchical agglomerative
clustering, and Markov clustering. The challenge with this framework is the assumption that

access to criminals computers and their chat log data is possible.
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2.4 Image Processing and Face Recognition

Face recognition has been at the center of image processing work in recent years, speci cally
in the eld of biometrics. It involves two procedures, rst face detectionis applied on a
given image to search for locations of faces in the image. The second proceduriads
identi cation . Given a detected face location, face identi cation veri es the identity of the

speci ¢ person.

2.4.1 Face Detection

The last two decades witnessed considerable work on face detection, and a signi cance
progress has been made over the past few years. An early method created by Viola and
Jones [163] provides fast and accurate face detection. The method detects a face region
by using boosted cascade detectors and simple features (Haar) to determine and extract
features from an image. Other face detection methods were also proposed in the literature,
such as the Histogram of oriented gradient (HOG) [36], which divides an image into grid
cells and then computes the feature vector of the image using the gradient descriptor. While
using these methods provides fast and accurate detection rates for frontal images, they fail
when it comes to multi-view faces or faces in an uncontrolled environment. This is because
of the nature of Haar and gradient features which is weak in describing face features in un-
controlled environments where several challenges may rise under various illumination, pose,
and expression conditions.

Many other research e orts focused on enhancing these detectors to be able to detect pro-
le faces by creating multiple face detectors for di erent poses of the face, e.g., [170], [68], [79].

Due to the recent development in graphic cards, high computation is now available to
create complex feature extraction techniques capable of representing objects well even in
uncontrolled environments. Recent techniques for face detection make use of deep convolu-

tional neural network as the architecture to detect and extract features of faces. The success
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of using deep neural network in speech recognition and image classi cation shaped and en-
couraged research e orts on face detection. One of the rst e orts to use deep convolutional
neural network (DCNN) for face detection was the work done by Zhang et al. [179]. They
collected many di erent face images from di erent datasets containing di erent poses of
around 120,000 faces, and then trained a DCNN with 4 layers on this dataset. They used
this trained model, however, as a post Iter for a boosting based multi-view face detector
which is used for face identi cation given an input image.

Other convolutional neural network (CNN) based methods such as the one described
in [42] trained a model based on ne tuning AlexNet [90] with face datasets for face identi ca-
tion, and then used a sliding window to detect the region of the face. Their method recorded
a receiver operating characteristic (ROC) value of around 80% on the FDDB dataset [74]. In
another work, Li et al. [99] created a cascade of six CNNs for face detection. First, regions
are extracted from a test image from the rst CNN called 12-net using a sliding window of
size equal to 12. After this, a CNN is used for alignment. The authors repeated these two
procedures for 34 and 48 net CNNs. Their method recorded a ROC value of around 85%.

Girshick et al. [47] proposed a region based CNN called R-CNN. Their work is based
on region proposal and object identi cation using CNN. Given an input image, the rst
step is to extract regions where each region might contain an object desired to be detected
using a region proposal method. This step is not included in the CNN model. Accordingly,
any region proposal method can be applied on the test image. Selective Search [162] and
EdgeBox [186] methods are widely used for region proposal. Each extracted region will then
be warped and fed into the trained CNN model which decides whether the region contains
the desired object or not. While this method has proven to be accurate, it has a slow test
time because of the need to run full forward pass of CNN for each proposed region. To tackle
this problem, Girshick et al. introduced Fast R-CNN [46], where the entire test image is fed
only once to CNN. First, the region proposal method is applied on the test image, then the

whole image is fed to CNN where the extracted regions are mapped from the original image
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to the convolutional feature maps inside CNN. While Fast R-CNN produced good accuracy
like R-CNN, using a generic region proposal method, such as Selective Search and EdgeBox
still consume a considerable amount of time. These general hand-crafted region proposal
methods can be faster and more accurate by using deep learned features to extract regions.
For this reason, Faster R-CNN has been proposed [133]. Faster R-CNN uses the same CNN
structure already described, but also inserts a Region Proposal Network (RPN) after the last
convolutional layer of CNN. RPN is trained to produce region proposals directly; no need
for external region proposals.

Faster R-CNN is applied on the face detection problem in [76]. This paper uses a pre-
trained ImageNet CNN model, VGG16 [146], to train a Faster R-CNN face detection model
on WIDER face dataset [174] which contains 12,880 images and 159,424 faces in the training

set. Their model reached almost 90% accuracy on FDDB dataset.

2.4.2 Face ldenti cation

The main process in face identi cation is to nd a representation of the face where faces
of the same person have more similar representation than those of other people. Finding
a representation of the face is done by a process called feature extraction where a feature
vector is computed from a face image in an n-dimension vector. These feature vectors are
then used to do the face identi cation process. Several feature extraction techniques have
been developed, they can be divided into two categories, namely hand-crafted and learned
features.

Hand-crafted features work by taking an input image and then follow a prede ned algo-
rithm to look for key points in the image and extract features based on the location of the key
points. Famous hand-crafted feature extraction techniques such as SIFT [103], SURF [13],
and LBPH [4] have been described in several papers [44], [15], [41], [27] as e ective approaches
to represent faces. Based on this, classi cation is done to verify test images. Other works

such as the one described in [122] extract face features by applying Gabor wavelet feature
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extraction technique followed by PCA. They then use the SVM classi er model to verify test
faces. The authors in [127] compared the usage of two feature techniques on face images.
The rst technique uses pixel intensity features and normalization then applies blurring to
the image with Gaussian Iters to describe a face. The other technique is called V1-like
features using Gabor wavelets. They applied these features on the LFW dataset and then
applied face identi cation using the multi kernel learning classi cation technique.

Some recent methods applied face recognition in the wild by either training one model [141,
154] or multiple pose speci c models [109] to learn feature extraction models. These rep-
resentation learning methods make use of neural networks due to their great performance
in other object recognition domains [144]. Like face detection neural network models, the
model is trained on millions of face images. However, instead of identifying face features for
detection, face recognition models train CNN so that di erent faces of the same person will
output similar feature vectors. Masi et al. [109] tackles pose variation by training multiple
pose-aware speci ¢ models (PAMs). They use deep convolutional neural networks to learn
representations of faces at di erent pose values. First, they apply landmark detection on
the input face to classify it into pro le or frontal face. Then, they extract corresponding
features at di erent PAMs to fuse the features. Taigman et al. from Facebook introduced a
method they called DeepFace [154] which uses a neural network model to learn face repre-
sentations from large training datasets (order of millions). The innovation of their method
is that they implemented 3D modelling for all faces as a pre-processing step to align faces
before feeding them to the neural network to learn better face representation. Schro et al.
from Google also created a face feature extraction technique based on neural networks called
FaceNet [141]. Like DeepFace, their model is trained on millions of private images where
faces are taken in an uncontrolled environment. The di erence, however, is that FaceNet
doesn't use any kind of 2D or 3D alignment, instead they make use of simple scaling and
translation techniques on images. The method, however, uses a triplet loss learning tech-

nique on each learning step of the neural network so that the representation is a vector
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where the Euclidean distance between the vectors is the distance between the images. Both
DeepFace and FaceNet achieved state-of-the-art accuracy results on face identi cation on

LFW dataset 97%.
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Chapter 3

Combining Feature Extraction and
Clustering for Better Face

Recognition

In this chapter, we study the performance of face clustering approaches using di erent feature
extraction techniques. This study will highlight best practices for handling faces of terrorists
and criminals in an approach which is intended to trace and red ag potential cases. Given as
input images containing faces of people, face clustering divides them ir€ogroups/clusters
with each group containing images expected to represent almost the same person. Face
clustering is very important especially in forensic investigations where millions of images are
available in crime scenes to be investigated. We study the performance of face clustering
by rst choosing di erent feature extraction techniques to capture information from faces.
Feature extraction techniques are employed to check which face representation works better
in describing faces as input to clustering algorithms. We also used Rank Order clustering
algorithm which is known for its good accuracy when clustering face images along with
other traditional clustering techniques. We evaluated the performance of feature extraction

techniques and clustering algorithms using four datasets (JAFFE, AT&T, LFW, and YaleB);
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each imposing di erent challenges for face clustering with varying image environment and
for datasets of di erent sizes. These datasets challenge clustering algorithms and feature
extraction techniques in run time and clustering accuracy. Experimental results show the

e ectiveness of Rank Order clustering in terms of accuracy for small datasets while its run
time performance degrades for larger datasets. K-means performed poorly on LFW dataset.
OpenFace performed the best in describing face images especially on large datasets compared
to other feature extraction techniques. The latter method reported high accuracy margin is

big and acceptable feature extraction time.

3.1 Introduction

Face recognition involves detecting and verifying persons' identity by processing digital im-
ages and frames extracted from videos. Face recognition systems are becoming more pop-
ular due to rapidly advancing technology which made it a ordable to capture and store
large number of images at low cost. They have various applications and bene ts, including
homeland security where video surveillance systems detect and recognize criminals or in-
truders. Video surveillance systems that are able to recognize people from a captured video
stream are becoming more important especially with incidents related to crimes, e.g., the
Boston marathon attack [86]. In such incidents, thousands of images are collected by video
surveillance cameras and then inspectors analyze faces residing inside frames.

Clustering of people plays an important role during the investigation of crimes. In crowd
areas a large number of persons may pass in a speci c location where a video surveillance
system will keep on capturing image frames which can be in the order of millions. The same
person may appear hundreds of times in frames which are not necessarily all consecutive.

Thus, clustering of people will be perfect to apply for the following two main reasons:

Filtering Data: By excluding images where no person is detected in surveillance camera

frames.These images should be discarded during the investigation. The remaining
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images will be trimmed to concentrate only on persons appearing in frames, mainly

their faces.

Organizing Data: Here images of the same person in di erent location scenes will be
identi ed to belong to the same cluster. This way, an investigator interested in tracking
a speci ¢ person will only concentrate on a speci ¢ cluster and may proceed to identify

and investigate other related suspects.

In order to cluster people in video frames, we use face as the identi er because a face is the
most distinctive key to person's identity [24]. Clustering faces is a challenging process and
dependable not only on the clustering algorithm invoked, but also on the feature extraction
technique used. Both have several challenges to cope with. Feature representation challenges
are inherited from limitations of visual features due to several factors, including low resolution
of face images, changes in illumination between images, capturing a person from di erent
viewpoints, cluttered background, etc. While clustering challenges may attributed to the fact
that expected number of people in an input frame is not known in advance. This may cause
a problem for some clustering techniques, mainly those which require number of clusters
as input. Another issue is that number of images of di erent people is unbalanced. For
instance, some people may appear in a few frames while others may exist in many frames;
this aspect is challenging for some clustering techniques as discussed in Section 3.2.3.

Face recognition has recently received considerable attention as evident by the number
of face recognition algorithms described in the literature. However, clustering of face im-
ages has not received enough attention yet. As a result, existing literature lacks on e orts
which investigate appropriate match between feature extraction techniques and clustering
algorithms. Motivated by this, the work described in this chapter evaluates the performance
of various feature extraction and clustering techniques using a number of datasets of face
images. By doing so, we seek to have a better idea on which feature extraction technique

works better with a given clustering algorithm with respect to time and clustering accuracy.
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The rest of the chapter is organized as follows. Section 3.2 describes the methodology
used in face clustering along with feature extraction and clustering algorithms to be used in
performance evaluation. Section 3.3 presents the datasets used in the evaluation. Section 3.4

includes the experiments and results. Section 3.5 is conclusions.

Figure 3.1: Face clustering overall methodology

3.2 Methodology

As shown in Figure 3.1, the general methodology of clustering faces consists of four main
stages. The rst step is to acquire a face dataset from any appropriate source which may be a
video surveillance camera. The datasets we used for this purpose is mentioned in Section 3.3.
After attaining the image collection, the next step is to pre-process and lIter the images to
concentrate only on faces of people. Then, feature extraction techniques are applied on the
processed faces to get a feature vector of each image/face. The last step, is to cluster the

extracted feature vectors. More detail on each step is explained below.

Figure 3.2: Pre-processing steps example

3.2.1 Pre-Processing

Face pre-processing of input images involves three major steps as depicted in Figure 3.2.
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1. Detect Face Region: The rst step is to apply face detection over the image in
order to get the face region of a person. By applying face detection, we eliminate
extra details in the image and focus only on the face of the person. We have used
dlib's implementation [82] of Histograms of oriented Gradients (HOG) face detection
method as described in [36]. The output of this method is a face image of size 96

pixels.

2. Face Landmark Detection: After the face region is extracted, we compute face
landmarks as shown in Figure 3.2. We have used dlib's implementation of face pose
estimation as presented in [80]. In their work, they have made an ensemble of regression
trees to estimate landmark positions of a face from an image. They achieved high
quality and fast predictions. The output from this method is 128 points that represent

head pose.

3. Face Alignment: The last step performed is to align the head position straight with
no rotation while keeping same eye, nose and mouth position for all images. This step
is important so that all faces are properly aligned because a slight variation in face
alignment would be enough to trigger a false positive match with another person in
the dataset. A face is aligned by using landmarks detected to put the eyes, mouth and
nose at similar location for every image so that the features extracted for every face
will have almost same face position. This is done by doing a ne transformation of

faces with the help of landmarks to normalize and align faces at the same position.

3.2.2 Feature Extraction

After completing the pre-processing stage, face images become ready to extract their features.
Extracting features of an image corresponds to building a feature vector which represents
its important pixel information. These feature vectors are to be used in the clustering

process. There are several feature extraction techniques that can be applied to the face.
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Currently, the top feature extraction technique is the one based on convolutional neural
networks developed by Google's FaceNet [141]. In their work, they use up to 200 million
private images of people to train a deep neural network to learn a feature vector of a face
image and map it to a compact Euclidean space. Using this method, the similarity measure
between two faces is simply the squared L2 distance between the two images.

In our analysis, we chose the following image feature extraction techniques. Then, we
study the e ect of using each of these feature extraction techniques with the clustering

models.

SIFT [103]: Scale-invariant feature transform (SIFT) method was developed by D.Lowe
in 2004. SIFT extracts key-points of an image and then computes its descriptors. The
algorithm to detect key-points involves four major steps: Scale-space extreme detec-
tion, key-point localization, orientation assignment, and key-point descriptor genera-

tion. Scale-space is found using an approximate Laplacian of Gaussian (LoG) with

di erence of Gaussian.

SURF [13]: Speeded-Up Robust Features (SURF) method came out in 2006 as a
speeded up version of the SIFT algorithm. It does its speed up by using approximation

algorithms to improve every step of the sift algorithm.

BRISK [98]: Binary Robust Invariant Scalable Key points (BRISK) was developed

in 2011 to make feature extraction e ective and faster than previous methods such as
SIFT and SURF. BRISK samples patterns out of concentric rings and then applies
Gaussian smoothing. Building the descriptor is done by performing intensity compar-

isons.

DAISY [158]: this method was developed in 2010. It depends on histograms of
gradients like SIFT for key-point descriptor, but also uses a Gaussian weighting and

circularly symmetrical kernel.
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KAZE [7]. developed in 2012, this method analyzes and and describes an image by
operating in a nonlinear scale space. The nonlinear scale space is build e ciently by
means of Additive Operator Splitting (AOS) schemes, which are stable for any step

size and could be parallelized.

LBPH [4]: Local Binary Patterns Histograms (LBPH) feature extraction method can

be described with the following steps:

{ Extract local features from images: This is done by not considering the whole
image as a high-dimensional vector, instead describe only local features of a face.

Features extracted this way will have low dimensions.

{ Summarize the local structure in an image by comparing each pixel with its neigh-

borhood.
{ Take a pixel as center and threshold its neighbors accordingly.

{ Divide the LBP image into m local regions and extract a histogram from each.
The corresponding feature vector of the face is obtained by concatenating local
histograms. These histograms are called Local Binary Patterns Histograms and

the feature vectors of all images have the same size (size of the histogram).

OpenFace [8]: The last feature extraction technique is OpenFace's implementation of
FaceNet from Google. FaceNet yields the highest accuracy reported so far, the model
and the data used in training remain private. For this purpose, OpenFace target was
to implement the same neural network model model of FaceNet and train it with 500k

images from public datasets.

All these feature extraction methods, except for LBPH and OpenFace, identify local
features in an image and calculate its descriptor as its feature vector. This local features
property of images would lead to feature vectors of di erent sizes. However, to classify faces,

all images should have feature vectors of the same size. To overcome this problem, we follow
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Figure 3.3: Feature extraction process

the feature extraction process proposed in [129] and highlighted in Figure 3.3. This feature

extraction process has three main components.

1. Image Feature Extraction: The rst step of the feature extraction process is to
get as input face images and apply one of the general feature extraction methods
described above to get corresponding feature vectors. These feature vectors may vary

in size across di erent images.

2. K-means Clustering:  After having the feature vectors of all face images, the next
step is to map them into corresponding feature vectors of equal length. This is achieved
by clustering the features using K-means to obtaifK bins (whereK is set to 200).
As a result, every feature from the original feature vectors will be assigned a label of
its cluster, in the range 1 to 200. These labels are used to build for each image a
feature vector of xed sizeK. This is done by iterating over original features of every
image and increase th&" entry of its new feature vector wheré is the label of a given

original feature.
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3. Principle Component Analysis: The last step in the general feature extraction
process is to reduce the dimensionality of the feature space produced based on K-means
as described in step 2. Here, principal component analysis (PCA) is applied on the new
feature vectors and leads t® features per image. PCA is a statistical method where
given a set of feature vectors of possibly correlated variables, it converts correlated
variables into a set of linearly uncorrelated variables called principal components. This
will eliminate unnecessary features from the feature space and will lead to more e cient

clustering of the actual face images.

3.2.3 Applying Clustering Techniques

The last step in the process is to apply clustering algorithms on the produced feature vectors
such that images of each person end up in a separate cluster. We have used in this study three
of the clustering algorithms described in the literature, namel)K-means [54], Spectral
clustering [120], andRank-Order clustering  [182].

K-means and Spectral clustering are the most widely used clustering algorithms. Both
algorithms require specifying number of clusters as an input parameter. This requires know-
ing in advance the number of people who appear in the video surveillance system, which is
a serious restriction in several applications, e.g., forensic investigation. Moreover, K-means
su ers because the nal result highly depends on the initial seeds of the clusters. This makes
it di cult to handle clusters with varying density, size and shape. Spectral clustering, on
the other hand, can handle non-uniform distribution of data, but its complexity is high and
usually performs poorly with noisy data [182]. Noise may come from the detection of faces
in the various frames and will badly a ect the performance of the clustering algorithm.

Rank-Order clustering method successfully tackles the problems associated with K-means
and Spectral clustering. This method checks neighborhood of a face to determine its cluster.
The method de nes a new distance measure based on the dissimilarity in the neighbor-

hood structure. Zhu et al. also claimed that their algorithm can handle non-uniform data
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distribution and it is robust to noise [182]. The algorithm has three major steps:

1. Initialize Clusters: each face image forms a cluster on its own.

2. Candidate Merging: compute the Rank Order distance between every pair of clus-
ters C; and C;. If itis less than a thresholdt then mark the two clusters as a candidate

merging pair.

3. Transitive Merge: transitively merge all candidate merging pairs; then update the
distance between clusters and loop back to the second step until no further merging is

possible.

Figure 3.4: (a) presents the JAFFE dataset, as seen all the images are taken in a controlled
environment with the di erence being the expression shown by the female. (b) presents the
AT&T dataset where the face images are also taken in a controlled lab environment with

di erence in facial features and expressions for each person. (c) presents the LFW dataset,
this dataset has a collection for each person images from the web. As seen the images are not
related to a scene and the image for a person is taken in di erent time frames (old/young).

It presents a unique challenge to face recognition, as also another people can interfere in
the image as shown in the sample. (d) presents the YaleB dataset, the dataset is taken in a
controlled environment but the challenge here is with the illumination of each image di erent
such that some images are unrecognizable even for humans.
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3.3 Datasets

We have used four datasets to evaluate the feature extraction techniques and the clustering
algorithms described in the previous section. Each dataset has a di erent set of images to

cluster, and each has it's own challenges exhibited for face recognition.

3.3.1 JAFFE

The Japanese Female Facial Expression (JAFFE) [106] database contains 213 images posted
by 10 Japanese females. This dataset challenges face clustering by showing di erent facial
expressions for each female in the dataset, these include happy, sad, angry, disgust, fear,

surprise, and neutral. Examples from the JAFFE dataset are shown in Figure 3.4.a.

3.3.2 AT&T

The AT&T dataset [139] contains a set of faces collected at the University of Cambridge. The
dataset contains 400 face images of 40 distinct persons, 10 images per person. The challenge
for this dataset is to recognize people where each image was captured at di erent times
with varying lightning scenes, di erent facial expressions, di erent facial details (glasses/no

glasses) and di erent face alignments. An example of the dataset is shown in Figure 3.4.b.

3.3.3 LFW

The Labeled Faces in the Wild (LFW) dataset [183] contains 13,233 images of faces collected
from the Web, representing 5,749 persons. As shown in Figure 3.4.c, faces in this dataset
are very challenging for face recognition algorithms as they were captured in the wild with

varying conditions, the size of the clusters are varying in size and density because 1,680 of the
pictured persons have two or more distinct photos in the dataset, some have tens of images
and others have only one image. Given these challenges, this dataset could be classi ed as

the hardest used in this study.
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3.3.4 Extended YaleB

The Extended Yale Face Database B (Yale B) [97] is the largest dataset used in this study
with 16,128 gray-scale images of 28 individuals. Every person has 9 poses, where each pose
has 65 images with a di erent facial expression or con guration. A sample of the dataset is

shown in Figure 3.4.d.

3.4 Experiments & Results

In this section, we evaluate the performance of di erent clustering algorithms using several
feature extraction methods on the four datasets mentioned in the previous section. We rst
present results of the pre-processing step, then we show performance of the feature extraction
techniques and how this a ects the clustering algorithms based on running time. Lastly, we
show the performance of the clustering algorithms for every feature extraction technique
based on clustering accuracy. All experiments were run on a single machine with Intel Core

i5-2400 CPU @ 3.1GHz with 8GB of RAM.

3.4.1 Face Pre-Processing Results

Recall that the second step of the methodology described in Section 3.2.1 is to detect the
face region in an image using HOG descriptor for face detection. Table 3.1 reports for
each dataset, the original number of images the dataset has against the number of faces
detected from our HOG face detector. All images from JAFFE dataset were successfully
detected. We were able to apply pre-processing steps on them. This is expected with this
dataset because it was captured in a controlled environment where the di erence between the
images is just facial expressions. However, face detection accuracy decreased drastically for
AT&T and YaleB datasets, scoring 75% and 55%, respectively. Even though both datasets
were captured in a controlled environment, HOG detector failed to identify faces with low

illumination where their features can be hardly seen. This is why almost just 55% of YaleB
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Table 3.1: Pre-processing face detection accuracy

Original | Detected | Percentage
JAFFE | 213 213 100%
AT&T 400 300 75%

YaleB 16,380 9,0371 55.17%
LFW 13,233 13,176 99.54%

dataset has been detected; almost half the images of this dataset have low illumination. As
for LFW dataset which includes faces captured in an uncontrolled environment as shown in
Figure 3.4, we were able to detect almost the whole dataset with 99.54% detection accuracy.
Having excellent accuracy in detecting LFW dataset is very important because these images
were taken in the wild and many di erent applications such as video surveillance systems

capture images in a similar environment.

3.4.2 Feature Extraction Runtime

In this section, we report the running time results of the feature extraction process. It is
very important to study the time required to extract the features and cluster the images
because there are time critical application where time is essential factor in deciding which
method to use clustering results are acceptable.

As mentioned in Section 3.2.2, rsteach o8IFT , SURF , KAZE , DAISY , andBRISK
extracts features of a face, then K-means and PCA are applied on the result to assign equal
number of features for all images. To apply-BPH and OpenFace, we just have to get
features from the given image.

Table 3.2 reports the run time for extracting features by the di erent extraction tech-
nigues for the listed datasets. Table 3.2 includes the following columns. "Extract Feature"
time is common to all techniques and refers to the total time needed to extract features.
"K-means" and "PCA" reveal the time needed by the feature extraction techniques. "To-
tal" is the total time required by the features extraction techniques, K-means and PCA. As

shown in Table 3.2, as the dataset size increases, the run time for the extraction techniques
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increases. From these results,

it can be seen that SURF and KAZE are the fastest methods to extract features from
images, they are closely followed by LBPH, and then OpenFace. While other methods take
signi cantly more time to extract features for datasets. The di erence margin is quite clear
in case ofLFW dataset where LBPH, SURF, DAISY and OpenFace completed the process
between 6 to 118 minutes, while KAZE needed almost 20 minutes, SIFT needed almost an
hour and a half, and BRISK completed in around 2 and half hours. As detailed in the table,
BRISK took so much time because of the extraction technique it uses, where the method
needed considerable time to process a single image and get its features. While SIFT is not so
slow in the extraction process, it slows down when it moves to the K-means step to produce
clusters. The reason behind this is that SIFT generates a huge feature vector describing one

image. So, applying K-means on all features of every image requires a lot of time.

Table 3.2: Feature extraction run time. Every table reports related to a dataset, a comparison
of the run time of the three di erent clustering techniques used in this study. The results are
shown in the format of H:MM:ss, where H is hour, M is minutes, and s is seconds. Values
marked as "-" indicate that the clustering algorithm did not nish in a matter of running

for 1 day.

(@) (b)
JAFFE Extract Features K-means PCA Total AT&T Extract Features K-means PCA Total
SIFT 0:00:13 0:00:23 0:00:01| 0:00:37 | | SIFT 0:00:19 0:00:55 0:00:02| 0:01:15
SURF 0:00:02 0:00:01 0:00:01 | 0:00:05| | SURF 0:00:04 0:00:02 0:00:01| 0:00:07
KAZE 0:00:19 0:00:04 0:00:01 | 0:00:24 | | KAZE 0:00:26 0:00:04 0:00:02| 0:00:32
DAISY 0:00:03 0:00:02 0:00:01 | 0:00:06 | | DAISY 0:00:05 0:00:03 0:00:01| 0:00:09
BRISK 0:02:22 0:00:03 0:00:01 | 0:02:26 BRISK 0:03:19 0:00:02 0:00:01| 0:03:22
LBPH 0:00:05 - - 0:00:05| | LBPH 0:00:08 - - 0:00:08
OpenFace | 0:00:09 - - 0:00:09 | | OpenFace | 0:00:19 - - 0:00:19

(©) (d)
YaleB Extract Features K-means | PCA Total LFW Extract Features K-means | PCA Total
SIFT 0:07:51 0:43:37 0:00:15| 0:51:43 SIFT 0:12:37 1:13:25 0:00:22| 1:26:14
SURF 0:02:16 0:00:49 0:00:15| 0:03:20 SURF 0:06:10 0:01:14 0:00:20| 0:07:44
KAZE 0:12:43 0:01:44 0:00:14| 0:14:41 KAZE 0:17:30 0:02:27 0:00:20| 0:20:17
DAISY 0:02:22 0:01:44 0:00:12| 0:04:18 DAISY 0:03:30 0:02:38 0:00:17| 0:06:25
BRISK 1:41:21 0:08:02 0:00:16 | 1:49:39 BRISK 2:29:25 0:06:41 0:00:23| 2:36:29
LBPH 0:03:30 - - 0:03:30 LBPH 0:07:04 - - 0:07:04
OpenFace | 0:07:19 - - 0:07:19 OpenFace | 0:11:52 - - 0:11:52
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3.4.3 Clustering Results

In this section, we rst show a study similar to that discussed in the previous section. Here,
we analyze clustering time for di erent feature extraction techniques and clustering tools.
As mentioned earlier, the importance of a clustering algorithm should compensate between
run time and clustering accuracy.

Clustering run time is reported in Table 3.3. Run time is not reported for some clustering
techniques, especially on large datasets. This is because we show only results for clustering
algorithms that nished in at most one day time.

For the rst 3 datasets described in Section 3.4.1, namely JAFFE and AT&T, corre-
sponding results for all the feature extraction techniques are shown in Table 3.3(a,b,c); these
three dataset are the smallest in size in terms of the number of face images. Clustering run
time for these three datasets is very fast; it is almost identical for K-means and Spectral
clustering, taking almost a second each for all feature extraction techniques. On the other
hand, the results show that Rank Order clustering is signi cantly slower than the other 2
clustering methods.

As reported in Table 3.3-a for the JAFFE dataset, the performance of Rank Order
clustering ranges between 12 to 18 seconds for all feature extraction techniques except forthr
LBPH method. However, it took 49 seconds to complete the clustering for LBPH extraction
technique. This is because the number of features generated by LBPH is larger than that
of the others. Actually, LBPH constructs a feature histogram for every region in an image.
The di erence between the performance of LBPH and other methods can be clearly seen
in Table 3.3.b. To nish the clustering process, the other methods needed from almost a
minute, while LBPH took 2 minutes .

Concerning the two datasets, LFW and YaleB, K-means nished successfully on all the
feature extraction techniques. Spectral clustering terminated successfully on YaleB dataset
but failed on LFW. On the other hand, Rank Order clustering couldn't nish running for

both YaleB and LFW datasets. LBPH was again the slowest taking more than 3 hours to
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complete on LFW dataset, while running time of the other feature extraction techniques like

k-means ranged from 1 to 2 minutes.

Table 3.3: Clustering run time. Every table reports results of a dataset, comparing run time
of the three clustering techniques used in this study. The results are shown in the format

of H:MM:ss where H is hour, M is minutes, and s is seconds. Values marked as "-" indicate
that the clustering algorithm did not nish in a matter of running for 1 day.

(@)
JAFFE SIFT SURF | KAZE | DAISY BRISK | LBPH | OpenFace
K-means 0:00:01| 0:00:01| 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01| 0:00:01
Spectral 0:00:01| 0:00:01| 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01| 0:00:01
Rank Order 0:00:17| 0:00:15| 0:00:12 | 0:00:18 | 0:00:17 | 0:00:49| 0:00:12
(b)
AT&T SIFT SURF | KAZE | DAISY BRISK | LBPH | OpenFace
K-means 0:00:01| 0:00:01| 0:00:01 | 0:00:01 | 0:00:01 | 0:00:02| 0:00:01
Spectral 0:00:02| 0:00:02| 0:00:02 | 0:00:02 | 0:00:02 | 0:00:03| 0:00:03
Rank Order | 0:01:03| 0:01:24| 0:01:06 | 0:01:00 | 0:01:14 | 0:02:10| 0:00:57
(©)
YaleB SIFT SURF | KAZE | DAISY BRISK | LBPH | OpenFace
K-means 0:00:03| 0:00:02| 0:00:02 | 0:00:02 | 0:00:02 | 0:01:36| 0:00:02
Spectral 3:13:32| 3:04:31| 3:03:43| 4:44:03 | 3:03:20 | 5:09:30| 4:11:15
Rank Order | - - - - - - -
(d)
LFW SIFT SURF | KAZE | DAISY BRISK | LBPH | OpenFace
K-means 0:01:40| 0:01:03] 0:01:36 | 0:00:23 | 0:01:13 | 3:07:41| 0:02:22
Spectral - - - - - - -
Rank Order | - - - - - - -

Concerning clustering accuracy, our aim is to determine the best feature extraction tech-
nigue used for face recognition and the best performing clustering technique based on the
extracted features. We evaluated the accuracy of the clustering results based on the con-
fusion matrix of the set of class labels predicted by the clustering algorithm for which true
values are known from the dataset. To calculate the adjacency matrix, we use external valid-
ity indices which were designed to measure the similarity between two partitions (predicted
labels vs true labels). This method's confusion matrix as described in [116], represents the
count of pairs of points based on whether they belong to the same cluster or not by consid-

ering the two partitions. For each pair in the predicted partition, we check whether these

31



pairs have the same label or not and based on that populate the four entries in the confusion
matrix, i.e., true positive, true negative, false positive and false negative counts.

After getting the confusion matrix, we calculate precision and recall by considering images
in each cluster produced by the clustering algorithm and compare them with the correspond-
ing ground truth. A given cluster C may contain some face images which are indeed members
of C based on the ground truth and some other face images which should have not been
included in C. Precision is the proportion of face images that were correctly classi ed as
members ofC, i.e., the number of correct faces il© divided by all faces inC. On the other
hand, recall considers face images in the ground truth to determine their proportion correctly
classied in C, i.e., it is the number of face images correctly classi ed i€ divided by the
number of all face images which should have been classi ed@according to the ground
truth. We also calculate F-measure which is a summary statistic that combines precision
and recall as given in Equation 3.1.

Precision Recall

= A
F=2 P recision + Recall (3.1)

Clustering accuracy results are presented in Table 3.4 for all the datasets and clustering
algorithms applied on the feature extraction techniques. Figure 3.5, shows how clustering
accuracy of Rank Order clustering varies for di erent threshold values.

Table 3.4 reports accuracy results obtained by applying the di erent clustering algorithms
on each feature extraction technique mentioned above. Values of best clustering accuracy for
each clustering algorithm are shown in bold font. Table 3.4.a shows the results obtained for
JAFFE dataset. The best result in this table is obtained by using Rank Order clustering with
OpenFace feature extraction technique (82%). This is followed by using Spectral clustering
on LBPH method (80%). We can conclude from this table that OpenFace technique has on
average the highest accuracy across the three di erent clustering techniques. Second best
performing method is LBPH, while BRISK performed on average the lowest. This conclusion

is further supported in Table 3.4.b where the di erence margin becomes clear as the dataset
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Size increases.

The best clustering results belong to OpenFace using Rank Order clustering (94.78%). In
this table and all following tables, it is possible to notice that the best results for K-means,
Spectral and Rank Order clustering have been obtained using OpenFace technique. Another
conclusion which could be noticed from this table is that Rank Order clustering gave on
average the best results compared to the other clustering algorithms.

Table 3.4.c shows clustering results for YaleB dataset which has almost 9 thousand images
after pre-processing. In the table, we miss the values of Rank Order Clustering which was
giving the best results in the previous table. This is because Rank Order clustering could
not nish in one day. The results show a big gap when using OpenFace compared to the
other feature extraction techniques, reaching 60%.

Spectral clustering with OpenFace reached 75% while the best result shown by the other
methods is LBPH (8%). Table 3.4.d reports accuracy results for LFW dataset where only
K-means nished in a day. OpenFace reported best results, its accuracy was just 1.41%,
while accuracy for the other techniques ranges from 0.01 to 0.24%. This is because LFW
dataset has imbalanced cluster sizes, and algorithms like K-means would fail when applied
on this kind of datasets.

Figure 3.5 shows Rank Order clustering results in terms of precision, recall, and F-
measure for JAFFE and ATT&T image sets. This gure shows that having low threshold
will result in high precision almost 100%, while recall is low. And while the threshold of
the clustering increases, precision starts to decrease, recall gets higher and F-measure always
goes up to a certain threshold then back down with the margin of precision and recall getting
high.

This can be explained as follows, for a low threshold most images will be merged together
to belong to the same cluster. Having high precision means most retrieved images have the
same label. Low recall means smaller percentage of images from a target cluster have been

retrieved. As the threshold increases, less images will be considered to belong to the same
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Table 3.4: Clustering accuracy. Every table reports results of a dataset, comparing the
accuracy of the di erent feature extraction techniques with the three clustering techniques
used in this study.

(@)
JAFFE SIFT SURF | KAZE DAISY BRISK LBPH OpenFace
K-means 78.87% | 74.64%)| 68.3% | 58.02% | 55.46% | 65.4% 78.46%
Spectral 73.88% | 70.07%)| 75.6% | 55.5% 50.9% 80.16% | 63.28%
Rank Order 64.68% | 66.4% | 74.14% | 63.59% | 40.64% | 71.61% | 82.14%

(22) (26) (22) (26) (21) (25) (21)

(b)
AT&T SIFT SURF | KAZE DAISY BRISK LBPH OpenFace
K-means 56.05%| 35.16%| 40.91% | 48.1% 23.71% | 37.55%| 83.83%
Spectral 50.33%| 34.62%| 35.82% | 39.65% | 18.59% | 35.53% | 77.45%
Rank Order 52.15%| 41.03%| 44.82% | 49.76% | 26.22% | 57.22% | 94.78%

(24) (29) (16) (13) (15) (11) (29)

(©)
YaleB SIFT | SURF | KAZE | DAISY BRISK | LBPH | OpenFace
K-means 6.63%| 4.73% | 5.5% 5.49% 4.72% 8.46% | 65.84%
Spectral 6.66%| 4.83% | 5.53% | 6.64% 4.29% 6.65% | 75.11%
Rank Order | - - - - - - -

(d)
LFW SIFT | SURF | KAZE | DAISY BRISK | LBPH | OpenFace
K-means 0.16%| 0.01% | 0.16% | 0.17% 0.05% 0.24% 1.41%
Spectral - - - - - - -
Rank Order | - - - - - - -

cluster. Number of clusters will increase such that person B will have a cluster with some
noise, i.e., recall will increase, while some of person A images will end up in other clusters

(due to False Positives) leading to lower precision.

3.5 Conclusions

We have performed a study on di erent feature extraction techniques to determine which one
is better to use in Face clustering. In addition to feature extraction techniques, we also used
three clustering algorithms to see which clustering algorithm performs the best on features
extracted by the feature extraction techniques.

For this purpose, we have used four datasets, each with its own challenges in the face
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recognition problem and with varying sizes. We did our experiments on a single machine and
noted down the results based on both run time and clustering accuracy. From the experi-
ments and results, we concluded that the best clustering algorithm is Rank Order clustering,
but due to its time complexity we could not manage to run it for large datasets. As for time
complexity, K-means run time is massively better than Rank Order clustering and Spectral
clustering. Spectral clustering is even faster than Rank Order clustering. Concerning the
best feature extraction technique, it was OpenFace which performed the best when used with
Rank Order clustering. Not only accuracy levels were great by good margins, also feature

extraction time was acceptable and in a good range comparing to the other techniques.
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Figure 3.5: Figure of all the rankorder results ith varying thresholds
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Chapter 4

Multi-view Face Detection and
Recognition for E ective

ldenti cation of Social Entities

Traditional face recognition systems are designed to perform well on images captured in a
controlled environment. However, images of people are generally taken in an uncontrolled
environment with varying illumination, occlusion, face poses, expressions and in cluttered
backgrounds. This is especially true for cases when images are captured unintentionally
like in a social gathering where capturing frontal faces with good characteristics is almost
impossible. Most of the current research on face recognition works on face images taken in an
uncontrolled environment where most evaluation tests are performed on the LFW dataset.
This dataset, however, consists mainly of frontal faces which may be rarely encountered in
real life. This makes testing the performance of face recognition algorithms on pro le faces
insu cient. In this chapter, we explain the di erent state-of-the-art algorithms for face
recognition including face detection and identi cation techniques. We then apply state-of-
the-art detection and recognition on an uncontrolled environment dataset (LFW) and also

on a dataset which consists of multi-view faces with varying poses (FEI). We also conducted
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several experiments to test the performance of such techniques in an uncontrolled and multi-
view system on two datasets (LFW and FEI). Our results show that face recognition on
frontal faces in an uncontrolled and controlled environment performs well with high accuracy
(96%). The performance of face recognition on just pro le faces, however, reports lower
accuracy results (72%), which can be improved when comparing pro le to frontal faces as

well (80%).

4.1 Introduction

Applications of face recognition span over and could satisfy the needs of a variety of elds,
including homeland security, criminal identi cation, authentication of identity, among others.
People in a social gathering may be captured occasionally and hence frontal faces will be
rarely encountered in images. Another example where frontal face are rarely encountered is
an environment where side views are captured for persons passing by a surveillance camera.
These incomplete images may be captured adjusted and recognized to link then to specic
entities who may range from famous to suspicious. Completing the phase of a person to the
level that allows us to recognize him/her may lead to some serious bene ts, including nd a
suspect and then investigating his/her behavior and network, in uence, etc.

Indeed, face recognition is becoming more important with the recent advances in tech-
nology where images are analyzed at high frequencies and where millions of images are
uploaded and stored daily throughout di erent social media platforms, surveillance cameras,
etc. Due to the new advances in the development of graphic cards, they have been heav-
ily involved in computation phases; where complex feature extraction techniques are now
adopted with the use of deep convolutional neural networks. These networks are currently
applied on most image processing areas, such as speech recognition, text classi cation, and
image classi cation.

Applying face recognition is a challenging process for both detection and identi cation.
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Face detection challenges include: (1) having images where faces are occluded and partially
visible, (2) changes in illumination, (3) low resolution of face images, (4) changes in pose of
faces, and (5) having a cluttered background. While face identi cation inherits the di culties
of face detection, it also contains challenges such as the lack of face images of one person to
represent him/her in several conditions and having di erent face expressions. While there
has been several studies on the area of face recognition in an unconstrained environments,
the performance of face recognition where faces are in multi-view environment has not yet
received considerable attention. Multi-view face images are images where a person's face is
shown in several positions (frontal and pro le views). In this chapter we apply state-of-the
art face detection and identi cation techniques to test the performance of these techniques
not only in an uncontrolled environment, but also in a multi-view face scenarios. Test results
reported in this chapter are promising.

The rest of this chapter is structured as follows. The methodology for face recognition is
presented in Section 4.2. Section 4.3 reports results from the experiments conducted to test

the performance of face recognition in uncontrolled and multi-view environments.

4.2 Methodology

The methodology we follow for face recognition is depicted in Figure 4.1. Given any image,
rst we apply multi-view face detection on these images to get the location of the face in
terms of its coordinates x and y, in addition to its height and width, all four dimensions

form a bounding box. We use Faster R-CNN model trained on WIDER dataset described
in [76]. After the bounding box of a face is extracted from an image, the next step is to do
face alignment. This step is necessary due to the way the CNN model for feature extraction
is built. We have used OpenFace [8] method as an implementation of FaceNet CNN model.

Since OpenFace uses open source datasets to populate the model, the datasets are small

in size compared to Google's training data used to develop that model which is in the order

39



Figure 4.1:. Overall face recognition methodology

of millions. Empowered by the size of the training dataset, FaceNet can handle challenges in
the input dataset such as localization and face poses. In OpenFace implementation, however,
they make use of a heuristic by preparing every image for training in order to have same
landmark location. This is why it is important to have the alignment step just before the
CNN for feature extraction. The steps for face alignment are shown in Figure 4.2. First
landmark detection is applied on the face detected using the method described in [124].
After that, 2D a ne transformation is performed to make the landmarks places in the same

location for every image.

Figure 4.2: Face alignments steps example

The nal step after face alignment is to forward the aligned faces into the CNN model for
feature extraction. This process will output a feature vector of the face. The training model
of FaceNet applies a CNN architecture to learn features of the face. The most important
part of their method is how they train the system as a whole by introducing the triplet loss
to the learning phase. After CNN extracts features of the face, the triplet loss method is
applied. Triplet loss embeds a face image into a d-dimensional Euclidean space. Given an
anchor image with two other images, one belonging to the same person of the anchor image
and the other belongs to a di erent person, the learning phase will update the weights of the
architecture such that the Euclidean distance between the images of the same person is less

than the distance between the anchor image and the image of the di erent person. When
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comparing two face images with each other, the squared Euclidean distance is calculated
between the corresponding two feature vectors to get the distance between these two images

as a representative of the similarity measure.

4.3 Experiments & Results

We tested the face detector and identi cation models on two datasets, namely, the Labeled
Faces in the Wild (LFW) [70] and the FEI face database [157]. The LFW dataset contains
more than 13,000 images of 5,749 di erent individuals collected from the Web. The collected
faces were taken in an uncontrolled environment, under variations in pose, illumination, age,
facial expression, occlusion, etc. The faces were collected using Viola-Jones face detector,
i.e., most faces are frontal ones. On the other hand, the FEI face database contains 2,800 face
images of 200 individuals. Each person has 14 images taken in a homogeneous background
in a frontal position with pro le rotation of up to about 180 degrees making this dataset
good for testing the multi-view face recognition. Example of the two datasets are shown in

Figure 4.3.

Figure 4.3: The rst row shows sample of LFW dataset where faces of the person are taken
in an uncontrolled environment in di erent time instances. The second row shows FEI face
database where face images of the person are taken in a controlled environment with a
varying rotation of up to 180 degrees

First, we run the face detector on the two datasets where the detector successfully de-

41



tected all the images in the datasets. After that, we take two samples of the images, one with
the faces being aligned as discussed in Section 4.2 and another sample without alignment.
This is because it is also interesting to note down the di erence in the accuracy results if
we apply alignment prior to face recognition. Then for each data sample, we extract the
feature vector of the face images. For the multi-view face recognition evaluation, we split

the experiment data into ve sections for the FEI face database:

Contains only frontal faces to test the performance of the recognition only on frontal

faces.
Contains only pro le faces to test the recognition accuracy on just pro le faces.
Contains all images all images of the dataset are included.

Contains pro le faces vs all to compare pro le faces on one side with all images in
the dataset (pro le and frontal), this experiment is done to check if performance of

recognition on pro le faces is improved when having frontal faces to test on.

Contains frontal faces vs all to compare frontal faces on one side with all images in

the dataset (pro le and frontal).

The evaluation is done by computing the squared Euclidean distance between every face
image in the data split with every other face image in the split. Then a threshold is used
such that if the distance between any two given images is less than the threshold then we
predict that these two images are for the same person. Otherwise, if the distance is greater
than the threshold then we predict that the two images belong to di erent people. If the
prediction we do is true and these pair of images belong to the same person in the ground
truth then the prediction is true, otherwise if the images are for di erent people then the
prediction is false.

This evaluation method is done for the FEI face database because face images contain

pro le faces. As for the LFW dataset, we only consider the case where all images are
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compared with each other to get the overall accuracy with and without alignment.

The evaluation is done by varying the threshold from O to 4 with a step size of 0.1. When
the threshold value is 0, we predict that all combinations of images in the data split belong
to di erent people, and 4 means that we predict that all pairs of images belong to the same
person. By varying the threshold we can generate a set of true positives and false positives
and report the ROC curve results. In a ROC curve, the true positive rate is plotted in
function of the false positive rate for the mentioned di erent steps of threshold. The area
under the ROC curve is a measure of how well the threshold can distinguish between same
and di erent people images.

The ROC curves for di erent evaluation sections are shown in Figure 4.4. Each ROC
curve in this gure shows one section of the evaluation for both aligned and not aligned
faces. As expected, aligned faces in all experiments show better ROC value than the not
aligned ones where the margin of di erence between aligned and non-aligned faces is larger
in frontal faces test compared to pro le faces. This is due to the alignment method used
which performs better for frontal faces. The rst curve shows the ROC for frontal faces of
the FEI dataset which has accuracy of 97% when the faces are aligned. On the other hand,
when testing only pro le faces, we get lower accuracy of 72% as shown in the second ROC
curve. The third curve shows the result when comparing pro le faces against all other faces
in the FEI dataset which shows better result with ROC value of 79%. This shows that using
only frontal faces shows high accuracy value, while using only pro le faces to recognize a
person is not as good. Moreover testing pro le faces against frontal and pro le faces gives a
better result. The fourth curve show the ROC score when frontal faces are tested with all
the other ones, the ROC value is 84%. The last two curves show when testing all faces of
FEI and LFW datasets. The results show 84% ROC score for FEI while LFW shows a value
of 96%. This is because the LFW dataset consists of mostly frontal faces while using pro le

faces in the FEI dataset makes the ROC score lower.
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Figure 4.4: Receiver Operating Characteristic (ROC) curves of the FEI and LFW datasets
as mentioned in Section 4.3

4.4 Conclusion

In this chapter, we have studied the performance of face recognition on face datasets in an
uncontrolled and multi-view environments. We rst discussed traditional and new techniques
used to apply face detection and identi cation. After that we used in our face recognition
methodology the face detection method discussed in [76] which trains a deep learning model
using the faster R-CNN model trained on the WIDER dataset. The latter set contains
thousands of face images collected under extreme cases varying scale, pose, occlusion and
illumination of faces. After detecting the bounding box of the face, we apply simple a ne
transformation to align faces which are then fed to the feature extraction CNN model. We
also used the state-of-the-art deep learning model technique described in [141]. This was
trained on publicly available datasets for extracting features of face images for the purpose
of person identi cation.

For our experiments, we used two datasets that exhibit the challenges of detecting and
identifying faces in an uncontrolled and multi-view environments. For the uncontrolled

face images, we have used LFW dataset which contains faces in the wild consisting mostly
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of frontal faces. The results show high accuracy score on LFW dataset with alignment

equal to 95%. To evaluate face recognition in a multi-view environment, we have used FEI

face database which contains for each person, pro le and frontal faces. We have split the
evaluation experiments into ve di erent sections as described in Section 4.3. The accuracy

of testing just frontal faces outperforms the accuracy of using just pro le faces. The accuracy

score increases when comparing pro le faces against frontal and pro le ones. This shows that
while frontal face recognition under di cult conditions perform well, using only pro le faces

to apply face recognition still needs to be improves by mixing the training data with frontal

faces to achieve higher accuracy score.
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Chapter 5

Face Reconstruction from Pro le to
Frontal Evaluation of Face

Recognition

One of the main challenges in face recognition is handling extreme variation of poses which
may be faced for images collected in labs and in the wild. Recognizing faces in prole
view has been shown to perform poorly compared to using frontal view of faces. Indeed,
previous approaches failed to capture distinct features of a pro le face compared to a frontal
one. Approaches to enhance face recognition on pro le faces have been recently proposed
following two dierent trends. One trend depends on training a neural network model
with big multi-view face datasets to learn features of faces by handling all poses. The
second trend generates a frontal face image (face reconstruction) from any given face pose
and applies feature extraction and face recognition on the generated face instead of pro le
faces. Recent methods for face reconstruction use Generative Adversarial Networks (GAN)
learning model to train two competing neural networks to generate authentic frontal view

of any pose preserving person's identity. For the work described in this chapter, we trained

a feature extraction neural network model to learn representation of any face pose which
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is then compared with each other using Euclidean distance. We also used two recent face
reconstruction techniques to generate frontal faces. We evaluated the performance of using
the generated frontal faces against the posed counterparts. In the conducted experiments,
we used three face datasets that contain several challenges for face recognition having faces

in a variety of poses and in the wild.

5.1 Introduction

Face recognition has received signi cant interest in the past few decades due to its various
important real world applications, including identity veri cation, video surveillance, mon-
itoring, etc. Advances in face recognition resulted in continuously rede ning the problem
as new technologies and data become more available. Early face recognition work focused
on recognizing people faces in controlled conditions where images are collected in a lab set-
ting with de ned parameters such as illumination, face rotation, pose variation, background,
occlusion etc. The approaches described in [4, 161] handled face recognition by designing
methods for extracting local descriptors from face images. They achieved good results for
testing on face images taken in controlled environment.

Research on face recognition then evolved to identify faces in unconstrained environ-
ments. For this purpose, several benchmark data sets, such as Labeled Faces in the Wild
(LFW) [70], have been proposed for this problem where previous face recognition algorithms
performance dropped signi cantly. Current methods,e.g., [26, 141, 154, 150, 149] used recent
development in deep learning, especially convolutional neural networks (CNN), to learn a
network model which extracts faces. Deep learning have proved to provide very accurate
results in di erentiating and identifying people faces in unconstrained environment. They
reported around 99% accuracy, which is better than what humans can achieve (97%) [92].

The current challenge facing face recognition is the ability to recognize faces not only

in an unconstrained environment, but also with varied and extreme poses of faces. This
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problem is referred to as pose-invariant face recognition (PIFR). Though LFW dataset was

collected in an unconstrained environment, most faces are near frontal and don't re ect much

pose variation. Applying state-of-the-art algorithms resulted in 10% performance loss when
applied on frontal to pro le faces as shown in [142]; human performance drops slightly. This

is due to the nature of pro le faces. Having more than half of a face not shown may lead to
a dramatic increase in intra-person variances where di erent people can look the same for
the recognizing algorithms.

Recently, several methods, e.g., [55, 176, 160, 71] have been proposed to tackle pose
variation in face recognition by applying face frontalization, which refers to the process of
synthesizing frontal face images given a face image of any pose in any environment. For
the work described in this chapter, we evaluate the performance of using dierent face
frontalization techniques and their e ect on face recognition compared to training a CNN
model to learn features from any pose. We rst train a face recognition model based on [141].
A deep neural model is learned from faces collected from CASIA-WebFace [175] to extract
features of faces. Then, we experiment whether any of the newly designed methods for
face frontalization could improve the performance of face recognition compared to using
pro le faces in face veri cation. We used several challenging data sets for the conducted
experiments, namely FEI [157], FERET [126] and IJB-A [84] face data sets which provide
pose variance and faces collected in unconstrained environment.

The rest of this chapter is structured as follows. Section 5.2 presents related work on face
recognition and face frontalization methods for face identi cation techniques. The methodol-
ogy for face recognition using di erent face frontalization methods is described in Section 5.3.
Section 5.4 covers the experiments conducted to test the performance of face recognition in
uncontrolled and multi-view environments using three datasets on frontalized and original

faces. Section 5.5 concludes the chapter.
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5.2 Related Work

Recent methods proposed for pose-invariant face recognition can be classi ed into two main
categories. One category aims at developing a model that learns pose-invariant features given
a face image of any pose. The other category applies face frontalization or face rotation to
get a frontal view of any pose face image which will then be used for face recognition.

Several methods attempted to apply pose aware face recognition either by training one
model, e.g., [141, 150] or multiple pose speci ¢ models, e.g., [109]. Methods which use one
joint model for training pose aware face recognition handle pose variations and the e ect
of prole faces by learning a deep neural network where face images in order of tens of
millions are used for training. These are private images that the community doesn't have
access to. Other methods, such as Masi et al. [109] tackle pose variation by training multiple
pose-aware speci ¢ models (PAMs). They use deep convolutional neural networks to learn
representations of faces for di erent pose values. First, they apply landmark detection on an
input face to classify it into pro le or frontal face. Then they extract corresponding features
at di erent PAMs to fuse the features.

Other approaches used face frontalization techniques either by applying face rotation
using 2D [69, 167] and 3D [184, 55] alignment techniques, or by learning deep neural net-
work [176, 185]. The work described in [55] used 3D modelling by rst extracting location
of features on the face and then applying hard frontalization by having a 3d model of a
general face and map the extracted features into a face. The method described in [184]
meshes a face image into a 3D object and eliminates the pose and expression variations us-
ing an identity preserving 3D transformation. Then they apply an inpainting method based
on poission editing to |l the invisible region caused by self occlusion. The work described
in [176] applies face rotation by training a deep neural network which takes a face image
and a binary code encoding a target pose and generates a face image with the same identity
viewed at the target pose. Experiments are within +-45 poses of faces; they did not consider

extreme poses. Frontalized faces generated from these neural network models, however, are
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with no signi cant details in faces, making the generated faces very general This leads to
losing texture information and hence poor performance for using these faces in experiments.

The latest face frontalization methods, .e.g., [160, 71] use variations of the learning model
created by Goodfellow et al. [49], called Generative Adversarial Network (GAN), which is
used to generate new images by estimating a target data distribution [38]. GAN is imple-
mented by training two neural networks (generator, discriminator) continuously in a min-max
two player game fashion. The generator model learns to generate new images by mapping
from a latent space to a particular data distribution. The discriminator learns to classify
whether an image belongs to the original set of images or it is generated by the generator.

Generator network objective is to increase the error rate of the discriminator such that the
generated images are very close to the original ones. While the discriminator network objec-
tive is to successfully classify images into either arti cial (from generator) or real (original).
This is why it is called adversarial learning as both are being trained to compete against each
other. Several architectures of GAN have been recently proposed and successfully applied
in computer vision tasks, such as image super resolution [94, 177], image synthesis [38, 131],
image to image translation [72], etc.

Motivated by the success of GANs in generating realistic images, couple of works [160,
71] have been proposed to apply face frontalization using GAN network architecture. The
work escribed in [71] proposed synthesizing frontal faces by using a two pathway GAN
(TF-GAN) to process global and local features. Local features correspond to detecting
four landmarks on a face (left eye, right eye, nose tip, mouth) and then aggregating the
positions of these landmarks into a general face model. The global path uses an encoder
decoder structure to extract features of all the face. After that, feature map fusion is used
to merge the features into one single frontal face, which is then fed to Light CNN [171] for
face identi cation and veri cation. The work described in [160] proposed a disentangled
representation learning GAN (DR-GAN) to perform both face frontalization, and to learn

a generative representation of a non-frontal face. They proposed an encoder-decoder GAN
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Figure 5.1: The overall methodology for face frontalization from any pose into a frontal one.
First face detection is applied to get face boundaries, after that the face is frontalized to get
frontal view features of the image which are then used for recognition

structure to learn face representation using the encoder. This representation is used with
noise and pose degree to generate a frontalized face. They trained DR-GAN using Multi-
PIE [51] and CASISA-Web Face [175]. They evaluated the results on Multi-PIE (faces angled
between +-60 ), CFP [142] and 1JB-A [84] datasets.

5.3 Methodology

The overall methodology followed for face frontalization and recognition is depicted in Fig-

ure 5.1. The methodology consists of three major components.

5.3.1 Face Detection

As our approach is intended to perform face recognition in multi-view face images, a multi-
view face detector is required as the rst step. We trained a CNN model to perform face
detection on WIDER face dataset [174]. WIDER dataset contains thousands of face images
collected under extreme cases with varying scale, pose, occlusion and illumination of faces.
We used the recently proposed MobileNet-v1 [67] CNN network architecture to train a neural
network on WIDER dataset. MobileNet-vl has been designed using depth-wise separable
convolutions to provide drastic decrease in model size and training/evaluation time without

a ecting detection performance. To get better detection accuracy, we pre-processed every
image in the training data of WIDER dataset before training our detector model. We

generated four di erent views for every image in the dataset, and then fed the images to the
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