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Abstract

Inferring behavior model of a running software system is quite useful for sev-
eral automated software engineering tasks, such as program comprehension,
anomaly detection, and testing. Most existing dynamic model inference tech-
niques are white-box, i.e., they require source code to be instrumented to get
run-time traces. However, in many systems, instrumenting the entire source code
is not possible (e.g., when using black-box third-party libraries) or might be very
costly. Unfortunately, most black-box techniques that detect states over time are
either univariate, or make assumptions on the data distribution, or have limited
power for learning over a long period of past behavior. To overcome the above
issues, in this thesis, I proposed a hybrid deep neural network that accepts as
input a set of time series, one per input/output signal of the system, and applies
a set of convolutional and recurrent layers to learn the non-linear correlations
between signals and the patterns, over time. I have applied this approach on two
real UAV autopilot case studies: one from our industry partner, MicroPilot (MP
in short), with half a million lines of C code, and one widely used open source
solution: Paparazzi. I ran more than 1200 system-level tests in total (to generate
the input data) and inferred the system’s internal state, over time. In case of Pa-
parazzi, as it did not include system tests like MP, I created a tool that generates
and executes meaningful test scenarios. Comparison with several traditional time
series change point detection techniques showed that this approach improves
their performance by up to 102% in MP’s case and 94% in Paparazzi’s, in terms of
finding state change points, measured by F1 score. I also showed that this state
classification algorithm provides on average 90.45% F1 score for MP and 82.23%

for Paparazzi, which improves traditional classification algorithms by up to 17%
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Abstract

in MP’s case and 20% in Paparazzi’s.

In addition, by creating a hyper-parameter tuning pipeline using grid search
technique, despite having a way smaller training set in the second case study (7
times smaller compared to the first one), I managed to get a better performance,
up to 48% better, out of the neural network model as measured by 8 metrics. The
tuning performance is compared to using the same hyper-parameters that worked

for MP’s case, for Paparazzi.
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Chapter 1

Introduction

Automated specification mining or model inference Lo et al. (2011) is the process
of automatically reverse engineering a model of an existing software system. Be-
havioral models (e.g., state machines) are typically inferred from a running system
by abstracting the execution traces. The inferred models are useful artifacts in
many use cases where the actual behavior (abstracted as the inferred model) of
the system is needed for analysis, such as debugging Al-Sharif (2009); Shang et al.
(2013); Mashhadi et al. (2019), testing Walkinshaw (2018); Schieferdecker (2012);
Papadopoulos and Walkinshaw (2015); Dallmeier et al. (2011), anomalous behav-
ior detection Valdes and Skinner (2000), and requirements engineering Damas
et al. (2005).

Inferring a behavior model of a system in a black-box manner is particularly
interesting. In many real-world applications, the large-scale system is built by
integrating many off-the-shelf libraries that are only available as binaries (no
source code access). Thus, from a system’s point of view, knowing the exact
behavior of the system including all the interactions between black-box units are
needed for most run-time analysis.

Model inference techniques are generally grouped into static and dynamic
analysis categories. Static approaches use the code as their input data. They are
able to gather all the required information such as function call graphs for example
from the source code itself without a need to run the software. A typical dynamic

model inference pipeline, on the other hand, starts with running existing tests in
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the software to collect required data Papadopoulos and Walkinshaw (2015).

Most current behavioral model inference techniques are dynamic analysis
methods (usually are more accurate than static analysis for run-time behavior
inference) that require source code instrumentation to collect execution traces Lo
etal. (2011). A common theme in them is that they use the data collected as the
system functions in the wild. They either run existing test cases or instrument and
inspect the system being used in production. This is to have a diverse collection
of data that is also meaningful and representative of the actual system behaviour
in common use cases. These methods are usually helpful in unit-level analysis
where the instrumentation is not expensive and access to the code is allowed for
the unit under study. However, in the system-level, thorough instrumentation is
more expensive (even prohibitively expensive Mashhadi and Hemmati (2019))
and might not be even possible for some units (black-box libraries). Therefore,
for use cases such as system-level anomaly detection, testing, and debugging a
black-box behavior model inference that works on readily available input/outputs
of the system is crucial.

In this thesis, I propose a dynamic analysis method to detect the internal
state and the state changes in a black-box software system using deep learning. I
collected the numerical values of the inputs and outputs of the system, in regular
time intervals to create a multivariate time-series. A hybrid deep learning model
(including convolution and recurrent layers) was then trained on these time-
series to predict the state of the system at each point in time. The deep learning
model automatically performs feature extraction making it way more effective
and flexible compared to traditional methods. In addition, I do not make any
assumption about statistical properties of the data which makes it applicable to a
wide range of subjects.

I applied and evaluated this method on an autopilot software used in an Un-
manned Aerial Vehicle (UAV) system developed by our industry partner, Winnipeg-
based Micropilot Inc. In addition to that, I further replicated the results on another
highly capable and widely used autopilot, Paparazzi Hattenberger et al. (2014),
as well. I evaluated the method from two perspectives: how well the model can
detect the point in time when a state change happens? (RQs 1 and 3: Change Point

Detection (CPD)), and how accurately it can predict which state the system is in,
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during the execution? (RQs 2 and 4: State Classification). I also explored how and
to what extent does hyper-parameter tuning affect this method’s performance in
RQ5.

Comparing the proposed approach with state-of-the-art alternatives, shows
that it performs better in both change point and state detection. In MP’s case study
I observed 88.00% to 102.20% improvement in the F1 score of this CPD, compared
to traditional CPD techniques. In addition, I saw a 7.35% to 16.83% improvement
in the F1 score of state detection, compared to traditional classification algorithms
on a sliding window, over the data. The same numbers for the other case study
were 13% to 43% improvement in CPD and 77.20% to 87.97% improvement in
state detection.

The contributions of this thesis can be summarised as:

* Introducing the first (to the best of my knowledge) deep learning architec-

ture to infer behavior models from black-box software systems.

* Empirically evaluating the model and achieving very high accuracy com-
pared to baselines using two real-world and large-scale case studies on a
UAV autopilot system developed by our industry partner as well as an open

source UAV autopilot.

* Developed an automated fuzz testing tool capable of generating and exe-

cuting test cases for Paparazzi autopilot.

* Created a hyper-parameter tuning pipeline to optimize the performance of

the deep learning model.

Note that I have made all the source code, models, execution scripts, and
some of the data available online'. Due to confidentiality, the Micropilot dataset
cannot be shared publicly.

The rest of this thesis is organized as follows: In chapter 2 I explain further
how and in which contexts this research can be beneficial. Then in chapter 3 I go
through some background material and related papers this work is based on. In

chapter 4, I present my proposed method and model. The way it was evaluated

https://github.com/sea-lab/hybrid-net
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and the results are presented in chapter 5. I provide a summary of the paper

briefly discuss some paths for future continuation of this work in chapter 6.



Chapter 2

Motivation

Black-box components are ubiquitous in software development. Reusing high-
quality black-box units generally offers a better overall system quality and a higher
productivity Edwards (2001). The black-box units can be as small as a reusable
library, or as large as a framework (such as .NET before going open-source), or
a complete piece of software such as a remotely hosted web service. There are
also scenarios where the unit’s source code is not black-box in general, but not
accessible to a specific team that wishes to perform the dynamic analysis.

One particular interesting use case of system-level black-box analysis is infer-
ring run-time state model of a control software systems, where inputs/outputs
are signals to/from the system. These inputs/outputs are typically multivariate
time series, which are already logged in such systems (no overhead for instrumen-
tation). The goal is automatically detecting the high-level system state and its
changes, over time.

As discussed in section 1, we partnered with an autopilot manufacturer and
performed this study on their autopilot software. The goal was to determine
its internal state from its input/output signals, over time. In this scenario, the
inputs are the sensor readings going into autopilot and the outputs are command
signals sent to controller motors of the aircraft, showing autopilot’s reaction to
each input at each state. A state in this example is the high-level stage of a flight
and a state change happens when the current input values in the current state

trigger a constraint in the implementation that changes the way the output signals
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are generated.

In this example, the training set will consist of input and output values recorded
during one execution of the system, as a multivariate time series, along with state
ids (as labels) per time stamp. One execution of the autopilot will be the whole
flight process that may go through a “take-off” until a successful “landing”. De-
pending on the flight plan, autopilot goes through states such as “acceleration”,
“take-off”, “climbing”, “turning”, “descending”, etc.

During a flight, the autopilot monitors changes in the input values and makes
adjustments to its outputs in order to hold some invariants (predefined rules). For
example, if it is in the “hold altitude” mode, it monitors the altimeter’s readings
and when it goes out of the acceptable range, proportionate adjustments to the
throttle or the nose pitch will be made to get it back to the desired altitude. This is
basically how a typical feedback loop controller, such as PID or its variations work
Astréom (2008). When autopilot’s state changes from “hold altitude” to “descend
to X ft” state, the set of invariants that autopilot is trying to hold are changed. It
means its reactions to variations in inputs will be different. In this example, a
decreasing altimeter reading will not trigger an increase in the throttle anymore.

Looking at the time series, a domain expert can identify what the state of
autopilot is, at each point in time; the labeling process. Now the goal is to automate
this task on a test set (in practice, future flights), assuming a training set is labeled
by the experts (they only need to identify the state change time stamps, during a
flight).

This problem can be tackled in two ways. The first solution is to identify the
time stamp that the state change happens (i.e., Change Point Detection: RQ1);
The more advanced solution is to predict the exact state per time stamp (i.e.,
State Classification: RQ2). The classic CPD techniques on time series Truong
et al. (2018) are mainly applicable on univariate data or put assumptions on the
input/output distributions, thus not applicable in this case with multivariate
inputs and no assumptions or knowledge about the states’ distribution. The
classic state classification techniques in time series are also weak in that they fail
to balance between considering long-term relations or acting locally. The ones
that use a sliding window, for example, do not have a long-term memory. The

ones that act on the whole data on the other hand are too coarse-grained and
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inaccurate for this task.

Therefore, the motivation for this study is to provide a black-box technique that
can be applicable on both CPD and state classification problems, and overcome
the limitations of the existing techniques, in terms of capturing the non-linear
correlation between multivariate inputs and outputs as well as learning patterns
over a long period of time. My proposal, which will be explained in detail in
section 4, leverages the power of a deep neural network (DNN) with two types of
layers that are particularly useful for this problem: a) convolutional layers which
discover latent features from the data effectively through parameter sharing and
b) recurrent layers that play a significant role in problems dealing with time series
as they can learn long-term dependencies and seasonalities in the data.

This technique, after being trained, is useful for developers for debugging and
also detecting anomalous behaviour and more. Labeling states in a input/output
log is a common task in debugging process of these systems. However, it is a task
that can benefit from automation. Currently, in debugging process the developers
usually look at a subset of data and determine the states and state changes only
in that part because it is not the quickest task but it is useful. An automated state
detection technique can do this job accurately on the whole data thus making
their workflow faster, more accurate, and more convinient.

Though the motivational example, as well as the case study, are from the
UAV autopilot domain, the proposed method can be adapted to be applied to
similar black-box control software systems in domains such as IoT, intelligent

video surveillance, and self-driving cars.



Chapter 3

Background and Related Work

Unlike the numerous techniques in the literature for behavior model inference
Lang et al. (1998); Walkinshaw et al. (2016); Lo et al. (2007); Dallmeier et al. (2006)
which abstract a set of execution traces into states, my approach requires consum-
ing a multivariate time-series and detect the state changes across time and predict
the exact state labels. Thus, in this chapter, I briefly explain the existing tech-
niques for “Change Point Detection” and “State Prediction” in time-series, “State
Model Inference”, and “Automated Test Generation” that can serve as background
for my approach.

3.1 State Model Inference

Dynamic model inference as a sub-field of specification mining is a vast field
of research. There are model inference techniques for several different types of
models that can be made for software systems, for example Damas et al. infer
message sequence charts Damas et al. (2005), Lo et al. try inferring LSCs Lo et al.
(2007), and Lemieux et al. explore mining LTLs Lemieux et al. (2015). However
state models are a useful, popular, and widely researched type of model to infer.
Two major categories of state models are finite state machines (FSM), and their
extended version: EFSM. Extended Finite State Machines, are special kind of
state machines that have conditional expressions called “transition guards” on
their transitions Lorenzoli et al. (2008). A state transition can only happen if the
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transition guard evaluates as true.

Roughly speaking, dynamic EFSM inference algorithms generally take a trace
of “events” (along with perhaps some variable values) as their input Walkinshaw
et al. (2016) to infer a generalized finite state machine. They use the events to
find the state transitions and the values for detecting invariants and generating
the guard conditions on the transitions. k-tails, gk-tail, EDSM, and MINT are
examples of these algorithms, each improving upon the previous one Biermann
and Feldman (1972); Lorenzoli et al. (2008); Lang et al. (1998); Walkinshaw et al.
(2016). The data that is generated in software run time is quite varied; It can range
from the logs, to function calls, to network packets, to syscalls, and so forth. There
are several aspects to be considered for this matter: what kind of data is needed,
how are they going to be collected, what kind of model we are looking to have,
and how are they going to be used in model inference.

Walkinshaw et al., proposed an algorithm and developed a tool for state model
inference Walkinshaw et al. (2016). Their work is based on previous endeavors
on state merging algorithms such as gk-tail and k-tails Lorenzoli et al. (2008);
Biermann and Feldman (1972). Their approach requires two collections of ordered
events as input: a collection of positive examples which are events generated
during a successful execution of the software as well as a set of negative examples.
Each event there, is a function call; the log contains the list of functions that were
called along with their parameters.

K-Tails algorithm Biermann and Feldman (1972) generates FSMs from execu-
tion traces which can be flexible in form. gk-tail takes it to the next level by adding
transition guards to the state machine, making it an EFSM Lorenzoli et al. (2008).
The input to gk-tail should include parameter values to be used for inferring the
transition guards using Daikon Ernst et al. (2007).

As mentioned earlier, the input to dynamic model inference techniques can
be of many different types. Other than the above examples that take function call
logs as the execution trace, there are many other studies that used different types
of input. For example, In Synoptic Schneider et al. (2010) the communications
in a distributed system is being modeled as an automata and the events are the
logs generated by its components. Howar et al. Howar et al. (2012) generate state
models, with the events being high level actions such as ‘user registered.
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Krka et al., performed an empirical study on 4 different categories of model
inference algorithms to figure out what makes each group of methods more effec-
tive Krka et al. (2014). Beschastnikh et al., proposed a method to mine invariants
from partially ordered logs from concurrent/distributed systems Beschastnikh
et al. (2012). Invariants can be used to augment state models Beschastnikh et al.
(2014, 2011). Groz et al., use machine learning to heuristically infer state machine
models of a un-resettable black-box system Groz et al. (2018), however a signif-
icant difference between my method and theirs is that their method still relies
on discrete events (such as HTTP request and responses) while my method does
not assume that the input and outputs contain any kind of “events” happening at
certain times. My method aims to search for such events as change points in a
continuous stream of data as time series. Papadopoulos et al., proposed an active
learning method (with repeated interaction with a user) to model a black-box
system and generate test data Papadopoulos and Walkinshaw (2015). In Mashhadi
et al. (2019) a semi-interactive method for inferring state machines is proposed.
It requires instrumenting the source code (white-box) and performs dynamic
analysis of the system under study.

The important difference between these approaches and the problem I have
in hand is in the input format. All these expect the input data to be in form of
a list of ordered events; whereas in my approach I look at a continuous stream
of data, and it is my job to detect the events (in form of state transitions) just by

looking at the data.

3.2 Automated Test Generation

Automated testing is widely researched and ubiquitously used in the industry.
Software test execution can be automated using the state of practice tools such
as JUnit and Pytest. In such automated testing, a developer writes a test code
that runs their source code, gives it inputs, and compares its outputs with the
expected outputs to verify if the program is behaving correctly. However, in such
practices the test generation and design is still manual and only the execution,
evaluation and reporting is automated.

The next level in test automation is automated test generation, that is having

10



3. Background and Related Work

a tool that can automatically generate test code Ibrahim et al. (2007). There are
several approaches in the literature for tackling this problem. Model-based testing
approaches use specification models (inferred or hand crafted) to automate verifi-
cation of requirements. For example, Papadopoulos et al.’s method Papadopoulos
and Walkinshaw (2015) can generate test data using active learning. A similar
paper is the work by Volpato and Tretmans Volpato and Tretmans (2014) that use
state models for test generation.

Search-based testing approaches, use well-known search algorithms such
as evolutionary algorithms to generate test cases and test data. Random testing
approaches generate randomized input data for testing. For example, evo-suite is
a widely used test generation tool that uses evolutionary algorithms under the
hood Fraser and Arcuri (2011) to generate unit tests for Java applications. DART
and Randoop Godefroid et al. (2005); Pacheco and Ernst (2007) generate random
data to test the software. Feedback-directed random test generation is an step of
improvement over naive random test generation techniques Pacheco et al. (2007).
Fuzz testing is a similar approach to random test generation. DeepFuzz uses
fuzzing to generate syntactically valid C code to catch bugs in C compilers Liu et al.
(2019). Fairfuzz Lemieux and Sen (2018) monitors branch coverage of generated
inputs to guide fuzzing in a way that rare branches are also covered adequately.
For this thesis, I created an automated test generation and execution tool to have
more test data for one of the case studies. This tool is tailored specifically for
that software, minding all the invariants, valid input ranges, the protocol and

communication format, etc.

3.3 Change Point Detection

A fundamental tool in time-series data analysis is Change Point Detection (CPD).
It refers to the task of finding points of abrupt change in the underlying statistical
model or its parameters that could be a result of a state transition Aminikhanghahi
and Cook (2017). It is a well-studied subject due to its wide range of applications
Basseville et al. (1993). A multitude of statistical and algorithmic methods have
been tried to tackle several variations of CPD problem Chen and Gupta (2011);
Hasan et al. (2014); Hsu (1982); Lee and Lee (2017); Oh and Kim (2002); Ramos
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et al. (2016); Chowdhury et al. (2012); Reeves et al. (2007); Rosenfield et al. (2010);
Wang et al. (2011); Xie and Siegmund (2013); Yamanishi et al. (2004); Lavielle
(1999); many of which perform effectively on a subset of CPD problems with some
assumptions. The assumptions can be of various types. For example, one may
assume the time series has only one input variable (univariate) Fryzlewicz et al.
(2014), there is only one changing point Bai et al. (1998), or the number of change
points is known beforehand Lavielle (2005), or they might assume some statistical
properties on the data Chen and Gupta (2011); Takeuchi and Yamanishi (2006);
Idé and Tsuda (2007). These are limiting factors, since many of these assumptions
do not necessarily hold in this case. CPD techniques are categorized into two
main groups: a) online methods that process the data in real-time and b) offline
methods that start processing the data after receiving all the values Truong et al.
(2018). Since my model inference use case of CPD can afford waiting to collect all
historical training data, I considered only the offline techniques.

Ives and Dakos utilized locally linear models and used statistical significance
test to determine at which point the changes in model parameters are large enough
to signal a change in the state Ives and Dakos (2012). Blythe et al., used subspace
analysis to reduce data dimensionality to keep the most non-stationary dimen-
sions. This process helps detecting change points more effectively Blythe et al.
(2012). Several techniques have used penalty functions to find models that best
fit each segment of the signal Lavielle (1999, 2005); Keshavarz et al. (2018); Pein
etal. (2017); Khan et al. (2019). Desobry et al., and Hido et al., proposed methods
to indirectly use classifiers such as SVM to detect change points Desobry et al.
(2005); Hido et al. (2008); Khan (2019). I applied their approach on the data in
hand in early stages of the research but it could not perform as others. Lee et
al., trained deep auto encoder networks that learns latent features in the data
to detect change points Lee et al. (2018). Ebrahimzadeh et al., proposed what
they call a pyramid recurrent neural network architecture, which is resilient to
missing to detect patterns that are warped in time Ebrahimzadeh et al. (2019).
There is also a family of methods based on Bayesian models that focus on finding
changes in parameters of underlying distributions of the data Lee et al. (2018);
Adams and MacKay (2007); Bai (1997); Barry and Hartigan (1993); Erdman and
Emerson (2008); Ray and Tsay (2002).
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Making assumptions about the data such as its distribution or the distribution
of change points across the time and relying on basic statistical properties are the
two major short comings of traditional CPD methods Lee et al. (2018), which my
proposed approach has overcome.

In general, CPD algorithms consist of two major components: a) the search
method and b) the cost function Truong et al. (2018). Search methods are either
exact or approximate. For instance, Pelt is the most efficient exact search method
in the CPD literature, which uses pruning Killick et al. (2012). Approximate meth-
ods include window-based Basseville et al. (1993), bottom-up Keogh et al. (2001),
binary segmentation Scott and Knott (1974), and more. In the window-based
segmentation a sliding window is rolled over the data and then sum of costs of left
and right half-windows is subtracted from the cost of the whole window. When the
difference gets significantly high it means that the discrepancy between left and
right half of the window is high and therefore a change point probably lies right
in the middle of the window. In the bottom-up method, the input signal is split
into multiple smaller parts, then using a similarity measure adjacent segments
are merged until no more merges are feasible. The binary segmentation method
finds one change point and splits the input into two parts around that point and
then recursively applies the same method on each part.

The cost functions are also quite various, from simply subtracting each point
from the mean to much more complex metrics, such as auto-regressive cost
functions Angelosante and Giannakis (2012), and kernel-based cost functions.
Kernel-based costs can have a wide variety, since the kernel function can be
almost arbitrary, however a handful of them such as linear and Gaussian kernels
are among the most popular ones Truong et al. (2018).

In the context of this thesis, we need a CPD method with no assumption on
data distribution, number of change points, etc. In addition, my CPD method
should work on multivariate data, and be able to capture non-linear relations
between signals. It also needs to be resilient to time lags between an input signal
change and its effect on the output signal (and the systems state). There is no
traditional CPD algorithms that covers all these requirements. Therefore, I pro-
pose a novel CPD techniques that is based on Hybrid DNNs and compare it with

several existing CPD techniques as comparison baselines, which are explained in
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details in section 5.

3.4 Convolutional and Recurrent Neural Networks

In both my problems (CPD and state classification), one can see that the changes
in signals are more informative than their absolute values. Therefore, applying a
derivation operation (or more generally a gradient) seems like necessary, at some
point in the processing. Farid and Simoncelli listed some discrete derivation
kernels in their study Farid and Simoncelli (2004), but to have a more generalized
and more flexible notion of discrete derivatives, convolutions seems like a better
choice to apply. Nowadays, applying convolutional filters on signals is pretty
much a standard process in signal processing studies that leverage deep learning
Morales and Roggen (2016); Zeng et al. (2014); Yang et al. (2015). Convolutional
neural networks (CNNs) can learn to find features in a multidimensional input
while being less sensitive to the exact location of the feature in the input LeCun
et al. (2015). In the forward pass of a convolutional layer, multiple filters are
applied to the input. It means that in a trained neural net, multiple features can
be leaned in one single convolutional layer.

Recurrent neural networks (RNN) have shown great performance in analysing
sequential data such as machine translation, time-series prediction, and time-
series classification Cho et al. (2014); Zhang and Xiao (2000); Wang et al. (2017);
Murad and Pyun (2017); Yang et al. (2015); Ordoéfiez and Roggen (2016). RNNs
can capture long-term temporal dependencies which is quite useful to solve this
problem. Che et al. (2018) For example, they might learn that “climb” state in a
UAV autopilot usually follows “take off”. Therefore, while it is outputting “take
off” it anticipates what the next state will probably be and as soon as its input
features start shifting, it detects the onset of a state change. It will help the model
to better predict the system’s behavior and be quicker to detect state changes in a
way that could hardly be achieved with classic methods. Therefore, in this thesis,
I combine the CNNs and RNNs to create what is known as a hybrid deep neural
network Wang et al. (2017) to use for both CPD and state classification problems,
in this context.
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3.5 Using Deep Learning on Time Series Data

Human activity recognition (HAR) is a well researched task which is quite relevant
to the problem of black-box model inference. In HAR, just like in this context, a
multivariate time series data is created from various sensors on a human body.
The goal is to figure out what was the activity that human was performing in
different time intervals. The sensors can be body worn accelerometers, or more
generic sensors such as the ones found in a smart watch or a smartphone. Murad
et al., Murad and Pyun (2017) have shown deep RNNs outperform fully convo-
lutional networks and deep belief networks in HAR task. Hybrid models are the
combination of some deep architectures Wang et al. (2019), such as a CNN + RNN
or a CNN + a fully connected net. Morales et al., have shown the former preforms
better than the latter in HAR Morales and Roggen (2016). Yao et al., Yao et al.
(2017) introduced a CNN + RNN architecture that outperforms the state of the art
both in classification and in regression tasks. Similar results have been shown in
other works such as Ordofiez and Roggen (2016); Singh et al. (2017); Zheng et al.
(2016), as well.

Another related topic here is the time series classification. However, time
series classification techniques often output only one label classifying entire data,
thus not applicable in this context. What is more related to my problem is called
“segmentation”, using the computer vision terminology (not be confused with time
series segmentation, such as Lemire (2007)). U-net is one of the promising auto-
encoder architectures for image segmentation Ronneberger et al. (2015). Perslev
et al., developed a similar idea for time-series to capture long-term dependencies
and called it U-time Perslev et al. (2019). It is fully convolutional and does not
use memory cells (recurrent cells). A fully convolutional model can perform very
well, since convolutions operate locally and image segments are large chunks of
pixels in the 2D space and capturing local features using neighbouring pixels is
quite useful. However, it cannot necessarily be as powerful on a more limited
1D data of time-series with different characteristics from an image. U-time’s
design is optimized for the task of sleep phase detection, which does not have very
clear boundaries between states and also the state changes are quite infrequent.

Therefore, the same method does not necessarily generalize to tasks such as mine,
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where I cannot make assumptions about frequency of state changes.

3.6 Definitions

Software Model: "A model is a representation in a certain medium of something
in the same or another medium."..."The model has both semantics and notation
and can take various forms that include both pictures and text. The model is in-
tended to be easier to use for certain purposes than the final system." Rumbaugh
et al. (2004)

Program State: "The finite state machine introduces a concept of a state as in-
formation about its past history. All states represent all possible situations in

"

which the state machine may ever be. "..."The history of input changes required
for clear determination of the state machine behavior is stored in an internal
variable State."200 (2006) Software State Model: An abstract model of a software
that represents high-level behaviour of the software in relation to its inputs. Finite
state machines, a graph of system states and the transitions between them, are a
common example of behavioural state models.

Artificial Neural Network (ANN): A mathematical function composed of other
smaller functions (neurons and layers) that map its input to the output. The
function parameters are optimized during “training” phase to find the best fitting
function to the (X, y) examples. Goodfellow et al. (2016)

Convolutional Neural Network (CNN): A ANN that has convolutional layers. Con-
volutional layers apply a convolution operation on their input. This operation is a
weighted average of a walking window of input’s elements with weights being the
convolution kernel matrix.

Recurrent Neural Network (RNN): A ANN that uses recurrent cells, which are
cells that their output depends both on the currect input and its internal state
matrix.

Hybrid Deep Neural Network: A neural network model that combines two other
architectures such as CNN + RNN, CNN + dense, RNN + RBE, CNN + RBE, etc.
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Chapter 4

Hybrid Neural Network for State

Inference

In this section, I describe my proposed deep learning approach for the black-box

state inference task, in details.

4.1 The Model Architecture

The goal of this study is to infer the states of a running software system, over time.
Given that my assumption is we don’t have access to the source code (or part of it),
I only leverage the values of inputs and outputs of the system, over time. As can
be seen in figure 4.1, I capture all the inputs and outputs of the system as a time
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Figure 4.1: The input and output signals of the black-box system are captured
as a multivariate time series; they are processed in a deep neural network that
consists of 3 sections: convolutional, recurrent, and dense (fully connected) to
predict the system’s internal state and its changes over time.
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series and then process it in a DNN. The architecture of my proposed model is a
hybrid DNN which is inspired by models proposed in the field of Human Activity
Recognition (HAR). This task is quite similar to the subject of this thesis in the
sense that they both take in a multivariate time series-data (from sensor readings)
and output the state of the system that generated those readings (see section 3.5
for more details on HAR papers). This DNN is made of three parts in sequence:
1) Convolutional, 2) Recurrent, and 3) Fully connected layers. This architecture
addresses the aforementioned traditional methods’ challenges; each part serves a
different purpose in this process, as follows.

Convolutions, being more generalized than simple sliding windows, can dis-
cover patterns and features in the signals, both in temporal and in spatial (how
signals affect each other) dimensions Wang et al. (2017). The convolutional lay-
ers’ flexibility allows them to learn some typical preprocessing operations. For
example a moving average or a discrete derivative can be learned as simple con-
volutional filters. They also help the model to be more resilient to varying time
delays between noticing a deviation in input signals and the reaction that will
appear in the output signals. Applying convolutional layers in sequence has been
shown to result in each layer learning more complex features than the previous
layers Zeiler and Fergus (2014). The number of layers, filters, and the kernel size
are hyper-parameters that should be selected based on the size of data and the
complexity of the system being modeled. Using a sequence of convolutions with
a) increasing number of filters and the same kernel size, b) same number of fil-
ters and increasing kernel size, and c) decreasing filters with increasing kernel
sizes are all different approaches that have been used in the literature by well-
known architectures such as VGG and U-net Simonyan and Zisserman (2014);
Ronneberger et al. (2015). I will discuss more details of CNN layers in my approach
in Section 4.3.

Convolutions are quite powerful in discovering local features. To capture
long-term features, recurrent layers which learn sequences of data are leveraged.
For example, in my case, they can learn that “accelerate” and “take off” states
only happen in the start of the states sequence, and each “take off” state is usually
followed by a “climb” state. The type of recurrent cell to use (LSTM, GRU, etc.),

how many cells to unravel in the layer, and the number of layers are also hyper-
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parameters that need to be tuned depending on the size and complexity of the
system under study.

Finally, one or more dense (fully connected) layers in the end are a common
way of reducing the dimensions to match expected output dimensions. If there
are only two states, the last layer can have a sigmoid activation function and be of
shape L (the length of the input), otherwise, to match the one-hot encoding of
labels, an output of shape L x N; with softmax activation along the second axis
(N;) is required (N; being the number of possible states).

In terms of loss function to optimize in the training process, a good choice
is a dice overlap loss function, which is used in image semantic segmentation
tasks, as well. An important property of this loss function is not getting negatively
affected by class imbalances Milletari et al. (2016); Sudre et al. (2017).

4.2 DataEncoding

The input/output values of the black-box system create a multivariate time-series
(Tr), which can be defined as a set of n univariate time series (V;) of the same
length [;.. Each V; corresponds to the recorded values for one of the inputs or
outputs of the system:

T ={Vi, Varr-oor Vi (4.1)

Vikl=1Vagl=-.. =Vl = L 4.2)

Note that, as figure 4.1 shows, we take both inputs and outputs as part of the
time-series data to be fed as input into my deep learning models. This is to make
sure that we can model state-based behavior of the system, where the current state
depends not only on the inputs, but also on the last state(s) (captured as previous
outputs) of the system. As an example, from the case study; if the outputs are not
taken into account a mid-flight “descend” state and the “approach” state right
before landing are indistinguishable, using the sensor readings (inputs) alone.

Having such a time-series, the only remaining pieces from a training set are the
labels. Unlike the input/output values (the features in the dataset) the labels are
not usually given. My method to infer the labels is a supervised approach. Thus,
we need the domain expert to manually label each individual time stamp with
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a state name/ID. In practice, what they would do is to identify the approximate
time that a state change happens and assign the new state to one of the previous
states labels or define a new label for this new state. Thus I encode the states
information over time as a set of tuples in the form of (¢, s) where ¢; denotes the
timestamp where the system entered state s. We show the set of all possible states
with S (s € S) and define N; as the cardinality of this set.

CP.={(ts,, 1) (L5, $2),-- 0, (L5, 51)}, i €S
Ns:|S|

(4.3)

So in summary, the dataset consists of N pairs of the I/O values as features and
their state information as labels {(X =T, y=CPJ)I< k<N }

4.2.1 Data Preprocessing

Before being fed into the model .7 (as defined below), the inputs and labels need
some preprocessing.
F(5(T), m): RM" xR — ST (4.4)

To run more efficiently, TensorFlow expects all the inputs to have the same length.
To do that, the shorter T;s should be zero-padded to length L = max{l;}. The
padding function 6 does that. Therefore, eventually, the input to the model will
be Tis that are rearranged to form a tensor of shape n x L along with a padding
mask (denoted with m). The mask tells the model where the tail starts so the

model can ignore all the zeros from there on.

0=(0,€8)L,=Z (6T 6(V)" ... 6(V,)"], m)

6(1) 1ie. (mj>§':1:1r<mj>]L':l+1:0

(4.5)

m

Here I denotes the length of the input before padding. It is equal to [, for the kth
training data (7).

As defined in (4.3), C P.s are tuples of (£, s) which indicate the system have
gone into state s at time ¢. To train the model, C P, needs to be expanded into a
vector of length L denoted by O where each element o, holds the state at time ¢.

To define it formally, the elements can be derived from C P, using the following
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formula:

OZ(VtENL:Sil(tsirsi)ecpk/\ 4.6)

ts, =max{ty; |(ts,s;)€ CP A tg, < t})
For example: Suppose L = 10 and CP = {(0,a), (3,b), (5,¢c), (8,a)} then O =
(aaabbcccaa). If there are more than two possible states (INV; > 2), O needs

to be one-hot encoded, at this stage.

4.3 The Model Implementation

The first few layers of the model are convolutional layers. I used 5 convolutional
layers with 64 filters each and a growing kernel size. The intuition behind this
design is that starting with a small kernel guides the training in a way that the
first layers learn simpler more local features that fits in their window (kernel size).
Kernel sizes started with 3 since it is a common number in the literature for kernel
sizes, then I used multiples of 5 from 5 to 20. The rationale behind choosing
5 is because the sampling frequency is 5, so each layer with a kernel size of 5n
processes a whole n seconds worth of simulation data, in each step. Stopping
at kernel size of 20 was a compromise between generalizability and model size.
Generally, a larger model has more learning capacity, but it is also more prone
to over-fitting. The current models are the smallest I could make the models (to
avoid over-fitting), without compromising the performance.

Same compromise was made in the second section of the model (Recurrent
layers), the sweet spot for hyper-parameters here was to use two GRU layers with
128 cells each. Their output was fed into a fully connected layer with 128 neurons
with a leaky ReLU (a = 0.3) activation function Maas et al. (2013) and finally to a
dense layer with N; = 25 units with softmax activation. I used Adam optimizer
Kingma and Ba (2014) that could converge in 60-80 epochs, i.e. validation accuracy

plateaued. The full architecture can be seen in figure 4.2.
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Chapter 5

Empirical Evaluation

In this section, I explain my empirical evaluation process of the proposed ap-

proach through two case studies.

5.1 The Study Objectives

The goals of this study is to evaluate the proposed method in terms of change
point detection and state inference, in comparison to traditional techniques in

this domain. Therefore, the research questions are as follows:

5.1.1 RQ 1) How does the proposed technique perform in detecting
the state changes?

The goal of this RQ is to see how close the predicted state-change times are to the
real state-change times. In other words, in RQ1, we do not predict the exact state
labels and are only interested in predicting the change. To answer this question,
I compare the performance of my proposed approach with several traditional
baselines (see 5.3.1), in terms of modified precision, recall, and F1 scores that are

introduced in section 5.2.1, in the context of an industrial autopilot case study.

23



5. Empirical Evaluation

5.1.2 RQ 2) How well does the proposed technique predict the
internal state of the system?

In RQ1, we are only interested in detecting the time a state-change happens
(binary classification), but here in RQ2, I extend that and are also interested in
predicting the label of the new state that the system is going into (multi-class
classification). Therefore, to answer this RQ, I change the labels from a Boolean
(changed/not changed) to the actual collected labels. The evaluation of this RQ is

again in the context of the industrial autopilot case study.

5.1.3 RQ 3) Can the results be replicated with regards to state change
point detection (RQ1) on another case study?

In the first two research question, I evaluate my proposed model inference tech-
nique on the data collected from our industry partner, MicroPilot. However, to
assess the generalizability of the findings, a replication on a similar software is
quite helpful. In this RQ and the next one I want to explore how my method

performs on Paparazzi, an open source equivalent to MP'’s autopilot.

5.1.4 RQ 4) Can the results of internal state prediction task (RQ2) be
replicated on Paparazzi autopilot?

I fed the data to a number of classic machine learning algorithms as baselines. The
problem setting is a multi-class classification, though with Paparazzi, the number
of classes are smaller. There are 20 possible states in Paparazzi as opposed to
MicroPilot’s 25. This is due to their design differences in defining a mission and

controlling an automated vehicle (the aircraft) to perform it.

5.1.5 RQ 5) How will hyper-parameter tuning affect the results?

This method is sensitive to the choice of hyper parameters. They need to be tuned
for each case since the same values that worked well for one case study will not
necessarily work well with another one. Hyper-parameters include the number

of convolutional layers, number of convolutional filters in each layer, number

"MicroPilot
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of recurrent cells, and optimizer parameters such as learning rate. There are no
gold standards for the values of these parameters, they need to be tuned for each

problem.

5.2 Evaluation Metrics

5.2.1 CPD Performance Metrics (RQs 1, 3, and 5)

Given that in RQ1 there is an inherent class imbalance (there are far more points
where a change has not happened compared to points with a state-change positive
label), I avoid using accuracy and report both precision and recall. However, the
original precision/recall metrics require some modifications due to the difficulty
of predicting the exact time stamp that a state-change happened. To handle
this, similar to related work Truong et al. (2018), I use a tolerance margin 7. If a
detected state-change (€ C'P}.) is within £7 of a true change (€ CP}) , we call the
prediction a True Positive, otherwise it is a False Positive. Similar adjustment to
definition is applied for True Negative and False Negative. Formally speaking, I

define predicted change points for k-th sample as:
CPe={(t,6,)|0, # 0,1} (5.1

Please note that in (5.1), 6, refers to ¢-th element of output vector O, as previously

defined in (4.5). Based on that the confusion matrix elements are calculated as:
TP = ‘{(f,gt)e CP |3(t,s)€ CResit |t — 1] < T}‘
Fp= ‘{(f,ft)e CP |B(t,s) € CResit |t — 1] < T}‘ (5.2)
FN= ‘{(t,st)e CP|#(2,8)e CPysit |t —1] < T}‘
With these in mind, I measure precision, recall, and their harmonic mean F1 Score
with three values for 7: 1, 3, and 5 seconds. The smaller the tolerance is the stricter
the definitions become and the lower the numbers are.

5.2.2 State detection metrics (RQs 2, 4, and 5)

In RQ2, we have a multi-class classification problem and thus multiple precision-

s/recalls will be calculated, one per class (state label). I then report the mean
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value across all classes.
P={3,€ 0|5 =5}
Ts:{steOk}st:s} (5.3)
TP, ={§ €P;|$ =5,€0}
Ny Ny

1 TP, 1 TP
Precision:—z| d , Recall:—zl d
N; | Py | N | T4

s=1 s=1

5.3 Comparison Baselines

5.3.1 CPD baselines (RQs 1 and 3)

Tused ‘Tuptures’ library developed by authors of a recent CPD survey study Truong
etal. (2018). It provides a modular framework for applying several CPD algorithms
to univariate and multivariate data. As mentioned earlier two main elements of
a CPD algorithm in their survey are the search method and the cost function. I

tried every possible combination of these two.

5.3.2 Multi-class classification baselines (RQs 2 and 4)

I used Scikit-learn’s implementation of the classification algorithms: A ridge
classifier (Logistic regression with L2 regularization) and three decision trees. The
ridge classifier was configured to use the built-in cross validation to automatically
chose the best regularization hyper-parameter « in the range of 107 to 10°. Each
decision tree was regularized by setting “maximum number of features” and

“maximum depth”.

5.4 Experiment Design

So far, we have a good understanding and a big picture about the design of experi-
ments conducted in this study. In this section I provide the details on experiment
configurations as well as my rationale on specific design choices that require some

more explanation.
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5.4.1 CPD (RQs1 and 3)

There are three search methods implemented in “ruptures” library which were
suitable to use in my experiments. Pelt Killick et al. (2012) is the most efficient
exact search method. Two other ones are approximate search methods: bottom-
up segmentation and window-based search method. After trying to run Pelt
algorithm on MicroPilot’s data, I realized that it takes prohibitively longer to run
compared to the approximate methods without providing much better results, so
I only use the bottom-up and the window-based segmentation methods, as the
CPD baselines in RQ1. Fortunately, for RQ 3 with smaller dataset size of Paparazzi,
it was feasible (though still really time-consuming) to try “Pelt” as well, making
the replication question richer in that sense. When using window-based search
method, I left the window size parameter with the default size of 100 Keogh et al.
(2001).

For the cost function, I tried “Least Absolute Deviation”, “Least Squared De-

i ” «

viation”, “Gaussian Process Change”, “Kernelized Mean Change”, “Linear Model
Change”, “Rank-based Cost Function”, and “Auto-regressive model change” as
defined in the library. Their parameters were left as default. To optimize the
number of change points a penalty value (linearly proportionate to the number of
detected change points) is added to the cost function, which limits the number of
detected change points, the higher the penalty the fewer reported change points.

We tried three different ratios (100, 500, and 1000) for the penalty.

5.4.2 Multi-class classification (RQs 2 and 4)

To prepare the data to be fed to the classification algorithms, I used a sliding
window of width w over the 10 time-series values and then flattened it to make a
vector of size 10w as the features. For the labels, I used one-hot encoded state of
the system. The window sizes were chosen as same as the sizes of convolutional
layers’ kernel sizes (3, 5, 10, 15, 20), to make the baselines better comparable with
my method.

As stated already, the ridge classifier was configured to use the built-in cross
validation to automatically chose the best regularization hyper-parameter a. To

regularize the decision trees I tried: no limits, v 10w, and log, 10w for “maximum
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number of features” regularization parameter. To find best “maximum depth” I
first tried having no upper bound and observed how deep the tree grows; then I
tried multiple numbers less than the maximum, until a drop in performance was
observed.

In RQ4 I used the same configurations and procedures as the MP’s case (RQ2),
with the only difference being on removing the depth limit from the decision
trees. Tuning the depth limit was an arduous and inaccurate task that resulted in
minimal improvements (if any, as will be seen in the RQ2’s answer later on), so it
was not worth the time. Overall, I ran (1 + 3) x 6 = 24 different settings for classic

learning algorithms to answer RQ4.

5.4.3 Hyper-parameter optimization (RQ 5)

I designed a model creation and evaluation pipeline that takes hyper-parameters
as the input and outputs the model performance scores on test data (a.k.a. tuning
data) as its output. The hyper-parameters that I searched over are:

* Number of GRU layers: 1 or 2

Number of GRU cells in the recurrent section: 5 values between 64 and 512

Number of convolutional filters in each layer: 5 values between 16 to 72

The size of convolution kernels and the number of convolutional layers:
between 3 to 6 layers with increasing kernel size, starting from kernel sizes
3orb

The learning rate of Adam optimizer: 3 values from 3 x 107 to 3 x 1073

Please refer to figure 4.2 for a recap on these hyper-parameters. I performed a
grid search over these parameters, using Tensor Board for keeping track of the
metrics and finding the right balance. Tensor Board is a monitoring tool made for
TensorFlow that provides great insight for better training TensorFlow models. In
total, there were 520 configurations that were used to train models on training

dataset and evaluated on test (tuning) dataset.
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5.4.4 Choice of Paparazzi for the case study

Paparazzi Hattenberger et al. (2014) project started in 2003 as an academic au-
topilot and continues to be developed with the state of the art in the autonomous
flying vehicle’s field. Another major player in open source autopilot software scene
is ArduPlane; however I chose to do this study only on Paparazzi for the following
reasons: Paparazzi is a more capable and well designed solution in general. A
detailed comparison about how Paparazzi is superior to ArduPlane can be read
athttps://wiki.paparazziuav.org/wiki/Paparazzi_vs_X. In addition
to that, after doing a preliminary study, I found out that Paparazzi has a more
straightforward and robust protocol for remote controlling and data collection,
as will be explained in detail in section 5.5.2. Furthermore, Paparazzi supports
multiple flight dynamic model (FDM) simulators. One of them is JBSim? which
provides an advanced physical model of complex dynamics in air-frames and
sensors for an accurate and close to the reality simulation.

5.4.5 Experiment Execution Environment

Training and evaluation of the deep learning model was done on a single node
running Ubuntu 18.04 LTS (Linux 5.3.0) equipped with Intel Core i7-9700 CPU, 32
gigabytes of main memory, and 8 gigabytes of GPU memory on a NVIDIA GeForce
RTX 2080 graphics card. The code was implemented using Keras on TensorFlow
2.0 Abadi et al. (2015).

The baseline models could not fit on that machine, so two nodes on Compute
Canada’s Beluga cluster, one with 6 CPUs and 75GiB of memory and one with 16
CPUs and 64GiB of memory, were used to train and evaluate them.

5.5 Data Collection

In this section more details on how data was collected from each system will be

presented.

2http://jsbsim.sourceforge.net/
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5.5.1 MicroPilot Autopilot
5.5.1.1 About MicroPilot’s Design

MicroPilot’s autopilot is a commercial autopilot with a codebase of 500k lines of C
code. Micropilot is the world-leader in professional UAV autopilot which develops
both hardware and software for 1000+ clients (including NASA, Raytheon, and
Northrop Grumman) in 85+ countries during the past 20+ years.

The primary control mechanism in the autopilot is a hierarchy of PID loops,
as explained both in chapter 2 and 4. High level commands are loaded on the
autopilot as a flight plan. The flight plan looks like “takeoff, climb to 300 feet, go to
waypointA, go to waypoint B, land”. These commands determine which PID loops
must be activated and what should their ‘desired values’ be. For example, a “go to
waypoint A” command activates a PID loop that tries to minimize the distance
between current location of the aircraft and point A. This is a high level loop
that activates other lower-level PID loops to achieve its goal. Those lower level
loops can be one to maintain the altitude and another loop that keeps the aircraft
heading on the straight line from current location to point A. This hierarchical
chain of ‘higher-level goals controlling lower level ones’ goes on, down to the level

that directly controls aerodynamic surfaces of the aircraft.

5.5.1.2 Instrumentation

Control decisions in this software are made in a 5Hz loop, it means that every
200ms all the sensor inputs are read and based on the current state of the aircraft
and the system’s goal at the moment (e.g. maintaining a constant speed) decisions
will be made and output is generated. Considering this, the best way to capture
those data is in the end of each iteration of this loop. I inserted instrumentation
code there, to log input and output values (listed in Table 5.1) at the exact spot
where they are updated. Please note that although it is more convenient to capture
the values in this way, it does not give us any special advantage or insight that
breaks the black-box condition. In other words, the exact same data could be
collected from the compiled binaries without any access to the internals, just with

extra steps. Inputs and outputs, after all, are the very least thing available in both
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Table 5.1: The n =10 collected I/Os of autopilot. The inputs are sensor readings
and the outputs are the servo position update commands. All these I/Os over
time are used as the inputs of the state prediction model.

Inputs

Pitch The angle that aircraft’s nose makes with the horizon around lateral
axis

Roll The angle of aircraft’s wings make with the horizon around longi-
tudinal axis

Yaw The rotation angle of aircraft around the vertical axis

Altitude  AGL*Altitude
Air speed Speed of the aircraft relative to the air

Outputs

Elevator  Control surfaces that control the Pitch

Aileron Control surfaces that control the Roll

Rudder Control surface that controls the Yaw

Throttle  Controller of engine’s power, ranges from 0 to 1

Flaps Surfaces of back of the wings that provide extra lift at low speeds,
usually used during the landing

black-box and white-box settings.

5.5.1.3 Test Scenarios

MicroPilot has a repository of 948 system tests, I ran them in a software simulator®
and collected the logged flight data, over time. The test cases are system-level
tests. Each test case includes a flight scenario for various supported aircraft. A
flight scenario goes through different phases in a flight such as “take off”, “climb”,
“cruise”, “hitting way points”, and “landing”. Out of the 948 flight logs, I omitted
60 that were either too short or too long (shorter than 200 samples or longer than
20k samples). Figure 5.1 shows the distribution of the remaining log lengths. The
maximum length (L) was 18,000 samples.

31t is developed by MicroPilot and provides an accurate simulation of the aerodynamic forces
on the aircraft, the physical environment irregularities (e.g. unexpected wind gusts), and noises in
sensor readings

“Above Ground Level
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Figure 5.1: Distribution of flight log lengths for the N =888 (out of the original
948 available logs) logs that were kept in the dataset (200 < ;. < 20,000), from
MicroPilot.

The data was randomly split into three chunks of 90%, 5%, and 5% for training,
validation, and testing, where each sample corresponds to one test execution.
Note that separate test and validation sets are needed to facilitate proper hyper-
parameters tuning, without leaking information.

Please note that these test scenarios are simulated on multiple different air-
frames with very different aerodynamics and even different types of control sur-
faces (some do not have a rudder for example); I did not group the data based on
the airframe. I did this to reduce the chance of overfitting and increase generaliz-
ability of the trained model; however it seems obvious (although it did not try it)
that if one does that the resulting models would work better for the specialized
airframes they will be trained on.

The autopilot can be used in SWIL and HWIL modes Melmoth et al. (2019),
which stand for software in the loop and hardware in the loop respectively. I used
SWIL mode as it provides what was needed without any of the costs and hassles
that come from HWIL mode.
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5.5.2 Paparazzi
5.5.2.1 Instrumentation

Paparazzi provides a rich and flexible API that can be configured to record several
different parameters in flight. The aircraft periodically sends data back to the
ground station over a wireless link using a protocol called Paparazzi link. Pa-
parazzi link is built over Ivy, a message bus protocol that uses UDP. In Paparazzi’s
architecture a process called ‘link’ interfaces the wireless link to the aircraft to
the computer’s network; on one side are the Paparazzi link messages that come
and go as UDP datagrams and on its other side is the (often wireless®) connection
to the aircraft. In simulations, the modem and wireless communications are no
longer needed, instead the autopilot runs as a separate process and mimics a
wireless channel over the local network. (See Figure 5.2)

Paparazzi comes with a multitude of small tools that could do most of what
I needed in terms of instrumentation. There is a remote logger and a log player
which are quite close to the instrumentation tool I need, however upon trying
them in action, I figured that they cannot record some of the information that I

need. Therefore, I developed a custom flight data recorder tool.

5.5.2.2 Test Scenarios

Unlike MicroPilot that had a large a number of system tests (in addition to other
types of tests such as unit tests which I did not use), Paparazzi comes with only
unit tests. As it is an open source software under GPL licence it comes with
no warranty and also does not need certain certifications and approvals that
commercial systems require, therefore incentives to have such tests are lower.
Although it is a reliable and widely used autopilot, it owes that reliability more to
its widespread use in action (by many researchers and enthusiasts) rather than
automated tests that verify its behaviour. In this situation, where many eyes are
watching over the code, bugs are discovered and patched quickly. However, to the
best of my knowledge they are not recorded as system tests that verify the bugs

are properly patched and detect regressions, in the future.

5A wired connection is used in HWIL test mode as well as some scenarios where the autopilot
equipment is used in a autonomous submarine rather than an autonomous unmanned aircraft.
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Figure 5.2: High level overview of communication links architecture in Paparazzi,
including the components I added for this study’s purpose. Diagram re-illustrated
based on a diagram in Hattenberger et al. (2014) with some modifications.

To fill the void, I created a fuzz testing tool that can automatically generate
valid, diverse, and meaningful automated system tests for Paparazzi based on
the example flight plan that is included with it. My tool can automatically gen-
erate system tests, run them in a simulator (or on hardware®), and also collect
required telemetry data from the aircraft. It is called PprzTester and the source
code, version history, project planning data (bugs, enhancements, tasks and is-
sues, etc), and the documentations are available on GitHub at https://github.

com/MJafarMashhadi/pprz_tester. The targeted randomizations in test in-

6Although I have not tested running tests on a hardware (HWIL) to confirm, but having imple-
mented the protocol it potentially is capable of doing so
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puts are augmented with the stochastic wind model in the simulation to further
diversify the observed behaviours.

In addition to that tool, I needed to patch some parts of Paparazzi to make the
logging and testing more similar to MicroPilot, for example increase telemetry
reporting rate from 2Hz to 5Hz. A list of these patches including the reason
why that change was necessary or beneficial and the exact lines of code that
need to be changed is available in the project wiki at https://github.com/
MJafarMashhadi/pprz_tester/wiki/Paparazzi-Patches. Aside from the
patches, I found some bugs, missing features, missing documentations, and
bad smells in the code that needed to be fixed. I contributed new code and
documentation to the Paparazzi project to address these issues. The contributions
were useful, up to the standards, and welcome in the project; they are included in
the latest release’ of Paparazzi autopilot: version 5.16.

More details about the tool is left for next section, section 5.5.4. The result
of generating and running tests was 378 runs worth of different flight scenar-
ios. After collecting the data I performed some pre-processing steps on them to
make them more similar to what the previous model was trained on. These pre-
processing steps include normalizing some values as well as metric to imperial
unit conversions.

Figure 5.3 shows the distribution of the test lengths. The test lengths range
from 140 samples (70 seconds) to 2,580 samples, with a median of 2,170 and a
mean of 1896.

The data was split into 3 chunks after shuffling: 70% of the data was used for
training, 20% was used as the test set for tuning the hyper-parameters, and the
remaining 10% was set aside as the validation data to measure the trained model’s

performance.

5.5.3 Labeling The Data

In the empirical study to evaluate this approach, I use the source code to collect
the exact time a state-change happens and the actual state labels (ground truth).

However, in practice, labeling the training set is supposed to be done by the

7as of August 3rd, 2020
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Figure 5.3: The histogram of number of tests of different test sizes. The smallest
samples contains 140 samples worth of recorded flight data and the largest one
has 2,580 samples, equivalent of a 516-second flight (Sampling rate is 5Hz).

domain expert in a black-box manner. This is not an infeasible task or extra
overhead. Monitoring the logs and identifying the current system state is in fact
part of the developers/testers regular practice during inspection and debugging.
All that is provided here is a tool that given a partial labeling (only on the training
set), automatically predict the state labels and the state-change times, for future
flights. Also note that even though I use the source code to label the training set, I
still look at the test set as a black-box and do not leak any information.

A few examples of what the states might be are: Accelerate Take-off rotation,
Climb, Cruise, Fixed-altitude Turn to right/left, Approach, Flare, Decelerate, and

more.

5.5.4 The Testing and Data Processing Tool Set

Iimplemented the pipeline of generating tests, running them, and aggregating
flight logs in an integrated tool with three components, one for each stage. In
the following sections I will explain these components and their role in the sys-

tem. I also very briefly explain how event-driven programming paradigm was
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implemented here both to decrease coupling and to make it more resilient to
unexpected or buggy behaviour. It is necessary for two reasons: 1. as a testing
tool, it is expected to encounter bugs in software under test and should be resilient
to them 2. the message passing design of Paparazzi architecture, in addition to
its ability to support multiple aircraft in flight at the same time left me with no

choice but to use an event-driven design.

5.5.4.1 Flight Data Recorder

Although Paparazzi comes with a logging feature in its ‘server’ component (Fig-
ure 5.2), it only logs a subset of required data. Furthermore, the data comes in
separate messages with different frequencies; for example speed updates are
sent in ATRSPEED message once a second, orientation updates and engine rpm
are reported in ATTITUDE and ENGINE_STATUS messages respectively which are
dispatched every 200 milliseconds, while servo outputs are only sent once every
5 seconds. All these data need to be aggregated and aligned. Please refer to the
Table 2 in Appendix A for a full list of messages used.

The most flexible option with the least overhead is to have an independent
module that understands Paparazzi link, captures these messages and does data
aggregation and logging in real-time. So I created a flight data recorder to collect
all the required data from telemetry messages (See Figure 5.2).

In the beginning the instance of “AircraftManager” singleton class starts with
listening for NEW_ATRCRAFT messages. This message type notifies this class when
new aircraft come online in the simulation. Then it sends a AIRCRAFTS_REQ
request message to server to get a list of currently online aircraft. The response to
both of these messages are processed in the same way: The aircraft unique ID will
be checked against the hash table of known aircraft, if it is a new one an “Aircraft”
instance will be created and added to the hash table. (See the class diagram in
Figure 1 in Appendix A)

Each “Aircraft” object in the makes a number of requests back and forth with
other components in the system (server, data link, and the autopilot process) to
gather required information about that aircraft, including its flight plan. This
class along with “Aircraft Parameters” and “Aircraft Commands” provide a unified
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programmatic API for monitoring and controlling the aircraft.

I implemented observer pattern Gamma (1995) in “Aircraft Parameters” to en-
able other components (such as flight data recorder and automated test executor)
to listen for changes in the aircraft state and respond accordingly in an event-
driven manner. After creation of an “Aircraft” object, as a part of its initialization,
several observers are created and attached to it. A “Record Flight” instance is one
of them. It observes new FLIGHT _PARAM messages as well as changes in ‘throttle),
‘flight time’, and ‘commands.values’ parameters. This class stores and aligns these
parameters in a pandas data frame which is stored on disk periodically. The data
can be stored in a human-readable CSV file or as a compressed HD5 binary. Some
data normalization and unit conversions (such as meters to feet) also happen
before saving in order to make the generated data similar to MicroPilot’s.

Supplementary UML diagrams are provided in Appendix A.

5.5.4.2 Automated Test Executor

Here I first explain how the test executor work, since knowing this is prerequisite of
understanding the test generator component. The test executor takes the control
of the aircraft by running prefabricated test scenarios. While the low level control
of the aircraft is done by the autopilot software (the system under test), it needs
high level commands such as “climb to 200ft”. Automated test executor does
that, using hand crafted test scenarios or the ones generated by the test generator
component.

Tests scenarios are defined as subclasses of P1anBase class. Each plan needs
to override a method that returns an iterable of plan items which should be

executed one by one.

class ExamplePlan (PlanBase):
def get_items (self, kwargs):
block_name = kwargs.pop(’block_name’)
circles = int(kwargs.pop(’circles’))
return [items.JumpToBlock(block_name),

items . WaitForCircles (n_circles=circles)]
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The above plan for example, takes a block name and a number of circles as its
parameter and executes the two items in succession. An example of running this

plan can be like the command below:

$ run_test.py ExampleAircraft ExamplePlan)\
—Dblock _name=’loiter’ —Dcircles=2

Using this parameters is analogous to test parameterization in mature unit testing
frameworks (such as pytest). It allows similar test plans that are only different
in some parameters to be consolidated in one test case. Using parameters also
improves the reproducibility of test scenarios while improving its flexibility. Test
scenarios (plans) do not need to include commands for waiting for aircraft to take
off and land, the testing tool automatically wraps it with appropriate initialization
code.

The core test plan runner is implemented as an observer class that listens for
multiple messages and parameters to get notified about changes in the aircraft’s
state (See Figure 3 in Appendix A, also Figure 5.2). It iterates over the flight plan
items and calls their match method to decide whether that item should be ex-
ecuted. Whenever a match is found the item will be executed and the iterator
will move to the next test plan item. Consult Figure 2 in Appendix A for a class
diagram of all flight plan items.

Test plans should be importable from pprz_tester.generated_plans mod-
ule. The structure is simple and clearly defined so that they can easily be hand-
crafted (like the example above) or generated using the test generator component.

The test runner is tailored specifically for Paparazzi in several ways:

1. As mentioned before, it takes care of aircraft initialization, take off, and
landing

2. Itusesstandard Paparazzi environment variables such as $PAPARAZZI _HOME.?

3. It can build the autopilot if --build argument is set so the user does not
have to build it manually in Paprazzi center.

8If it is not set, the user can use -p /path/to/paprazzi command line argument to set this
value, and if that is not set too, a default value will be used.
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Figure 5.4: A snapshot of ground control station software (GCS), visualizing the
map, waypoints (blue diamonds), the aircraft, its flight history (blue), the intended
flight path (green), as well as its state (bottom in green) and some telemetry data
(top left). The plan that it is following is one of the automatically generated test
scenarios.

4. If --gcs argument is set, the ground control station window will be opened
(See Figure 5.4). It provides a real-time map that visualizes the aircraft
path, waypoint locations, wind direction and velocity, and several other

parameters of the aircraft such as their airspeed and altitude.

5. --no-sim argument tells tester to not launch the simulator. Its use case
can be when a physical autopilot is being used (similar to MicroPilot’s HWIL
mode), or when for any reason the user chooses to run the simulator manu-
ally.

Test runner can move waypoints as well. The user can fix any number of

waypoints at specified locations, providing their latitude longitude and altitudes.
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It can also randomize their location inside a cube. Boundaries of that cube (i.e.
east-west, north-south, and floor-ceiling) are customizable through provided
command line arguments.

The comprehensive list of command line arguments is included in Table 4 in

Appendix A.

5.5.4.3 Automated Test Generator

The test generator component is a fuzz test generator specifically designed for
Paparazzi. An autopilot has plenty of parameters to change. Many of them need to
remain unchanged. For example, changing aerodynamic and physical parameters
of an air frame will make it behave incorrectly or even crash. A naive algorithm
might be tempted to only change these parameters to optimize a metric of “bug”s
per test. To comply with the constraints in input format and range and optimize
test scenario diversity without having to have thousands of tests, I opted for
developing a specialized automated test generator.

This test generator is completely compatible with Paparazzi and designed
with specific needs of an autopilot in mind. It begins with loading and parsing the
one fixed wing flight plan that comes with Paparazzi. It defines multiple actions
(control blocks) available to a fixed wing aircraft. Two important components in
the flight plan that are used are the waypoint names and locations, and available
blocks. A test scenario is generated by taking the initial flight plan and fuzzing

three parameters about it:
1. Waypoint locations
2. Sequence of actions
3. Action timing

The test generator can be configured to fuzz all or some of them. I generated
31 tests with fuzzing the last two. Please note that the sequence of actions can
have anylength between 1 and the number of possible actions (5, in my case). Also
for each sequence, n! different permutations can be made that will result in very
different outcomes. That makes the number of tests, 5! x 1+4!x5+...4+1!x5=325.
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Also note that these generated tests are made of unique blocks, in other words, a
test scenario does not contain plans like “Do A then B then A again” while these
plans are perfectly valid. In case one wants to have such plans they can write test
plans manually.

The output is a python module that contains a subclass of PlanBase, as
expected by the automated test executor. These two work together seamlessly
and the user can just use them in a plug-and-play manner without touching the
code. Though, the generated code is designed to be effortlessly understandable
and easily editable it even incorporates some auto-generated comments in the
code.

The full table of command line arguments that test generator accepts is pre-
sented in Table 6 in Appendix A. To provide an example, the following command
generates tests of length (number of actions) 2 for ‘Microjet’ aircraft and writes it
to the file 12. py in the specified directory. It fuzzes the location (latitude, longi-
tude, and altitude) of waypoint ‘S2’ in the default cube, just overriding the altitude
bounds in 200 to 220 meters, while the coordinates of ‘S1’ are fixed. The initializa-
tion and landing stages which must be excluded from the test scenario are also
specified.

gen_test.py —exclude "Wait_GPS" "Geo_init" "Holding
point" Takeoff Standby "Land_Right AF-ID" "Land_Left
AF-TD" land final flare —fuzz—wps S2 \
—wp—fuzz—bounds—alt 200 220 —w S1 43.4659053 1.27 300 \
—Ilength 2 Microjet pprz_tester/generated_plans/12.py

Some of the available actions and all the waypoints in this flight plan can be seen
in Figure 5.4.

5.6 Results

In this section, I present the results of the experiments and answer the two research
questions.
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5. Empirical Evaluation

Table 5.3: Change point detection precision, recall, and F1-score calculated, on
the test data, for the proposed model, using three values of tolerance (7) compared
with the respective 7’s best F1 score among baseline methods

7 Prec. Recall F1 score Baseline F1
1s 56.77% 79.32% 66.18% 32.73%
3s 69.58% 88.88% 78.06% 41.52%
58  79.82% 91.87% 85.42% 44.46%

5.6.1 RQI1 Results: CPD Performance

Table 5.2 shows the results of running CPD algorithms for various configurations
(as described in 5.3.1). For each search method and cost function pair only one
of the penalty values which resulted in the highest F1 scores for all T values is
reported.

The first observation from the results is that as values of 7 increases the scores
get better. This was expected, since larger values relax the constraints on which
detected change points are considered as a true positive. Another observation is
that the bottom-up segmentation consistently outperforms the window-based
segmentation method. I can also see that the linear cost function beats all the
other ones, in terms of precision. The Gaussian cost function achieves much
higher recall values costing it a huge loss in precision. It means this cost function
results in detecting numerous change points spread across the time axis, so there
is a good chance of having at least one change point predicted close to each true
change point (hence the high recall), but also there are a lot of false positives,
which leads to a low precision.

Measuring the same metrics on how the proposed model performs on the
test data shows better scores, almost twice the F1 score of the best performing
baseline (see Table 5.3). Please note that unlike machine learning algorithms (such
as mine), CPD algorithms do not have a separate training and testing phases. This
fact works in their favor (by using the entire dataset for prediction and not just
the training set), but still my model outperforms them.

In terms of execution cost, running all 42 different settings of CPD algorithms

on the whole dataset took a bit over 12 hours in the cloud using 16 CPUs and
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64GB of main memory. The deep learning model on the other hand takes about
an hour to train (which only needs to be done once), on a smaller machine (see
section 5.4.5). It made predictions on the whole dataset in less than a minute. So
to answer RQ1, my method has shown (66.18/32.73)—1 = 102.20% improvement in
F1 score with T =15, (78.06/41.52)—1 = 88.00% with 7 = 3s, and (85.42/44.46)—1 =

92.13% with 7 = 5s; almost doubling the score compared to the baselines.

The proposed model, which requires less memory compared to traditional
CPD algorithms, improved their best performance by up to 102%, measured

by F1 score, in less execution time.

5.6.2 RQ2 Results: Multi-class Classification Performance

To answer RQ2, I first compare different configurations of the baseline methods
using the F1 score (harmonic mean of precision and recall) on the test data. The
results are presented in Table 5.4.

Comparing the baseline methods with my approach (the last row) in Table 5.4
shows that my model outperforms all baselines. Comparing it with the model
with the best F1-score shows a (86.29/73.21)— 1 = 17.87% improvement in pre-
cision as well as a (95.04/82.16)— 1 = 15.68% improvement in recall that means
(90.45/77.42)—1 =16.83% overall improvement in F1-score.

To have a feeling of how good my predictions are in practice, Figure 5.5 shows
the output of my model side by side with the ground truth. The horizontal axis
shows sample ID (time) and the states are color coded. As it is seen, this algorithm
performs better when the state changes are farther apart. Also there are some
state changes that happen quite briefly which are not detected. That is not to
a great surprise since it takes some time for state changes to be reflected in the
outputs and those might not have got any chance.

The classical models only see one window of the data at a time, convolutional
layers on the other hand are more generalized and flexible since each filter in
each layer is comparable to a sliding window. As we saw in Table 5.4, a larger
window size means a higher performance. However, it gets significantly more
difficult to train a model with large window sizes. In addition, convolutions can
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Table 5.4: Precision, recall, and F1 score of ridge classifiers (linear classifiers with
L2 regularization) and decision tree classifiers (DT) with different sliding window
widths (w). For each algorithm on each w several hyper-parameters were applied
producing 152 different models. In this table, I only show the results of the best
performing model in each group.

. Max Max

w Classifier Depth Features Prec. Recall F1
3 Ridge - - 71.39% 20.73% 32.13%
3 DT - - 69.21% 82.36% 75.21%
5 Ridge - - 69.15% 21.89% 33.26%
5 DT 100 - 68.37% 83.16% 75.04%
10 Ridge - - 71.97% 24.02% 36.02%
10 DT 260 - 67.94% 79.14% 73.12%
15 Ridge - - 76.87 25.90% 38.75%
15 DT - 10w 69.06% 80.76% 74.45%
20 Ridge - - 80.38% 26.50% 39.86%
20 DT 175 10w 73.21% 82.16% 77.42%

My Approach 86.29% 95.04% 90.45%

automatically learn preprocessing steps that could be beneficial such as a moving
average. Each convolutional filter can learn a linear combination of its inputs.
So when the convolutional layers are stacked on each other, with non-linear
activation functions in between, the hypothesis space they can learn becomes
quite large, probably much larger than most of the classical ML algorithms here.
Also, they are still quite efficient (more efficient than baselines) due to parameter
sharing and their high parallelizability.

The fact that the performance improves as the window size increases indicates
the positive effect of being able to see longer-term relations in detecting the
system’s state. Recurrent cells (such as GRU) can capture long-term dependencies
(that do not necessarily fall into one window) and learn sequences. This is one of

the major differences between an RNN model and others, such as decision trees,
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which do not have such a notion of a “long-term memory” as LSTM/GRU neural
networks do. All a decision tree could see is the values in a sliding window.

In terms of the training complexity (time and memory), this method is superior
as well. That can largely be attributed to the use of deep learning. In baseline
models, as the window size w grows the training and evaluation complexity grows,
up to a point that they ran out of memory — consuming all the 47GB of main
memory and swap area. This forced us to train them in the cloud. Meanwhile, as
mentioned earlier, the deep learning model could be trained on a 8GB GPU in
roughly an hour. (see section 5.4.5 for the machines’ specs). Also, the decision
tree training was not parallelized using only one core of the CPU, while virtually

all deep learning models can be heavily parallelized on a GPU/TPU.

The proposed model, which requires less than half as many CPUs and 70%
as much memory compared to the best performing classical ML model,
improved their best performance by up to 17%, measured by F1 score, in

less execution time.

5.6.3 RQ3 Results: CPD Performance on Paparazzi (replication)

The results of applying baseline algorithms on Paparazzi dataset can be seen in
table 5.5. The range of CPD performance is quite varied across the techniques, for
example there are scores less then 1% (e.g. 0.39% recall score of linear models) as
well as some 100% scores (e.g. recall scores for Gaussian models with bottom-up
search method). Please note that the high variation in performance scores is not
limited to recall metric. The 100% recalls are accompanied with a low precision;
achieving that is not difficult. A method that outputs every point as a change-
point will get similar results. The setting that got most of the best numbers is
Pelt algorithm using an L1 cost function and a high penalty coefficient of 1,000.
However, please note that Pelt is a quite slow algorithm that could easily become
infeasible to run on larger dataset, as it was the case for the first two RQs. As a
matter of fact, running Pelt took more than 14 hours on the same machine that
performed all other CPD algorithms in less than 1 hour. What you see in table 5.5

is the summary of the results of more than 23,800 experiments.
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Figure 5.5: Evaluation of the model on 30 random test data. Each graph shows
the states in one run of the system. The colors show the states. The top-half of
each plot depicts model’s prediction of the system states (O) and the bottom-half
shows the true labels(O). Since the output is one-hot encoded, the item with the
most probability is used as the predicted label at each point in time. X-axis is
the time axis. Only the first 600 samples (2 minute of simulation) are shown to
improve legibility.

Comparing the baseline results with the neural network model’s results in
the last three rows of the table, you can see improvements of 47.88%, 34.81%,
and 18.30% in F1 scores compared to the best numbers in the baselines (for
T =1,3,5 seconds respectively). Although this model still performed better than
the baselines, the improvement margin was higher in RQ1. (see the RQ1 results
summary box and the paragraph above that). However, you can see that the scores
that this approach achieved are not low, but the baselines could do a better job
on Paparazzi’s data compared to MicroPilot’s, therefore shrinking the margin of
improvement. It can be due to the fact that the new dataset is tiny compared to
MBP classic machine learning algorithms can do better so a deep learning model
cannot shine here as it could for MP. As a reminder: Paparazzi dataset consists of
300 tests, each containing up to 2,500 samples vs. 900 tests in MP with lengths up
to 18,000 samples. It is worth mentioning that both in the first two RQs and here,
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the variation in baselines performances was way higher while my deep learning
approach shows a more consistent performance; check the second column (recall

with 7 = 1s) for example.

The proposed approach was applied on another similar software system
with a smaller dataset size and showed a near 48% improvement over the
baselines (with a 94% F1 score), confirming that it is a feasible approach
even with smaller dataset size. The lower margin of improvement com-
pared to RQ1 is attributed to the baselines performing better on this data,

rather than my approach not performing good enough.

5.6.4 RQ4 Results: Multi-class Classification Performance on
Paparazzi (replication)

In table 5.6 the comparative results of the aforementioned algorithms with my
method is presented. To compare with the MP’s case, we can see that in all but
two settings limiting the maximum number of features did not help improve
the model. Another similar observation is that the scores do not vary much with
changing the window size, and decision trees almost universally outperform linear
classifiers. The scores themselves are just around the same values as well: Ridge
classifier F1 score here is in 21-29% range, which was 32-39% in RQ2. For decision
trees it is in 67-68% range here while it is in 73-77% range in RQ2.

The deep learning model’s performance measures (on validation data) can
be found in the last row of the table. You can see an (82.23/68.96)—1 = 19.24%
improvement in F1 score, over the baselines. It confirms that this method can
beat the best performing baselines in classifying input samples into the system’s
internal states. The improvement in RQ2 is 16.83%, not very different from this.
This, again provides some evidence on the generalizability of the results in the
first two RQs.

Figure 5.6 summarizes the prediction results of the deep learning model com-
pared to the ground truth. You can get a sense of how good does an ‘82.23%’ F1

score look by examining that chart. To measure this quality it in a more scientific
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Table 5.6: Precision, recall, and F1 score of ridge classifiers (linear classifiers
with L2 regularization) and decision tree classifiers with different sliding window
widths (w). In this table, I only show the results of the best performing model in
each group.

w Classifier Max Features Precision Recall F1
3 Ridge - 44.82% 14.45% 21.85%
3 Decision Tree 10w 61.88% 73.56% 67.22%
5 Ridge - 46.62% 15.10% 22.81%
5 Decision Tree - 64.28% 73.00% 68.36%
10 Ridge - 47.59% 16.29% 24.27%
10 Decision Tree - 65.06% 73.36% 68.96%
15 Ridge - 44.41% 17.33% 24.93%
15 Decision Tree - 63.53% 74.68% 68.65%
20 Ridge - 57.97% 19.10% 28.74%
20 Decision Tree - 64.72% 73.36% 68.77%
25 Ridge - 62.13% 19.66% 29.87%
25 Decision Tree v10w 61.17% 75.18% 67.45%
Proposed Method 77.20% 87.97% 82.23%

way, it is possible to use this state model in a downstream task and see how that

task is performing.

Compared to the baselines, the proposed approach could detect the inter-
nal state of system with a 77% precision and 88% recall rate, showing a 19%
improvement. Similar results were seen in RQ 2 (which is closely related to

this question) confirming generalizability of the findings.

5.6.5 RQ5 Results: Hyper-parameter Tuning

I used Tensor Board to visualize and compare the effects of different hyper-

parameters on the model’s performance. First, for a sanity check, I visualized 6
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Figure 5.6: The states are color coded and each rectangle shows one test, only the
first 1000 samples (200 seconds) are shown for more clarity. The same as figure 5.5
in, the top half of each rectangle shows the model’s output and the bottom half
shows the true labels.

metrics, precision and recall in detecting change points with a the smallest and
largest tolerances of 7 = 1s and 7 = 55, and precision and recall in estimating
the internal state in Figure 5.7. A healthy linear and positive correlation is visible
between virtually all pairs of these metrics (all except classification precision), it
means that trying to improve one will not come at the expense of others.
Filtering the data to find the commonalities of better hyper-parameters shows
that the number of GRU cells has a high correlation with both CPD precision and
classification precision. First and foremost the learning rate is has the largest
correlation (absolute) with the performance metrics. The best configurations
all share the lowest learning rate. Filtering the other configs out, the next most
important factor was the convolutional layer counts. The configurations that
did not include the last and largest convolutional layer with kernel size of 20,
performed much better than the others. It makes sense because training larger
kernels gets harder and harder and requires more data. Also, based on the previous
studies, especially in the field of computer vision, we can say that each filter
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Figure 5.7: Matrix of scatter plots comparing precision and recall of the deep
learning model on test data.
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Figure 5.8: Parallel coordinates view showing the effects of selected hyper-
parameters on the performance measures.

learns one feature so it is more effective to have small filters that are easier to
train and can learn multiple features of the data. Therefore I can reduce the size
of convolutional section of the model and use more recurrent cells to boost the
performance without adding too many parameters.

After filtering out some of the worst configurations (such as the ones with
lower than 40% Recall (t=1s)), the better ones are shown in figure 5.8. This chart
shows 3 + 8 parallel axes, 3 hyper-parameters and 8 metrics. The green highlighted
line is the best configuration tried, with the highest area under the curve. That

configuration has the best or close to the best performance in all metrics. The
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Evaluation Metric Default Hyper-params Tuned Hyper-params
Precision (1 =15) 28.90% 44.70%
Recall (t=15s) 37.44% 52.38%
F1 (Tt =15s) 32.62% 48.24%
Precision (7 = 3s) 59.34% 84.56%
Recall (T =3s) 71.52% 90.54%
F1 (7 =35s) 64.87% 87.45%
Precision (7 =5s) 73.85% 90.53%
Recall (T =5s) 85.18% 96.86%
F1 (1 =5s) 79.11% 93.59%
State Detection Precision 57.35% 77.20%
State Detection Recall 78.90% 87.97%
State Detection F1 66.41% 82.23%

Table 5.7: The performance results of the model trained on paparazzi before hyper
parameter tuning (i.e. using the hyper-parameters that worked best for MP on
Paparazzi as well) vs. after fine-tuning hyper-params on Paparazzi’s dataset.

configuration is to use 384 GRU cells in 1 layer, 16 filter per convolutional layer
sizes from 5 to 15, and a slower learning rate of 3 x 10~ T used this set of hyper-
parameters to train the best model. The stopping criteria on training the model
was for the validation loss to plateau, with a ‘patience’ of 10 epochs. The optimizer
converged in 54 epochs, after less than 3 minutes of training. You can see the
performance scores of the tuned model in tables 5.6 and 5.5.

The sensitivity of this approach to the choice of hyper parameters can be seen
clearly here. I first started with the hyper-parameters that worked best for MP and
the values close to them. With that set of hyper-parameters the performance was
even worse than the baselines in some cases; see table 5.7. In the second iteration,
after removing the worst performing configurations and defining a search space,
that set of parameters was discarded. Even though the search space was not very
large, the range of This is to emphasize the effect and importance of fine-tuning

hyper-params.
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The result of this tuning was a model with fewer convolutional layers and
smaller kernel sizes but with more convolutional filters and recurrent layers
that could perform better than the baselines. This shows having more and
smaller convolutional filters is more effective in capturing local features in
the data compared to having a small number of large filters (with kernels of
size 20 for example which has 200 parameters). It also shows the important
role that recurrent layers play in discovering long-term relations between

inputs and outputs.

5.7 Limitations and Threats to Validity

One of the limitations of this approach is that it might miss an input-output
invariant correlation. It can happen when the input remains constant or it changes
too little to reveal its relation with certain outputs. We assume that during the
data collection, sampling happens in regular intervals; this approach probably
will have a hard time achieving high performances, working on unevenly spaced
time-series data.

Although labeling the input/output series for debugging, comprehension, ...
purposes is a common task that developers do in the industry and in open source
settings, performing the labeling on a large dataset can become arduos; thus
making this approach less practical in some settings. However, as will be stated
later, there are potential remedies to reduce the amount of required data to train
amodel. Also, it is worth mentioning that training this model needs to happen
once. The labeling task can bee looked at as an investment; after the model is
trained, it can be used in the future to automatically label the data without any
need to more user input.

In terms of construct validity, I am using standard metrics to evaluate the
results. However, the use of tolerance margin should be taken with caution since
itis adomain-dependant variable and can change the final results. To alleviate this
threats, I have used multiple margins and reported all results. In terms of internal
validity threats, I reduced the threat by not implementing the CPD baselines
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by myself and rather reusing existing libraries. In terms of conclusion validity
threats, I have used many (888) real test cases from MicroPilot’s test repository and
provided a proper train-validation-test split for training, tuning, and evaluation.
Finally, in terms of external validity threats, this study suffers from being limited to
only two case studies. However, (a) the studies are large-scale real-world systems
with many test cases, and (b) they are both from industry and open source to
be more representative. In the future one potential extension is to extend this
work with more case studies from other domains, to increase its generalizability.
Another external validity threat could be in the random split of training and
validation tests. There is no straightforward way to make sure the validation
dataset is 100% different from the training data; however thee split was performed
randomly as it is common in Machine Learning and there are no repetitive test
cases in the dataset, so the chances are high that the validation dataset is different

enough from the training data.
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Chapter 6

Conclusion and Future Work

In this thesis, I developed a novel method for inferring black box models for
autopilot software systems. My method at its core is a deep neural network that
combines convolutions and recurrent cells: hybrid CNN-RNN model. This design
is inspired by deep neural network architectures that showed good performance
in other fields (such as speech recognition, sleep phase detection, and human
activity recognition). It can be used for both CPD and state classification problems
in multivariate time series.

This method be used as a black-box state model inference for variety of use
cases such as testing, debugging, and anomaly detection in control software
systems, where there are several input signals that control output states.

I have trained and evaluated this neural network on two case studies of a UAV
autopilot softwares, one from the FOSS' community and one from our indus-
try partner. It showed promising results in inferring a behavioural model from
the autopilot execution data; showing significant improvement in both change
point detection and state classification as compared with several baselines on 10
comparison metrics.

Some potential extensions to this work include: (a) Examining if and how
transfer learning can be employed to make this method work with smaller datasets
and also reduce the labeling overhead. (b) Adapting this method to work with

other data types such as images in video surveillance systems, or sensor data +

Free (as in freedom) and Open-Source software.
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stream of images in self-driving cars, could be another interesting line of work
for continuing this work (c) Using the inferred model to perform a downstream
task such as test generation or validation. (d) This approach at its current form
is an offline method which is more useful for a postmortem analysis. To make it
beneficial in more settings, it could be expanded into being an online (or even

real-time) method.
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Appendix A: PprzTester
documentations

UML Diagrams and tables for the developed tools: flight data recorder, automated
test generator, and automated test executor.
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Appendix A: PprzTester documentations

Message Name Sent By Use

PPRZ_MODE Aircraft PprzTester listens to this message to
find out when the autopilot software is
booted up and is ready for flight. It also
contains the state of active PID loops that
is used to determine the internal state of
the autopilot.

NAVIGATION Aircraft Contains the current active flight plan
block as well as number of full circles the
aircraft has completed among other data

COMMANDS Aircraft Contains commands from the autopilot
to the servos (the outputs)

FLIGHT_PARAMS Aircraft Contains most of the sensor readings and
required aircraft parameters

ENGINE_STATUS Aircraft Contains engine RPM and throttle
among other parameters

CIRCLE_STATUS Aircraft Contains detailed information about air-
craft status while it is in circling mode.
Overlaps with NAVIGATION to some ex-
tent

WAYPOINT_MOVED  Server Sent in case any waypoints are relocated

MOVE_WAYPOINT PprzTester To update waypoint locations

NEW_AIRCRAFT Server Event of a new aircraft coming online
in the network. It does not necessarily
mean that it is ready for flight, should
listen for PPRZ_MODE as well

AIRCRAFTS_REQ PprzTester Request to get the list of active aircraft

AIRCRAFTS Server Response to the above request

CONFIG_REQ PprzTester Request for an aircraft’s configs

CONFIG Server Response to the above request contain-
ing its name, flight plan, DL settings, air
frame parameters, etc.

DL_SETTING PprzTester Update a DL setting value. It is used to
launch the aircraft in the air

JUMP_TO_BLOCK PprzTester Commands the aircraft to change active

block to another block defined in the
flight plan

Table 2: Subset of all available messages in Paparazzi that are used in PprzTester

tool
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Appendix A: PprzTester documentations

Argument Description
airframe The aircraft to simulate
plan Plan name to run as a python module in

—agent-name
-1, -log
-log-format

pprz_tester.generated_plans

Specify unique agent name on ivy bus

Log file directory

The format to store and compress logs in, can be
hd5 or csv

-p, —paparazzi-home

Directory in which Paparazzi source code is cloned
in

-b,~build Build the aircraft before launching the simulation

-gcs Open GCS window

-no-sim Does not launch the simulator

—prep-mode The required conditions before starting the flight
scenario. It can be waiting for altitude to stabi-
lize (climb) or waiting for a complete circle around
stand by waypoint (circle) or both.

—fuzz-wps Waypoints to fuzz locations of. Use * to fuzz all

-wp-fuzz-bounds-lat
-wp-fuzz-bounds-lon
-wp-fuzz-bounds-alt

-w,—wp-location

Minimum and maximum latitude (south-north) to
fuzz waypoint locations in

Minimum and maximum longitude (east-west) to
fuzz waypoint locations in

The boundaries inside which waypoint altitudes are
fuzzed

Fix one or more waypoints’ locations (overrides
fuzzing)

-Dname=value

Optional plan arguments. They will be passed to
get_items as keyword arguments.

Table 4: Test runner command line arguments
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Argument Description

airframe The aircraft to generate tests for

output Output file name or the directory to output the gen-
erated plans

-i, -include Flight plan blocks to include in the generated plans

-x, —exclude Flight plan blocks to exclude from the generated
plans

-1, -length Number of flight plan blocks to include.

-p, —paparazzi-home
—fuzz-wps
-wp-fuzz-bounds-lat
-wp-fuzz-bounds-lon
-wp-fuzz-bounds-alt
-w,—wp-location

Shared with test runner in Table 4

Table 6: Test runner command line arguments
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Flight Plan Items Class diagram

flight_plan.items
@ WaitForSeconds © JumpToBlock @ Waitall @ WaitAny

© WaitForSeconds(length:float) © JumpToBlock(state_id_or_name) © Waitall(items:List{Planitem]) © WaitAny(items:List[Planitem])

>~ 4 e

@ Planitem
@ WaitClimb < matcher. Optional[Callable] @StopTest @ WaitForCircles

© actor: Optional[Callable]

© WaitClimb(tolerance:float) © Planitem(matcher: Optional[Callable]. actor: Optional[Callable]) ] © WaitForCircles(n_circles:int)
© match(ac : Aircraft., property_name: str, old_value, new_value) : bool
® act(ac : Aircraft, property_name: str, old_value, new_value) : bool

7
|

@ WaitForState @ WaitForSpeed @ SendMessage

© WaitForState(state_id_or_name) © WaitForSpeeditarget_speed:float. tolerance:float) © SendMessage(message_builder: Union[Callable, PprzMessage]

Figure 2: Flight plan items

Flight Plan Executor Class diagram

aircraft_manager/ aircraft/ [observer]

@AircraftManager 1 * @Aircraft * P ©Ob5erver
o,
flight_plan/
waypoint
generation_helper])
© _waypoint
VALID RANGE LAT © FlightPlanPerformingObserver
@namedtuple W O _plan : Generator

O _next_item : Planitem

get rand lati) : float
get rand lon() - float
get rand altf) : float
get rand waypoint() : Waypointlocation

@ FlightPlanPerformingObserver{ac : Aircraft,
plan_generator : Generator)

I
I
I
I
! @ _generation_helper

©Wayp0intLocation wait for mode2: List[Planltem
takeoff and launch : List[Planitem

olat:flest 0 ——-— - — 4 - -
© long : float move waypointsiwaypoint data:
o alt : float Dict[Union[str, int], WaypointLocation

- List[Planitem

repare new waypoint locations
(flight plan waypoints : Dict, waypoints:Dict):

Figure 3: Flight executor classes
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ACM Reference Format:
Mohammad Jafar Mashhadi and Hadi Hemmati. 2020. Hybrid Deep Neural
Networks to Infer State Models of Black-Box Systems. In 35th IEEE/ACM

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

ASE ’20, September21-25, 2020, Virtual Event, Australia

© 2020 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 978-1-4503-6768-4/20/09...$15.00
https://doi.org/10.1145/3324884.3416559

International Conference on Automated Software Engineering (ASE °20), Sep-
tember 21-25, 2020, Virtual Event, Australia. ACM, New York, NY, USA,
12 pages. https://doi.org/10.1145/3324884.3416559

I, as the author, retained the copyright to the above manuscript while licensing
ACM for publication.
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